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Internet Users in the World
by Geographic Regions - 2012 Q2

Asia 1076.T

Europe 518.5

Horth America 273.8

Latin America /
Caribbhean

254.9

Africa

Middle East [ 90.0

Oceania /
Australia

167.3

B 23

1] 100 200 300 400 500 GO0 TOD SO0 900 1000 1100 1200
Millions of Users

Source: Internet Warld Stats - www.internetworldstats . com/fstats. htm
2,405 ,518,376 Internet users estimated for June 30, 2012
Copyright @ 2012, Miniwatts Marketing Group
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Counter-measures Threats
. . leads
Deterrent reduces likelihood of g Btk o Threat
metric metric 4 has
.
. discovers
Detective LN Frequency
control
has has
metric metric
b k4
Effectiveness Accuracy .
exploits
has triggers
metric 99
. has
Corrective Vulnerability |« Asset
Control triggers W l—
results has i
has 4 in guantifiable
metric Preventative 1 ¥ ¥ ¥ ¥
Control eliminates "
| Impact Exposure Value
decreases "
Exposures

Logical Model of IT Security Management Controls (Level 2)

From Security Metrics by Andrew Jaquith, published by Addison-Weslay, 2007
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Observe Orient Decide Act
. Implicit
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Outside /
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Unfolding
Unfolding " Interaction
Interaction Feedbacl\ With
With Feedback Enwrolnment
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Figure 1 — Boyd’s OODA Loop Model (Bousquet, 2009)
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technolytics =
Secirity & Impelligence Conmper F_lrw :J‘.
Cyber Weapons Evolution
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Cyber Weapons Class Capabilities Assessment
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A= spoofing attack & a situation in which one person
ar program succes sfully masquerades as another by
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adwantage.
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Country Policy Strategy
China China supports cyberwarfare capabilities, | The Chinese will wage untrestricted
especially providng such capabilities m | warfare and these are the principles:
the People’s Liberation Amy. Oimni-dirsctionality
Synchrony
Limited objectives
Unlimited measures
Asymmetry
Minimal consumption

Multi-dimenszional coordmation
Adpstment, contrel of the entire
process

(Hagestad 2012).

Fussia

Bussia supports cvberwarfare
capabilities, especially providing such
capabilities n the Russian Army.

The nature of cyberwarfare and
mformation warfare requires that the
development of a response to these
challenpes musthe organized on an
mterdisciplinary basis and mclude
researchers from differsnt branches —
political amalysts_ sociologists,
pevchelogists, military specizlists, and
media representatives (Fayutken, 2012),,

The ability to achieve cyber superiority
i3 essentizl to victory i cyberspace.
(Fayutkin_2012).

India

India supports cyberwarfare capabilities,
especizlly providing such capabiliies m
the Indian Army.

"It1s essential for efficient and effective
conduct of war mcluding cyvber-war. The
war book therefore needs to specify 23
how to maintzin ne-contact cyber war
and when the government decide to go
for full-contact or partial-contact war
then how cyber war will be integrated to
mest overall war ghjectives, (Sazini,
a0:1n-

Stratepies are still under development,
butwill follow the guidance of policies
related to the conduct of war.

(Sazmi, 2012)
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China:
Linited 5tates:

RuUssia
| ndia:

Table 16 Country Cyber Capabilities Ratings (Technolytics, 2012)
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Top 15 of Source Countries (Last month) Top 15 of Source Countries (Last month)

Source of Attack Mumber of Attacks Source of Attack Humber of Attacks
| Russian Federation 2 402 722 mm Russian Federation 2446164
B  Taiwan, Province of China 907,102 Germany 1,308,615
Germany 780 425 @ Taiwan, Province of China 536,031
== kraine 566,531 B  LUnited States 449 853
— Hungary 367 966 mE  Australia 378,790
ES  United States 355,341 = INdia 358,110
Il Romania 350,948 ==  Ukraine 250,206
&  Brazl 337,977 == Hungary 237,605
BN  laly 288,607 =2 | Brazil 218 265
B Australia 255777 EM China 197,152
= | Argentina 185,720 BN laly 194,102
[l China 168,146 LR France 184,073
= Poland 162,235 —  Argentina 182,166
= lsrael 143,943 L] Japan 151,861
] Japan 133,908 ks  VVenezuela Bolivarian Republic of 127 862
Top 5 of Attack Types (Last month) Top 5 of Attack Types (Last manth)
Description Humber of Attacks Description Humber of Attacks
Attack on SMB protocol 27,327 356 Attack on SMB protocol 31,077,005
Attack on Metbios protocol 937 476 Attack on Metbios protocol 1,108,033
Aftack on Port 33434 687 446 Aftack on Port 5353 821,115
Aftack on S5H protocol 659,589 Attack on S5H protocol 918,145
Aftack on Port 5353 522,671 Aftack on Port 33434 68T 446
| GLL !'! I L
1"#$ "% & ' ($ W)+ :
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DEFENSE SCIENCE BOARD | DEPARTMENT OF DEFENSE

Unified Threat
10,000,000 - Management
o 8,000,000
-
S Security software
e 6,000,000}
175
]
=
£
4,000,000
Network Flight
2,000,000 = . Recorder
B Milky Way Malware:
DECSeal  Stalker ot Snort 125 lines of code*
,D [ | [ | | | [
1985 1990 1995 2000 2005 2010

Defense becomes more and more complex, yet still outmatched by offense

*DARPA Brief to DSB, May 2011 * Malware lines of code averaged over 9,000 samples

Figure 3.2 Graphic lllustration of the Complexity of Software Required to Defend and Attack our Systems. Very
Small Changes (Even Single Bits) Can Cause Major Impacts to the Operation of a System

There is no single silver bullet to solve the threat posed by cyber-attack or warfare. Solving this
problem is analogous to previous complex national security and military strategy developments
including counter U-boat strategy in WWII, nuclear deterrence in the Cold War, commercial air
travel safety and countering IEDs in the Global War on Terrorism. The risks involved with these
challenges were never driven to zero, but through broad systems engineering of a spectrum of
techniques, the challenges were successfully contained and managed. *3 - - +
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