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Introduction 
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The Microsoft Chicago Data Center – 

Microsoft’s Flagship Cloud Data Center 
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Microsoft Chicago Data Center in Northlake, IL. Actual street view photo from Google Maps 

Microsoft Chicago Data Center in Northlake, IL. Actual architect’s drawing from 2007 - 2008 
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US-294 Northbound.   
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O'Hare  International Airport 



The Microsoft Chicago Data Center – 

Microsoft’s Flagship Cloud Data Center 
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Size:                                                      705,000 square feet 
Power:                                                 120 MW (enough to power 87,000 homes) 
Critical Load for IT Equipment:      60 MW  
No. of Physical Servers:                   > 330,000 Servers 

601 Northwest Hwy, Northlake, IL 

CH1 

CH2 

Microsoft  
Chicago Data 
Center 
Operations Team 
Summer 2008 
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Data Center Definition 
• A Data Center is a facility which usually has: 

 Thousands of servers and IT communication 

equipment 

 

 Elaborate power infrastructure 

 

 Redundant or backup power supplies  

 

 Redundant data communications redundant  

 

 Environmental controls (e.g., air conditioning, 

humidity, fire suppression, etc.) 

 

 Various security devices 
 

• Mega Data Centers are industrial scale operations using 

as much electrical power as a small town. (MS Chicago 

Data Center’s 120 MW could power 87,000 homes)  

Today, U.S.-based Data Centers use about 5% all the 

electrical power in the U.S. 
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Data Center Concepts – High Availability 
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Facility Component SPOF Solution(s) Comment(s) 

Servers Clustered Servers Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Server Power Multiple PDUs and Dual-power 
supply servers. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Power Multiple Remote Power Panels, 
UPSs and redundant power 
architecture. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Telecommunications Multiple Telecommunication 
Providers 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Network Multiple network devices, 
network interface cards, etc. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Fire Protection Multi-path fire protection 
architecture, in some cases, gas 
AND water 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

People Cross-training, redundant skills, 
succession planning, etc. 

Requires management, communications, food, water, 
payroll, benefits, etc. 

Elimination of Single Points of Failure (SPOF) to Ensure 100% Availability 

June 21, 2016 



Why Data Centers Matter 

• “The Internet was done so well that most people think of it as a 

natural resource like the Pacific Ocean”   

• -Alan Kay- 
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What would a Day without a Data Center Look Like? 

https://www.youtube.com/watch?v=_TN3HpvqAZs
https://www.youtube.com/watch?v=_TN3HpvqAZs


Traditional Data Center 

Security Concepts & Limits 
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CIA – The Security Triad 
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Traditional Data Center Security Concepts 
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Traditional Data Center Security Concepts 

Typically, the security in a Data Center is 

based on safeguarding of data and other IT 

assets (the CIA TRIAD) and consists of three 

types: 

 

❖The Physical Security 

❖The Logical Security 

❖Policies & Operating Procedures 
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Traditional Data Center Security Concepts 

1. Build on the right spot  

2. Have redundant utilities 

3. Pay attention to the walls, how they 

are built  

4. Avoid windows  

5. Use landscaping for protection 

6. Keep a 100-foot buffer zone around 

the site 

7. Use retractable crash barriers at 

vehicle entry points 

8. Plan for bomb detection  

9. Limit entry points 

10. Make fire doors exit only 

11. Use cameras and DVR recording as much 

as possible 

12. Protect the building's machinery 

13. Plan for secure air handling 

14. Ensure nothing can hide in the walls and 

ceilings 

15. Use two-factor authentication  

16. Harden the core with security layers 

17. Watch the exits too 

18.  Prohibit food in the computer rooms 

19. Install visitor restrooms 
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Physical Security Facility Best Practices 

Source: Scalet, S. (2004). 19 Ways to Build Security into Your Data Center. CSO Article retrieved from: 

https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q
=Sarah%20Scalet%2019%20ways&f=false September 1, 2015.  

https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q=Sarah%20Scalet%2019%20ways&f=false
https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q=Sarah%20Scalet%2019%20ways&f=false


Traditional Data Center Security Concepts 
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Sarah Scalet  
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❖The logical security.  Examples:  

❖Access Control Lists (ACLs) 

❖Group Policies 

❖Permissions 

❖Antivirus software 

❖Firewalls 

❖Intrusion-detection / prevention systems 
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Sarah Scalet  

June 21, 2016 

Traditional Data Center Security Concepts 



Limits 

❖Be Diligent About the Biggest Threat: People 
▪ Whether it is intentional sabotage, social engineering, 

carelessness or lack of following a defined policy, people 

working in the facility can be the biggest risk. For example, 

social engineering is a common threat because most people by 

nature want to be helpful. It’s important to train people to stick 

to the security policy and require them to be 100 percent 

accountable for their access. 

▪ Furthermore, whereas the redundancy of IT equipment is the 

first goal to meet in the building of any data center to assure its 

availability, to make it free of disruption, the redundancy of 

people who are without doubt the most important « engine » in 

any Data Center is not taken care of. 
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THE ZOMBIE APOCALYPSE & HOW 

IT CAN EXPOSE OUR DATA 

CENTERS 
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What Are Zombies? 
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What Are Zombies? 

❖A zombie (Haitian French: zombi, Haitian Creole: zonbi) is 

a fictional undead being created through the reanimation of 

a human corpse.  

 

❖The English word "zombie" is first recorded in 1819, in a 

history of Brazil by the poet Robert Southey, in the form of 

"zombi". The Oxford English Dictionary gives the origin of the 

word as West African, and compares it to the Kongo words 

nzambi (god) and zumbi (fetish). 

 

❖One of the first books to expose Western culture to the 

concept of the voodoo zombie was The Magic Island by W.B. 

Seabrook in 1929. This is the sensationalized account of a 

narrator who encounters voodoo cults in Haiti and their 

resurrected thralls.  
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The Story Of Felicia Felix Mentor 
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Felicia Felix-Mentor was a Haitian woman believed to 

have been made into a zombie in the early part of the 

20th century. She reportedly died in 1907, after a sudden 

illness of the type that Haitian belief finds to be 

characteristic of a person marked to be made into a 

zombie. In 1936 a woman in ragged clothing was found 

wandering the streets, and made her way to a farm 

which she claimed belonged to her father. The owners 

identified the woman as Felicia Felix-Mentor, long 

thought dead, and Felix-Mentor’s husband also 

confirmed this. Due to her poor health, she was sent to a 

government hospital. A doctor who interviewed her 

described her behavior. 

 

Her occasional outbursts of laughter were devoid of 

emotion, and very frequently she spoke of herself in 

either the first or the third person without any sense of 

discrimination. She had lost all sense of time and was 

quite indifferent to the world of things around her. 

June 21, 2016 

Felicia Felix-Mentor 
A real-life Haitian Zombie 
but she didn’t kill anyone. 



West African Zombies (Benin) 
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What Is The Zombie Apocalypse? 
❖Intimately tied to the concept of the modern zombie is the "zombie apocalypse"; 

the breakdown of society as a result of an initial zombie outbreak that spreads. 

This archetype has emerged as a prolific subgenre of apocalyptic fiction and has 

been portrayed in many zombie-related media after Night of the Living Dead. In a 

zombie apocalypse, a widespread (usually global) rise of zombies hostile to 

human life engages in a general assault on civilization. Victims of zombies may 

become zombies themselves. This causes the outbreak to become an 

exponentially growing crisis: the spreading phenomenon swamps normal military 

and law enforcement organizations, leading to the panicked collapse of civilized 

society until only isolated pockets of survivors remain, scavenging for food and 

supplies in a world reduced to a pre-industrial hostile wilderness. 

❖This fictional event has gained gradually recognition: 

▪ In government media 

▪ On 18 May 2011, the United States' Centers for Disease Control and Prevention (CDC) 

published a graphic novel, Preparedness 101: Zombie Apocalypse providing tips to 

survive a zombie invasion as a "fun new way of teaching the importance of emergency 

preparedness” 
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Zombies and Zombie Apocalypse in  

Popular Culture 
▪ Music: 

    Michael Jackson's music video Thriller (1983), in which he dances 

with a troop of zombies, has been preserved as a cultural treasure by 

the Library of Congress' National Film Registry 

 

▪ Literature: 

   Max Brooks's novel World War Z (2006) became a New York Times 

bestseller. 

 

▪ Movies and TV: 

The Serpent and the Rainbow, World War Z, The Walking Dead, Night 

of the Living Dead 

 

▪ In theoretical academic papers 

   Adam Chodorow of the Sandra Day O'Connor College of Law at 

Arizona State University investigated the estate and income tax 

implications of a zombie apocalypse under United States federal and 

state tax codes. 
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Some Notable Organizations That Also Believe In 

The Zombie Apocalypse 
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(Just Google this: 
Conplan 8888) 



What Could Happen During  

a Zombie Apocalypse? 

• It depends on: 

– Severity and duration of the 
outbreak 

– The average strength and 
resilience of the Zombies 

– Your state of preparation 
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American Cities – Best And Worst Places For 

The Zombie Apocalypse 

Is Your Data Center Prepared for the Zombie Apocalypse?  William Favre Slater, III 27 June 21, 2016 



American Cities – Another Survey 

For Cities and The Zombie Apocalypse 
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Source:  McKay, T. (2015). Would You Survive a Zombie Apocalypse? It Probably Depends on Where You Live 
Retrieved from https://mic.com/articles/127744/would-you-survive-a-zombie-apocalypse-it-probably-depends-on-
where-you-live#.Jah8wfJx1.  
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The Zombie Apocalypse Threat &  

How Can It Expose Our Data Centers 

❖Threat modeling (often related to the logical security in Data Center) 
 

• There are at least three general approaches to threat modeling: 
 

❖ Attacker-centric 

Attacker-centric threat modeling starts with an attacker, and evaluates their goals, and 
how they might achieve them. Attacker's motivations are often considered, for 
example, "The NSA wants to read this email," or "Jon wants to copy this DVD and share 
it with his friends." This approach usually starts from either entry points or assets 

 
❖ Software-centric 

 
❖ Asset-centric 

 

 
 

 

Is Your Data Center Prepared for the Zombie Apocalypse?  William Favre Slater, III 29 June 21, 2016 



Threat Modeling by Creating Abuse Cases - Examples 
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The Zombie Apocalypse Threat &  

How Can It Expose Our Data Centers 

Any high security Data Center should have the potential to actually prevent 

any disaster including a zombie apocalypse : 

 

❖A hardened, secure, windowless facility will keep the staff and the servers safe 

and protect them from hordes of brain-hungry, shambling corpses pounding at 

the front door 

 

❖ If “clever” zombies somehow manage to get hold of a keycard or passcode, 

multi-factor security that includes biometrics (zombies, after all, don’t have 

the body warmth and heartbeats of a living human) should prevent the flesh-

eaters from getting in 

 

❖What if the walking dead attack during a shift change at the local power plant? 

No problem: your uninterruptible power supply (UPS) will bridge the few 

seconds it takes for the generators to reach full power 
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The Zombie Apocalypse Threat &  

How Can It Expose Our Data Centers 

• Having a secondary site can be a nice safeguard if 

zombies find a security weakness at a less secure 

site. 

• The remaining questions:   

 What if your Facility and Staff is ill-equipped to ride 

out the Zombie Apocalypse 

 What if the danger comes from within the data 

center? 
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The Zombie Apocalypse Threat &  

How Can It Expose Our Data Centers 

Are you going to quarantine them? Or kill them? 

No logic would lead the contaminated staff so the worst has to be 

expected. The Data Center will be likely to be destroyed because:  

• Deletion/modification of data 

• Infect other people 

• Causing a Virus to spread 

• Press the RED button 

The most astonishing fact is that there are no palliative solutions 

for those dramatic events up to now in any Data Center Disaster 

Recovery Plan (Probably because people don’t take this 

seriously.)  
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How Will You Know The Zombie Apocalypse Is 

Happening? 
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Source: http://hisz.rsoe.hu/alertmap/index2.php?area=usa&lang=eng 

RSOE - Emergency and Disaster Information Service 

June 21, 2016 
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“Noah did not wait until it was raining to start building the Ark.” 

“Better Safe Than Sorry” 
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“Better Safe Than Sorry” 

 Data Center designers generally do a good job preparing for 
conventional risks like earthquakes, fires, floods, and hurricanes, 
but if the Disaster Recovery Plan doesn’t include provisions for 
dealing with the undead, the risk mitigation strategy has a gaping 
hole 

 

 Unlike conventional disaster recovery (DR)/business continuity 
planning (BCP), Zombie Preparedness has a unique set of goals 
beyond data protection and business resumption: 
 

 Ensure the long-term Survivability of your facilities AND your people 

 

June 21, 2016 Is Your Data Center Prepared for the Zombie Apocalypse?  William Favre Slater, III 36 



HOW CAN WE PREPARE OUR DATA 

CENTERS FOR THE ZOMBIE 

APOCALYPSE? 
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Necessary for Your Survival  

Kit : Water 

• Potable water is every human being’s 

biggest challenge 

– Absolutely essential for survival 

– Without drinking water, you can die in 3 

to 5 days 

– Potable water can be scarce, expensive 

and hard to find 

– Water is HEAVY and BULKY.  It weighs 8 

pounds to the gallon 
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Necessary for Your Survival Kit : 

Food 
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Necessary for Your Survival Kit Planning: 

Food and Provisions Calculator(s) 
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Source: http://modernsurvivalonline.com/survival-database-downloads/survival-tools/  



Necessary for Your Survival Kit : 

Weapons 
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Data Center Fortification Concepts 

To Survive A Zombie Apocalypse 

❖Shelter in Place 

❖Highly-Available, Redundant 

▪ Power 

▪ Cooling 

▪ Communications 

❖Communications Equipment  

(FM Radio, SW Radio, CB Radio) 

❖Sleeping quarters 

❖Sanitary Facilities 

❖Sensors (presence sensors, etc.) 

❖First-Aid Kits 

❖Medical Supplies 

❖Entertainment 
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Let’s Be Pragmatic! 

 Odds are, an outbreak of zombies is for now 

unlikely to happen.  

 But there are still plenty of other potential 

threats that could spell disaster for your 

Data Center if you’re not prepared.  

 Make sure you take the time to consider all 

possibilities as you build out your IT 

infrastructure, have a disaster plan in place 

 Test your plans. Hold a test drill at least 

every six months to make sure everyone 

knows what to do to keep your facilities 

online. 

 Always best to prepare for zombies, even 

when there is no perceived threat of 

zombies 
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Our Recommendations 

❖Improve your Disaster Recovery Plan and your 

Business Continuity Plan 

❖Actively fortify your Data Center 

❖Equip and Train every member of your Data 

Center Staff 

❖Plan to for the Long-Term Survivability of the 

Human Element 

❖To assess your own Zombie Apocalypse 

Survivability Odds, take the 38-question online 

Quiz: http://bit.ly/1MJRVLn 
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My Own Zombie Apocalypse Bug-Out Plans: 

❖30 days of provisions for me and my Bride 

❖A 4-person inflatable raft 

❖Bugging out to one of the four Chicago Lake Michigan Cribs. 
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My Own Zombie Apocalypse Bug-Out Plans: 

❖A Chicago Lake Michigan Crib 

❖Don’t laugh 

❖Zombies can’t swim 

❖The accommodations inside are pretty nice! 
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EVEN MORE ZOMBIES 
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Brief Discussion of DoS Attacks  

In early February 2000, a series of well organized 
denial-of-service attacks were launched against some 
major e-commerce websites… By Remotely Controlled 
“Zombie” computers. 
 
This later resulted in ping being disabled on external 
routers of these companies and many others. 



What Did the DoS Attacks Look Like? 
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What Did the DoS Attacks Look Like? 
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Source: Cisco. (2010). Guide to DDoS Defense.  Retrieved from  https://www.cisco.com/c/en/us/about/security-center/guide-ddos-defense.html,  on June 19, 
2016. 
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Who Were the Targets? 
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