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Key Trends That Will Shape the Future of IT 

• Measuring and Managing EVERYTHING

• Controlling Costs of EVERYTHING

• Optimization of EVERYTHING

• Automation of EVERYTHING using smart applications and smart hardware

• Trying to be as “GREEN” as possible in EVERYTHING

• Trying to get EVERYTHING done with as few people as possible, even ZERO people

• EVERYTHING will be under Risk Management and Information Security management 
(i.e. ISO 27001)

• EVERYTHING will be under Service Management  (i.e. ITIL and ISO 20000)

• Continuous Process Improvement in EVERYTHING

• Watch word: Save Your Company Money by optimizing EVERYTHING, continually 
improving EVERYTHING and adding business value

• The move to the Cloud to save money and increase efficiencies will continue to 
INCREASE

• EVERYTHING will be subject to compliance and AUDITING

• EVERYTHING is “On the Table”
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Professional IT Audit- Related 

Organizations

• American Society of Industrial Security International (ASIS)

• Federal IT Security Institute (FITSI)

• International Society for Auditing and Control Association 

(ISACA)

• International Information Systems Security Certification 

Consortium, Inc., (ISC)2

• SANS Institute
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Professional IT Audit-related Certifications

• These are some professional IT Audit-related certifications
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IT Audit Related Training

• Some good sources for IT Audit-related training

– ISO 19011 - Guidelines for auditing management systems 

(ISO, 2011) 

– ISO 17021 - Conformity assessment — Requirements for 

bodies providing audit and certification of management 

systems (ISO, 2006)

– A Taxonomy of Information Systems Audits Assessments and 

Reviews (Wright, 2007)

– ISO 27001 Lead Auditor Course (LaChapelle, 2011)

– CYBR 515 – Cybersecurity Governance and Compliance, 

Bellevue University, Bellevue, NE

– Small Business Information Security Workbook (Lincke, 2010)
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What Does a CISA Look Like?
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Conclusion

• Certification maintenance usually requires 
that auditors attend and participate in 
continuing professional education, and these 
hours must be logged and reported at least 
annually

• These activities will greatly to the potential 
success of every IT Auditor:
– Participation in professional organizations
– Earning and maintaining professional 

certifications
– Training and continual professional 

development
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Questions
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