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Introduction

This article is a brief introduction to Backtrack Linux. This distribution has quickly risen to the
position of becoming the de facto hacker's tool for network infrastructures. This article is not a
BackTrack user guide, nor is it a User Guide for any or all the tools that are available in
BackTrack Linux. Rather, I am going to explain in general terms why BackTrack has become a
best of breed hacker tool and some useful ways that you can use it to help make your
organization more secure.

First a Quick Disclaimer

Though I consider myself a hacker like many of you, I think of myself as more of a very well-
rounded cybersecurity professional who is out to educate and do good in the Internet and
cybersecurity universe. In fact, due to my affiliation with several professional IT and IT security
organizations, I am bound by several codes of conduct and/or codes of ethics to conduct myself
ethically at all times. Therefore, though I can tell you about the uses of Backtrack, I have to be
extremely careful to admonish you that 1) I am not doing blackhat hacking with the tools
included with BackTrack; and 2) you can get yourself into real trouble (legally and criminally)
using the tools that are included with Backtrack.

Strong Advice

Also, as a cybersecurity professional who has several certifications related to security and will
complete an M.S. in Cybersecurity in March 2013, I am also obliged to explain to you that you
should NEVER engage in any activities related to hacking on a network (reconnaissance or
penetration or otherwise) without the explicit written permission of the owner of the network.
Without this critical step, if you are in the U.S. and several other countries with well-defined
computer laws, you are subjecting yourself to a world of troubles involving civil penalties,
criminal penalties, or both.

What Is BackTrack?

BackTrack is a Linux distribution that is packaged with several standard network security hacker
and exploitation tools.

Who Makes BackTrack?

BackTrack is assembled and packaged under the GNU Public Software License by Mati
Aharoni, Emanuele Gentili, and others.
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Where Do You Get BackTrack?

The easiest place to obtain BackTrack is to download it from the website at
http://www.backtrack-linux.org. But you can also purchase it from places like Amazon, eBay,
etc. Make sure when you obtain BackTrack from a place that is different from the original
BackTrack website that you pay close attention to the version number that they are selling you.
Otherwise, you may end up receiving an older version.

Backtrack is also included in this text: Hands-On Ethical Hacking and Network Defense, second
edition, by Michael T. Simpson, et al, but since this book was published in 2011, it includes an
older version of BackTrack.

What's In BackTrack?
BackTrack includes a great array of tools that can be used to assess the vulnerabilities that are

present in an organization’s network. The current edition of BackTrack, version 5 release 3,
dated August 13, 2012.

Tool

Use

Metasploit for integration

Integration of attack scenarios

RFMON

Injection capable wireless drivers

Aircrack-ng Cracking user passwords on wireless networks

Gerix Wifi Cracker Cracking user passwords on wireless networks

Kismet Wardriving and wireless network vulnerability
identification

Nmap Port scanning and stealth port scanning

Ophcrack Cracking user passwords on wireless networks

Ettercap Setting up man-in-the-middle attacks for network

eavesdropping

Wireshark (formerly known
as Ethereal)

Packet capture, inspection and advanced analysis.

BeEF (Browser Exploitation Framework) Tool to identify
browser vulnerabilities to assess the security posture of a
target.

Hydra Password cracker for browsers

OWASP Mantra Security A collection of hacking tools, add-ons and scripts based

Framework on the Firefox browser

Cisco OCS Mass Scanner

This is a very reliable, high performance scanner for
Cisco routers that includes telnet
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BackTrack Platforms — Where does it run?
Presently, BackTrack is confined to these CPU platforms: x86, x64, and ARM.
Using Backtrack

When you obtain BackTrack, if you have you the resources, you can install it to a virtual
machine.

Other run options include:

1. Execution from a Live (Bootable) DVD (Configure your CMOS to go to the DVD
Drive First)

2. Execution from a Live (Bootable) USB Configure your CMOS to go to the USB Drive
First)

3. Installation in a dual-boot configuration on an existing laptop or PC

4. Installation on a Spare Laptop or PC Workstation

Why BackTrack?
What Are the Advantages of Using BackTrack?

The really nice think about BackTrack is that it includes some of the most commonly used tools
for identification of vulnerabilities and hacking. It’s also free if you download it, and easy to
obtain, and relatively easy to use, once you master the basic uses of the tools that it includes.

What Are the Disadvantages of Using BackTrack?

There are a few disadvantages to using BackTrack and you should be aware of these:
1) Because each of the tools that are included with Backtrack are constantly being examined
and improved by their respective publishers, then a BackTrack version can easily become
outdated when a tool is revised.

2) Using BackTrack may provide you and/or organization with a false sense of security
because BackTrack is not the ultimate set of hacker tools. There are many more tool
suites with far more powerful capabilities. Nevertheless it is extremely powerful for
something that is free or almost free, depending on where you get it.
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3) Like any group of free tools, each of these tools has its limitations. If you want a better
class of tools for vulnerability analysis and/or forensic analysis, you will ultimately pay
for it or have to request that your organization does the analysis and pays for it.

4) If you are caught sneaking around and using BackTrack without authorization, don’t be
surprised if your management and/or your organization’s Security Team think the worst
about your activities and the nature of your intentions. Once upon a time, back in the
1970s, there were people whose homes might be searched on suspicion of crimes such as
illegal drug possession. If during a court-ordered search, a copy of the Anarchist’s
Cookbook was identified, in a person’s home, the law enforcement authorities would
treat the person and the situation in a much more hostile manner, assuming the worst.
Those sneaking an unauthorized copy of BackTrack into an organization on a DVD or a

USB, or secretly installing it on a laptop or virtual machine may experience similar
treatment.

What Are the Best BackTrack Resources?
I have included an extensive list of resources at the back of this article, and while many of these
are related to hacking and penetration testing, to save you time, I will share the very best
BackTrack in the list below:
Allen, L. (2012). Advanced Penetration Testing for Highly-Secured Environments: The
Ultimate Security Guide. Birmingham, UK: Packt Publishing.
Faircloth, J. (2011). Penetration Tester’s Open Source Toolkit, third edition. Waltham,
MA: Syngress.
Harper, A., et al. (2011). Gray Hat Hacking: The Ethical Hacker’s Handbook third
edition. New York, NY: McGrawHill.
Prichett, W. and Smet, D. D. (2012). Backtrack 5 Cookbook: Over 80 recipes to execute
many of the best known and little known penetration testing aspects of BackTrack
5. Birmingham, UK: Packt Publishing.
Ramachandran, V. (2011). BackTrack Wireless Penetration Texting: Mastering bleeding
edge wireless testing techniques with BackTrack 5. Birmingham, UK: Packt

Publishing.
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Simpson, M. T., et al. (2011). Hands-On Ethical Hacking and Network Defense. Boston,
MA: Course Technology.

Singh, A. (2012). Metasploit Penetration Testing Cookbook: Over 70 Recipes to master
the most widely used penetration testing framework. Birmingham, UK: Packt

Publishing.

Are Penetration Tests a Good Thing?

Yes. Absolutely penetration tests are a good thing because they will help you identify network
and software vulnerabilities that must be remediated using security controls, so that you can
resolve the problems before the bad guys get into to your company's IT infrastructure.

Penetration tests are valuable for several reasons:

1. Determining the feasibility of a particular set of attack vectors (Wikipedia, 2013).

2. Identifying higher-risk vulnerabilities that result from a combination of lower-risk
vulnerabilities exploited in a particular sequence (Wikipedia, 2013).

3. Identifying vulnerabilities that may be difficult or impossible to detect with automated
network or application vulnerability scanning software (Wikipedia, 2013).

4. Assessing the magnitude of potential business and operational impacts of successful
attacks (Wikipedia, 2013).

5. Testing the ability of network defenders to successfully detect and respond to the attacks
(Wikipedia, 2013).

6. Providing evidence to support increased investments in security personnel and
technology (Wikipedia, 2013).

7. Penetration tests are a component of a full security audit. For example, the Payment Card
Industry Data Security Standard (PCI DSS), and security and auditing standard, requires
both annual and ongoing penetration testing after system changes to identify potential
vulnerabilities and/or configuration anomalies (Wikipedia, 2013).
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Adopting a framework

Penetration tests are best planning and performed as projects. If you plan to use BackTrack as
your toolkit of choice for whitehat or grayhat penetration testing on your company's
infrastructure, besides obtaining permission for the actual hacking process, you will probably
want to study, adopt and use one of a couple of well-defined open frameworks for penetration
testing. In this way, your organization’s leadership will recognize that you are taking a
professional approach to your penetration testing to uncover one or more vulnerabilities that may
exist in your infrastructure and/or in the users that access and user the infrastructure to use your
organization’s networked resources.

Conclusions

BackTrack Linux and its associated tool suite is a valuable tool that can help you make your
company's IT infrastructure more secure if you will carefully and systematically address the
vulnerabilities identified by tools like NMAP and Kismet. In the hands of bad guys (you know
that bad guys have BackTrack and use it also) you can be sure that it is a formidable tool for
reconnaissance and actual penetration testing. It is best to find and fix your own vulnerabilities
before the bad guys find and exploit your vulnerabilities and commit acts like data theft,
sabotage, and/or espionage on your network. Again, my advice is to get BackTrack, research,
learn and adopt a formal penetration testing methodology, and ALWAYS get written permission
to conduct the operations that BackTrack and its tools will easily allow you to do. In fact,
because the mere existence of BackTrack on your network can represent a threat to your IT
Security Department, you should also obtain written permission to bring it into the company and
install it.

Finally, if you do get BackTrack, take the time to learn how use the tools that are packaged with
Backtrack and keep them updated, because as everyone knows, tools that are current perform
better and constitute less of a security threat to the person using the tool.
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