The Edward Shnowden NSA Data Breach of
2013: How it happened, and its
consequences and implications for the
U.S. and the IT Industry
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WAKE UP AMERICA

"In the end the Obama administration is
not afraid of whistleblowers like me,
Bradley Manning or Thomas Drake. We
are stateless, imprisoned and powerless.
No the Obama administration is afraid

of you. It is afraid of an informed,

angry public demanding the
constitutional governmnet it was
promised - and it should be."

- Edward Joseph Snowden

Politifake.org
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Introduction

 The Edward Snowden 2013 NSA
Data Breach was arguably the
most damaging (known) data
breach to ever impact the U.S.
Intelligence Community. This
presentation will cover what
happened, how it happened,
why it happened, the data
breach’s consequences, its
implications for the future, and
how such breaches can be
prevented in the future.

Edward Snowden
Vanity Fair Artwork
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Some Previous
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our information being mostly digital, hacks Hve bacome even more common.
Employment of information security analysts, web developers and computer network
architects is projected to grow 22% from 2010 to 2020' — faster than the average for all rea c es
occupdtions. So, when did these data breaks begin2 Here are some of
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Persons in the Story

Laura Poitras, Reporter

Barack Obama,

President of the United States Edward J. Snowden,

Former NSA Contractor

B
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Glen Greenwald, Viadimir Puti General Keith Alexander,
Reporter for the U.K. Guardian adimir Futin, Former NSA Director and Director

President of Russia
. of US Cyber Command
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What Happened? What Did Snowden Do?

* In May 2013, after a series of secret
communications with two experienced
reporters (Laura Poitras and Glenn Greenwald),
NSA Contractor and System Administrator
Edward Snowden took four laptops, each with a
1 TB drive and flew to Hong Kong and later
sought asylum in Russia

* Approximately 1.7 million classified documents
have been copied and removed from the NSA’s
infrastructure while Snowden was on duty in
Hawaii

 The damage to the National Security of the
United States is said to be “incalculable” and
the WORST DATA BREACH EVER.
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The Time Line

. June 21, 1983 — Edward J. Snowden born in Elizabeth City, North Carolina

. 1999 - Dropped out of High School

. 2004 — Joined the U.S. Army Reserve because he was patriotic, later washed out

. 2005 - worked s a "security specialist" at the University of Maryland's Center for Advanced Study of Language
. 2006 - 2007 - Joined the CIA and worked as a system administrator in Geneva, Switzerland

. 2009 - Became a contractor and worked at Dell for the NSA in Japan

. 2012 - Was identified as having downloaded several sensitive documents from the NSA

. January 2013 — Snowden initiates communications with a New York Times Reporter, Laura Poitras, setting the protocol for
strong public key / private key encryption due to fears of being discovered

. March 2013 - Snowden joined Booz Allen Hamilton as a systems administrator working for the NSA; moved to Hawaii

. May 2013 - Snowden traveled from Hawaii to Hong Kong with Four Laptops; Meets Glenn Greenwald and Laura Poitras in
Hong Kong

. June 3 -5, 2013 - Glen Greenwald published a series of articles in the U.K/s Guardian newspaper disclosing the extent of
the NSA's surveillance programs, both foreign and domestic spying

. June 21, 2013 - At the request of President Barack Obama, the U.S. Department of Justice files (sealed) criminal espionage
charges against Snowden and demands extradition

. August 1, 2013 — Snowden granted temporary political asylum in Russia by President Vladimir Putin after spending more
than four weeks at the Moscow International Airport

. March 7, 2014 - Testimony at EU Parliament via teleconference, e-mail, Twitter, and the Internet
. March 10, 2014 — SXSW Conference via ACLU sponsored teleconference, Twitter, and the Internet

. March 18, 2014 - the ACLU published all NSA documents that Snowden had disclosed so far, in an online database that is
searchable by topic, title and date. The URL: https://www.aclu.org/nsa-documents-search

. March 18, 2014 — TED Conference Talk via Telepresence Robot, software and the Internet

. April 6, 2014 — ACLU Conference via teleconference, e-mail, Twitter, and the Internet

_ T T _ ILLINOIS INSTITUTE‘”}-
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How Did Snowden Accomplish
His Data Breach?

e Social Engineering

— Achieved Elevated Privileges and Access by getting
colleagues to share their login credentials

— Defeating security controls that were designed to
compartmentalize data and data access based on a
need to know

* Intimate knowledge of systems, security
management, and weaknesses in controls

* Copied data to four Laptops — 1 TB each

e Communicated with Reporters starting in January
2013 via encrypted e-mails

* Left Hawaii to Hong Kong gave reporters key
details NSA leaker Edward Snowden

* Left Hong Kong for asylum in Russia Snowden at Press Conference
in Moscow with Russian Lawyers

SHOW CAPTION

 Communicating now via the Internet (e-mail,

secure webcast, Twitter, Telepresence Robot

control, phone, etc.) ILLINOIS |N5T|TUT§W
OF TECHNOLOGY
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What Has Snowden Disclosed?

* Details about
— MANY NSA Classified Programs
— MANY GCHQ Classified Joint Programs
— Spying on Americans
— Spying on Allies
— Spying on our “Enemies”
— Social Engineering and Discrediting Campaign
Tactics
— NSA working Microsoft, Google, Yahoo. Etc.

— Offensive and Defensive Cyberwarfare activities
and actors

— Workings of the NSA and his job responsibilities

— His philosophies and believes about the
Government, surveillance, the Internet, and
personal freedoms

* Promises to disclose a great deal more

Edward Snhowden
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NSA Surveillance Programs — Now Known
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US as World Telecommunications Ll N 3
Backbone

EUROPE

US.& CANADA |+ -1 ee o AFRICA
e Much of the world's communications flow g
through the US.

g5

e A target’s email, phone call or chat will take . e"’*% . §
: ) <! 3
the cheapest path, not the physically most »
direct path—you can't always predict the path.

® Your target’s communications could easily be LATIN AMERICA ASIA & PACIFIC
5 . & CARIBBEAN
flowing into and through the US.

International Internet Regional Bandwith Capacity in 2011
Source: Telegeography Research
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s PRISM Collection Details

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In gencral:

Current Providers

* E-mail
- Mitosof (Houmal etc) o o ks
s Gooo > o
ARG Stored data
* Faccbook VolP
* PalTalk File transfers
* YouTube Video Conferencing
- Skype » Notifications of target activity - logins, etc.
B AOL * Online Social Networking details
' Apb]’g + Special Requests

Complete list and details on PRISM web page:
(o PRISMFAA TOPSECRET /S ORCON/NOFORN
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PRISM Program Cost: ~

$20M per year
I | | | l l
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® Set up a honey-trap
® Change their photos on social networking sites

® Write a blog purporting to be one of their
victims

® Email/text their colleagues, neighbours, friends
etc

ILLINOIS INSTITUTEW‘
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April 10, 2014

® | eak confidential information to companies /
the press via blogs etc

® Post negative information on appropriate
forums

® Stop deals / ruin business relationships
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Consequences: How does this affect the NSA
and U.S. National Security?

One U.S. Government Official:

— “We have to assume that the Russians know EVERYTHING
about our Surveillance Programs...”

The U.S. will have to go back to the drawing board to
create and implement most of the programs that
provided the capabilities they want and need

The NSA and other Intelligence gathering agencies
must now rethink their human security programs

Fewer people will have access to highly classified data

ILLINOIS INSTITUTE‘”‘}-
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Consequences: How will the Edward Snowden
Compromise affect the U.S. Government?
e Better Risk Assessment and Risk
Management Programs

* Better security management

 More money will be spent creating
new surveillance programs and data
protection programs

* Fewer people will have access to
highly classified data

e Those with access to data will be
watched more carefully

* Quicker and Harsher punishment for
infractions

7
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(Sealed) Charges Filed Against Edward
Snowden

 June 21, 2013 —the U.S.
Filed Criminal Charges
Against Former NSA
Contractor, Edward
Snowden

* |If convicted, Snowden
could get the death
penalty

Edward Showden

Former NSA Contractor
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UNITED STATES DISTRICT C()UR({,
for the i -

}& JUN 14

Eastern District of Virginia

United States of America !

Vv C

Case No,1:13 CR 265 [EMH)

UNDER SEAL

Edward J. Snowden

CRIMINAL COMPLAINT

I. the complainant in this case, state that the following is true to the best of my knowledge and

On or about the date(s) of May 2013 in the county of Not Applicable
District of Not Applicable , the defendant(s) violated:
Offense Description
Theft of Government Property
Unauthorized Communication of National Defense Information

Willful Comm ssified Communice s Intelligence Informat
an Unauthorizex

n 1

IMis eriminal complaint is based on these facts:

e

See Attached Affidavit

© 1S proper pt

& Continued on the attached s

Sworn (o before me and .\i}‘,“-;'\! In my presence.

John F. Anderson
06/14/2013 __United States Magistrate Judge

‘A Hon. John F. Anders $ » :
Alexandria, VA . ) |
: : Vi vl NOIS INSTITUT E‘
OF TECHNOLC
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Consequences: Has anyone lost their job as a result
of what Edward Snowden has done?

 General Keith Alexander, chief of the
NSA, Central Security Service, and
U.S. Cyber Command AND his
Deputy John Inglis

— On October 16, 2013, it was
announced that General Alexander,
and his Deputy John C. Inglis, were
leaving the NSA. This announcement
came on the heels of four months of
NSA spying revelations spawned by
press-leaks made by former NSA
contractor Edward Snowden.

 Most likely some of Snowden’s
bosses at the NSA and Booz Allen
Hamilton were quietly fired General Keith Alexander

ILLINOIS INSTITUTE‘[’}-
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Implications: How will the Edward Showden Compromise
affect the Cybersecurity Career Field

* More qualifications and

. M 01 - CIS 608 Information Security Management
expe rl e nce Ml 02 - CYBR 515 - Security Architecture and Design
o M O r‘e freq u e nt tr‘a | n | ng Ml 03 - CYBR 510 Physical, Operations, and Personnel Security
. . Ml 04 - CIS 537 Introduction to Cyber Ethics
o
More certifications M 05 - 5 607 Computer Forensc
1 Ml 06 - CYBR 520 Human Aspects of Cybersecurity
* More stringent controls pects oty :
Ml 07 - CYBR 610 Risk Management Studies
_ More survel | |a nce Ml 05 - CYBR 525 Ethical Hacking and Response
—_ BaCkg rou nd CheCkS Ml 09 - DET 630 Cyber Warfare & Deterrence
Ml 10 - CYBR 625 Business Continuity Planning and Recovery
— Better control of access to data
M 11 - CYBR 615 Cybersecurity Governance and Compliance
— TWO_ma n pOIICIeS Ml 12 - CYBR 650 Current Trends in Cybersecurity

)

7 . rmgcurltm
ﬁﬂ. CISSP" SSCP*

N o ot ILLINOIS |N5T|TUT§V
¥ PROFE PRAC OF TECHNOLOGY
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Implications: How will the Edward Snowden
Compromise affect your career as an IT Professional?

* The qualifications bar will be much higher
— No more high school drop-outs or GEDs
— More certifications, cybersecurity-related degrees

e Stronger examination of backgrounds
* Expect more oversight

ILLINOIS lNSTITUTEﬁE’}-
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Implications: How would you prevent an Edward Snowden-style Data
Breach in your organization if your were the Cybersecurity Director?

 Revamp your Risk Assessment and Risk
Management Programs
* Revamp your Security Management

Program

— Applying the Control Framework(s)
controls that relate to Security Personnel
and Asset Management

— Training on Security, ethics, etc.

— Increased surveillance, controls and
accountability

— Fewer people should have access to hig
classified data

— Two-man policies
* Apply and use metrics
* Monitor! Monitor! Monitor!
e Continuously improve
 Train! Train! Train!

Risk
Warning
Signs

 Edward Snowden

Routinely wore an EFF
Hoodie and had

an EFF Sticker on his
laptop

back

ILLINOIS INSTITUTE‘E’-
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The Latest Developments on Edward Snowden

March 7, 2014 - Testimony at EU
Parliament

March 11, 2014 — SXSW
Conference

March 18, 2014 — TED Conference
April 6, 2014 — ACLU Conference

Has promised to release MANY
more revealing documents

Has set up a “Doomsday” release
arrangements of all documents in
case he is assassinated
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Edward Showden’s 6 Revelations
at the SXSW Conference

"The NSA is setting fire to the Internet.
You people in the room at SXSW are the
firefighters.” — Edward Snowden

1. Bulk Data Collection
Doesn't Work

2. There Isn't Much
Consumers Can Do to
Avoid It

3. The Most Dangerous Men
in America Are Michael
Hayden and Keith
Alexander

4. The Government Still
Doesn't Know What
Snowden Has

5. The Tech Industry Is Upset SMEC TSI e
Live via Secure Webcast
6. Snowden Has No Regrets at the SXSW Conference

March 11, 2014

6 Things Edward Snowden Revealed at SXSW vV
. ILLINOIS INSTITUTE ¥
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The EU Parliamentin a
show of Solidarity for
Edward Snowden and his
disclosures votes in
support of anti-spying
measures

ILLINOIS INSTITUTE ¥
OF TECHNOLOGY
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Opinion: Do you think Edward Showden was
correct in doing what he did?

* Let’s take a vote using a show of hands

Snowden was WRONG

Snowden was RIGHT

ILLINOIS [NSTITUTE‘[’?
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Anecdotal Advice to Prevent an Edward *
Snowden Event in your Organization:

Learn about vetting your people with background checks.
Learn about monitoring your peoples’ work and behaviors
Never hire a high school drop-out.

Learn about and train your system administrators on a
Code of Ethics: http://1drv.ms/QjMcjw

Learn about and train your entire staff about what Social
Engineering is, how it works, and how to protect against it

6. Read this paper about Hacking Humans:
http://www.billslater.com/writing/Hacking Humans from

W F Slater vl 2013 0219 .pdf
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http://1drv.ms/QjMcjw
http://www.billslater.com/writing/Hacking_Humans_from_W_F_Slater_v1_2013_0219_.pdf

Conclusions

Despite billions of dollars of planning,
engineering and administration, the
human element proved to be the
weakest link

A lot of security REENGINEERING will
need to take place

A lot of money, time, and energy will
be required to get it corrected

Things will get more complicated for
Management and Cybersecurity
professionals

Greater vetting efforts and
compartmentalization of data

Expect that highly-trained, high-
skilled, trustworthy cybersecurity
professionals and managers will be
more valuable and in demand
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Edward Snowden, the
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Career Development Opportunities?

lllinois Institute of Technology Bellevue University

e M.S.in Cyber Forensics and Bellevue, NE (land campus and online)
Security (land campus) * M.S.in Cybersecurity

* B.S.in Cybersecurity

01 - CIS 608 Information Security Management

INFORMATION TECHNOLOGY & MANAGEMENT \
Master of Cyber Forensics and Security![|/

M.S.
Cybersecurity

02 - CYBR 515 - Security Architecture and Design

Information Tech gy and Manag

Master of Cyber Forensics and Security 03 - CYBR 510 Physical, Operations, and Personnel Security
There is a critical need in both the government and private sectors for professionals equipped to
prevent, counteract and investigate cybercrimes and information security breaches. According to
Bloomberg the average cost of security breaches in the U.S. is 7.2 million dollars per incident.
Gartner studies show that the average enterprise spends 5.6% of their it budget on information
security, making this a nearly one trillion dollar a year industry. The need for educated professionals
in this field is clearly spelled out in documents such as the U.S. Committee on National Security
Systems Directive No. 500 Information Assurance (IA) Education, Training, and Awareness which
mandates information assurance education for the professionals necessary to ensure the
development and implementation of a comprehensive approach for the protection of U.S.
Government national security systems and the information they store, process, or transmit.

04 - CIS 537 Introduction to Cyber Ethics
05 - CIS 607 Computer Forensics

06 - CYBR 520 Human Aspects of Cybersecurity

07 - CYBR 610 Risk Management Studies

08 - CYBR 525 Ethical Hacking and Response
The Master of Cyber Forensics and Security degree is designed to equip experienced information 09 - DET 630 Cyber Warfare & Deterrence
technology professionals with the necessary knowledge and tools to fill the need for educated cyber
security and forensics practitioners, investigators and managers. Built around a strong core of
courses originally developed for IIT's Information Technology and Management degrees, the
program also draws on courses from the IIT Chicago-Kent College of Law curriculum to give cyber
security and forensics practitioners the necessary thorough grounding in legal issues and
compliance. Courses are taught by experts in the field who not only have academic knowledge but
years of experience in the information security realm in both industry and government service.

10 - CYBR 625 Business Continuity Planning and Recovery

11 - CYBR 615 Cybersecurity Governance and Compliance

12 - CYBR 650 Current Trends in Cybersecurity

http://www.itm.iit.edu/cybersecurity/index.php http://www.bellevue.edu/degrees/graduate/cybersecurity-ms/
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