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Regularly Report the Results to Management

Continually Grow and Get Smarter 2
Conclusion

Slater Technologies I_ LEADERQUEST 55 M\| S T|



Principles

Cybersecurity and the Prudent Management of Cybersecurity Resources are two of
the hottest and most important topics for organizations in the 215t Century.

In the 215t century Cybersecurity has become the set of practices that cover the
management of information technology security including access control systems
and methodology, business continuity and disaster recovery planning, legal issues
in information system security, ethics, computer operations security, physical
security and security architecture & models using current standards and models.

Cybersecurity has matured into a discipline that includes its own terms, frameworks,
standards, and best practices.

If these frameworks, standards, and best practices are understood and properly
applied in a mature and prudent way, they offer the best hope of coherently
managing business environment CyberRisks in a world of constantly evolving
complex and persistent CyberThreats.

3
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Why?
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https://www.youtube.com/watch?v=gpOHIF3Sfl4
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https://www.youtube.com/watch?v=qp0HIF3SfI4

Example 01 from an ISO 27002 Audit

Requirements to establish and maintain Information Security
Management System (ISMS).

1.
2.

3.

o1 b~

~N O

Organizational context and stakeholders

Information security leadership and high-level support for
policy

Planning an information security management system; risk
assessment; risk treatment

. Supporting an information security management system
. Making an information security management system

operational

. Reviewing the ISMS performance
. ISMS Improvement

S}
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Example 02 from an ISO 27002 Audit

— 09O 9 9m 9 9m 0 9m 9 9m 9m 9B9D9D9m
1SO27001 Formal Partial Tribal Non-eXxistent

Requirement Implementation Implementation Knowledge

Organizational context and
stakeholders

Information security leadership
and high-level support for policy

Planning an information security
management system; risk 4 v v
assessment; risk treatment

Supporting an information security

management system v
Making an information security v
management system operational

Reviewing the ISMS performance v
ISMS Improvement v

6

I ﬂ Slater Technologies i _ LEADERQUEST EM! EITIT!




Example 03 from an ISO 27002 Audit

A Provides a list of commonly accepted control objectives and
best practice controls to be used as implementation
guidance when selecting and implementing controls for
achieving information security.

A This standard contains 14 security control clauses
collectively containing a total of 35 main security categories
and 115 controls.

7
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Example 04 from an ISO 27002 Audit

1IS027002 : - Objective - # of - Formal - Tribal - Non-
Domains ' ' : §:Controls Controls Knowledge :existent

Policies : - defined, approved by management, published
: - and communicated to employees and
' relevant external parties

Organization of . information security responsibilities should be 7 . . 7
Information Security " defined and allocated : : :
Human Resource . ensure employees and contractors 6 . 2 : 4
Security . . understand their responsibilities and are . .
. . suitable for the.roles for which they are
. considered. - .
Asset Management . identify organizational assets and define 10 i 2 i 8

- appropriate pretection responsibilities

Access Cohtrol limit access to information and fnformation 14 14
: - processing facilities : : :

Cryptography - ensure proper and effective use of 2 -2 : : :
aaaaaaaaa nyptographytgprgtecttheConﬂdent}a“ty’
- authenticity and/or integrity of information.

Physical ar{d prevent unauthbrized physical eﬁccess, 15 6 9

environmental security - damage and interference to the organization’s

: - information and information processing
e fEeilities,
Operations Security ensure oorrecténd secure operélions of 14 1 12 1 0

: - information processing facilities' : : : : 8
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Example 05 from an ISO 27002 Audit

# of

- Formal

T"bal R

Non-

15027002 Objective ' : : :
Domains - Controls Controls Knowledge  existent
Communica:tions nZetworks should be managed andz controlled to 7 1 6
Seouﬂty .......... °pf0t’ect i’nformati’oﬂ"in"systefns anq applicatiﬂns, T T I
Systems Aciquisition ir:1formati0n security related requir:ements should 13 14
Development and be included in the requirements for new
Maintenance information systems or enhancements to
: existing information systems
Supplier RelatlonShlp‘ .. |dent|fy organlzatlonai Asseats ‘and‘deﬁne ............ 5 N N e
appropriate protection responsibilities
Information Security ensure a consistent and effective approach to 7 7
Incident Management the management -of information security
. incidents, mcludlng communication on security
»»»»»»»»»»»»»»»»»»» ,eventsand\veaknesses,gg..,,ig..,,gg..»»(.,»H(.,»
Informationf Security determlne reqmrements for inform:ation security 4 4
Aspects of Business and the continuity of information security
Continuity Management management in adverse situations, e.g. during a
: crisis or disaster -
comphanCe .......... .avoid bre.aches O.i_' 'e.gai,.Statutol..y,;regu'atory.ol_. . + 8‘ P Y Y 4 oooooooooooo 4 ..............
contractual obligations related to information
security and of any security requirements.
Totals 114 214 (12%) . 95 (83%) 5 (4%) 0

ﬂ Slater Technologies i _ @ LEADE RQUEST
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Example 06 from an ISO 27002 Audit

. 15027002 . Develop or Develop Comments .
Policies and Procedures Policy? Enhance Procedure? :
; Policy?
Accesscontrol ... v AR R S
Information iCIassification ané:i Handling : ‘/ " Y
Physical and Environmental Security V V' Y
IAcceptable Use of Assets Y v
Clear Desk and Clear Sereen: <« - -« oo A
IMobile Deviées and Teleworkinq Y i V' In}Acceptab le Use Eolfcy
Restrictionsion Software Inst:allations and Usfe Y i In%AcceptabIe Use F;’olfcy
Backup and}Recovery : ‘( '/ : :
e . @[ inEncryption Policy
Protection from Malware v L4 In Firewall Mgmt. Policy
'Manaqemeﬁt of Technical Vﬂlnerabilities "/ " Eln Risk Mgmt. PO"E"-Cy
OvplographicContrels - | Y | AN ' |
Communications Security v ¥ 4 In Firewall Mgmt. Policy
Privacy and:Protection of Pefsonally Identifiable Information : i v v
Supplier Reiationships : : : ‘( '/
RiskAssessiment AAAAAAA AAAAAAAAAA AAAAAAAA Y. !" AAAAAAAA oo L S
Governance and Planning 4 v In Information Security Policy
Security Awéreness Proqrarﬁ V/ V’ (
" Totals 13 7111-(18) 10
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Example 07 from an ISO 27002 Audit

e

Summary Gaps/Weaknesses

Information Security Man:étgement and Organization

Recommendation |

Incomplete Info Sec Governance and
Planning Policy :

No specific ISO function and role
Informal Info Sec planning in
management meetings

“blurred”

Limitéd segregation of duties

Summary Gaps/Weaknesses

No céntral ownership and assigned
SMEs to maintain P&Ps gomg
forward :

Lack of additional 7 Policies
Existing 11 policies missing
ISO27002 requirements

No procedures to support 10 policies

No process to periodically Update, | . o . 0

P&P |

I Slater Technologies I _ () LEADERQUEST

Detine and assign ISO role

Create Informatjon Security function
Develop Security Management Framework
Define roles and responsibilities |

Define segregation of duties/responsibilities

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr InformatlonSecuntyP&PDevelopment

Recommendation |

Assign ownership and SMEs for all P&P
Develop, 7 new policies i
Enhance existing 11 policies to ISQ standard

Develop 10 pro¢edures
Socialize and adopt P&Ps

Deliverables Effort
Management planning template’ 1 week
Info Sec roles and responsibilities
Info Sec Governance and Planning
Policy : :

SOD matrix |

Deliverables Effort

Set of ISO 27001 policies and | 4 weeks

procedures. | ...
Finalize scopg of ISMS

Socialization and adoption (optionally

handled by GoHeath) :

MMISITI
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Example 08 from an ISO 27002 Audit

Risk Assessment

Summary Gaps/Weaknesses

Policy defined but needs;
enhancement :

No procedure to risk rank threats and
vulnerabilities :

No Risk Registers and Risk

Recommendation |

responsibilities | i

Enhance risk management policy hased on ISO
27001/27002 !

Develop risk assessment rating approach
Develop risk registers and risk treaiment plan

Deliverables Effort

Risk assessment work sheets
Risk Register,
Risk Treatment Plan

Summary Gaps/Weaknesses

No formal owner of Information
Classification :

vvvvv Policy defined but needs
enhancement :

No procedure to classify the
confidentiality, integrity and
availability of information

No assigned owners of information

l Slater Technologies l _ () LEADERQUEST

Recommendation !

Enhance Information Classification policy to

include ISO27002 guidelines

classification i

Develop information classification worksheets
containing ratings, ownership, handling and level
of protection i

Conduct Information Classification based on

procedure

Deliverables

Enhanced Information Classification

Information Classification work sheets
to be stored in GoHealth repository

MMISITI
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Example 02 from an ISO 27002 Audit

Controls Developrrjlent /Enhancement

Summary Gaps/Weaknesses

formalized :
*  Develop 4% of non-existent controls
. Control activities are not designed
with who performs the dontrol,
trequéncy and type of evidence

Recommendation |

environment with control owner, frequency and

type of evidence ] [ ©
Socialize and adopt control : [ ©
Match control t6 risks to finalize risk registers and | ¢

risk treatment plan

Deliverables Effort

Set of ISO 27002 controls for'14” " " ° """ 4'weeks =
domains ; :

Completed Risk Registers

Completed Risk Treatment Plan

Socialization and Adoption (optionally

handled by GoHealth) :

Summary Gaps/Weaknesses

. No cirrent cornp]iance process to
periodically monitor adéption and
execution of controls

= No process to fine-tune
process/controls when €xceptions are
obserired or new process/technology

1s implemented

Recommendation !
Process for peniodic assessment will be includedin = | »
the compliance policy Coe

Develop, procediire to conduct periodic controls
assessment, reporting, escalation and resolution
tracking in compliance policy i Coe
Prepare entire ISMS and internal controls

assessment for ISO certification | Toe

Deliverables

Report of ISMS and controls assessment
Package ISMS and internal controls
assessment 11 preparation for ISO

certification :
Assist in the selection of ISO 27001
certitied auditor(s)

Assist in the ISO certification pfocess

MMISITI
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Example 09 from an ISO 27002 Audit

— — ]
Detailed Report; (Excerpt)

- Requirement/Control Statement - - - - -+~ - -+ - Observations: - - - - R Priority - - -~ -+ - Recommendation - - - -~ - Effort- - -
A.5.1.2 Review of the policies for On cursory review of the policies and . Include Document ownership and Low
information security | procedures showed there is no date of D . history of maintenance in each of the

1 publication, history of. maintenanceand . . .. ... ... ... . policies. ... .. .. ... . ... ... ... ... . ...
The palicies for information security document owner. (15027002 guidance : . . .
should be reviewed at planned requires policies and procedures to he
intervals or if significant changes subjected to periodic maintenance |
occur to ensure their continuing (review and update) by the document
suitability, adequacy and owner in partnership with SMEs. . . . .

B i =Tt =T 513 U U U S S S

No periodic review.and maintenance of
P&Ps and no policy.owner approved |
management with responsibility for the
development, review and evaluation.of
the policies.

14
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Example 10 from an ISO 27002 Audit

Time to Implement

ISO
Remediation Efforts Controls adoption and monitoring Certificatio.  Monitoring and continuous improvement and going forward
Process
Mgmt and
Org track
Policies and
Procedures
Risk
Assessment

Info
Classification

Controls
Development and
Socialization

15
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Some Cybersecurity Compliance Frameworks

ISO 27001

NIST Cybersecurity Framework
DoD CMMC

Fed RAMP

CCPA

GDPR

AICPA SOC 2

SOX

PCI DSS

NY DFS Cybersecurity Regulation
FISMA

COBIT

CSA CSM 16
HIPAA
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Understanding Security Costs Vs. the Value of

Information Assets & Nature of Inherent Risks
]

Medusa Corporation

Alternative Agree with
Cost of Type of FALES _Beh_)te ALE. A".e' COSt. YWorth the Control if Agree with | Recommended
Threat Event c Application | Application Benefit = 4 Comments
ontrol Control 2 Cost? Not Worth Analysis? Alternative
of Control of Control Analysis
the Cost Controls?

D-Drogrammer Mistakes $20,000 ?raining $260,000 $60,000 $180,000 Yes Yes Mot Spplicable

Loss of Intellectual Property $15,000| Firewall/IDS $75,000 $37.500 $22,500 Yes Yes Mot Applicable

Software Piracy $30,000| FirewalllIDS $26,000 $6,000 -$10,000 Yes Training Yes Yes

Theft of Information ([External) $15,000| Firewall?IDS $10,000 $5,000 -$10,000 Yes Yes Mot Spplicable | Worth the negative CEA
because the losses could
be worse.

Theft of Information (Internal) $15,000| Phys. Security $10,000 $5,000 -$10,000 Yes Yes Mot Spplicable | Worth the negative CEA,
because the losses could
be worse.

‘wWeb Defacement $10,000| Firewall $6,000 $2,000 -$6,000 Yes Yes Mot Applicable | Worth the negative CEA,
because the losses could
be worse.

Theft of EQuipment $15,000| Phys. Security $5,000 $2,500 -$12,500 Yes Yes Mot Spplicable | Worth the negative CEA,
because the losses could
be worse.

Viruses, Worm, Trojan Horses $15,000| Antivirus $78,000 $18,000 $45,000 Yes Yes Mot Applicable

DoS Attack $10,000| Firewall $10,000 $5,000 -$5,000 Yes Yes Mot Spplicable | ‘Worth the negative CBA,
because the losses could
be worse.

Earthquake $5,000| Insurance/Backup $12,500 $12,500 -$5,000 Yes Yes Mot Applicable | Worth the negative CEA,
because the losses could
be worse.

Flood $10,000| Insurance/Backup $25,000 $5,000 $10,000 Yes Yes Mot &pplicable

Fire $10,000| Insurance/Backup $50,000 $10,000 $30,000 Yes Yes Mot Applicable 1 7 i

-
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Understanding the Return on Security

Investment (RoSlI)
— — — ____________

Return of Security Investment (RoSI) is RoSI ($)
an extremely important concept because
most organizations operate with a budget

RoSI: Return on Security Investment

We need a methodology where we can assess threats, potential impacts

hat is based on finite monetary to the business, and the cost of implementing solutions,
resources. RoSI = Annual Loss Expectancy (ALE) - Security Investment

ALE = Single Loss Expectancy (SLE) x Annual Rate of Occurrence (ARO)
However, the original RoSI models for T
Cybersecurity were based on concepts R L 00 O A AR OO

-~ RoSIin Year-2 is +$200K (payback of investment within 20 months)

borrowed heavily from the Insurance
Industry, where losses were expected
and even accepted as a matter of doing
business.

-

l Source: Whitepaper by Robert Mavhugh, Sans Institute

These formulas were actually
on my CISSP exam when | took it
in 2004

Such thinking is not applicable in a

scenario where a huge data breach can
put an organization out of business, and
likely negatively impact millions of people. 18
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Understanding the Return on Security

Investment (RoSlI)

Phase 1: Impact Analysis

Business
Gakuate the baseline CGakuate the baseline management
of incident ocourrences of inddent ccarrences assessment
without security program. with security program,

Derive avolded losses: Calculate the single

loss expectancy (SLE).

Compare the two
baselines 1o determine

the delta. Present final value findings: Finance

Present Impact result data:

Cakulate retuen on

Invwves!
rew environments. BRAGE JRUG

Figure 2. Process for evaluating return on security investment (ROSI). Actual ncdent data quantfies the mpact in teams of reducad

Source: Intel Corporation Whitepaper: Measuring the Return on IT Secarity Investments, December 2007

—

This is yet another view of RoSI.
There are many versions of RoSlI.
The BEST RoSl is the one that
best helps your Sr. Leadership &
Board of Directors understand:

1) The levels of Cybersecurity
possible and the value for the
Budget Resources they allocate.

2) That the organization is as
secure as possible from
breaches, fines, and brand
damage.

3) They want to stay out of the
Wall Street Journal, the New
York Times, the Washington
Post, the Internet, & the
Verizon Annual DBIR. 10
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Costs of Compliance Vs. Non -Compliance

Total Compliance Cost Framework
Source: The True Cost of Compliance Report ©2011 - Ponemon Institute LLC & Tripwire, Inc.

Non-Compliance Cost

Compliance Cost

Policy Business Disruption

Communications Productivity Loss

Activity-based
Costing Model

Program Management Revenue Loss

Fines & Penalties

Data Security

Compliance Monitoring

 P—— Divect Costs ......... o

................. Indirect Costs
§_ Opportunity Costs ; 20
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Costs of Compliance Vs. Non -Compliance

Compliance Cost and Non-Compliance Cost by Headcount in Millions of USD
Source: The True Cost of Compliance Report ©2011 - Ponemon Institute LLC & Tripwire, Inc.

Bottom Line:

$20 A
$i7.85 LUQa Y 2 NIS
and cost effective
to adopt and
maintain a
$11.29
$9.85
$10 $8.93
$1.05
$0.53 .
| —_— -
$0

Cybersecurity
Compliance
Program.

Less than 1,000 1,000 to 5,000 5,001 to 25,000 25,001 to 75,000  More than 75,000

B Compliance Cost I Non-Compliance Cost 21




Build a Strong Cybersecurity Leadership Team

for Your Cybersecurity Management Program
]

&) Business Enablement

e ATERRG R Polic HRION Baarding!
__ Acquisition Risk SlongArchilccree = Tormination
[ —— Statagy and Guidalinas Tachnology ok
RN Coat | Cloud Rizk Evalustion  — LostStolen Devices e Sy
— Complisnce — avon and Disastar Racovery

Identity Mansgement

OwnershipiLisbilitys
Incidants

—— Vendor's Financial Strength Disaster Recovery Posture ——
SLAs
Infrastructure Audit

' Proof of Application Secutity

Application Architecture ——

Integration of Identity
Management/Federation/SSO

Saas Policy and Guidelines

Project Delivery Lifecycle
0\
o 3
(=)
Requirements
Design
Securty Testing
Certification and Accreditation

Security Architecture
L )\

=2

Network Segmentation

Encryption Technologies —
Application Protection Backup/Replication/
Multiple Sites
Cloud/Hybrid/Multiple
Cloud Vendors

Defense-In-Depth
Remote Access

= Parmarships

sox
1S 27001

Cyber Risk Framework
Regular Audits

Third Party Audits

o

PCI DSS

P — % 2 :
e AN Security Operations
e
=z
CYBERRISK

|TRANSFORM|SUSTAIN

NetworkiApplication
Firewalls

Log AnalysisiCorrelation
SSIEM

CISO JOB ROLE RESPONSIBILITIES

Vuinerabitity
Management

o

{—— #oplicetion Security

()
—ps

| identity Management
| Information Security Policy
— oLe

Anti Watwane

Praxy! Content Filtering
Patching

DDoS Pratection

Antvirus, etc)
Netflow Analysis
oe

ROSI
Security Projects
FTE and contractors

Hardening Guidalines
[~ Deskiop Security
— Encryption, SSL

Alerting (IDSIIPS.FIMWAF,

Incident Response

Medis Relations
—Incident Resdiness

Forensic Investigation

Dats Bresch Prepsration

Update and Test
Incident Response Plan
Set Lesdership
Expectation

Madia Relatons
Businass Cantinutity
Plan

Forensic and IR Partoer

Identity Management

Account Creation / Deletions
Single Sign On (SSO. Simplified Sign on)

V(LD ive Di ¥)
Federation

CISO JOB

2-Factor Authentication

Risk Management
@)

Physical Security

Vulnerablity Management

Ongoing Risk Assessments/Pen Testing

Integration to Project Delivery(PMO)

Code Reviews

Risk Assessment Methodology

Policies and Procedures

|E Dets Discovery Associate Awareness
Vendor Contracts

Investigation /Forensics

P

l Slater Technologies l _ :\f\\ LEADERQUEST

Password Resets/Self-Service -

Role-Based Access Control

Ecommerce and Mobile Apps

HR Process Integration

S pata Discovery
Data Classification
—— Access Control
Data Loss Prevention-DLP
Partner Access
Encryption/Masking
Monitoring and Alerting

22
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Security Operations

) Prevention
= Data Protection .

) Detection
Log Management/SIEM

%_ ) Compliance
=5PEl

- Encryption, PKI, TLS = Continuous Monitoring - SOX

- Data Loss Prevention (DLP) * Network Security Monitoring < HIPAA

- Email Security = NetFlow Analysis < FFIEC, CAT
* Network Security * Advanced Analytics « FERPA

- Firewall, IDS/IPS, Proxy Filtering e Threat Hunting « NERC CIP

- VPN, Security Gateway * Penetration Testing = NIST SP 800-37

- DDoS Protection * Red Team and 800-53
 Application Security = Vulnerability Scanning

- Threat Modeling = Human Sensor

- Design Review = Data Loss Prevention (DLP)

- Secure Coding = Security Operations Center (SOC)

- Static Analysis * Threat Intelligence

- Web App Scanning * Threat Information Sharing

- WAF, RASP =
= Endpoint Security
- Antivirus, Anti-malware
- HIDS/HIPS, FIM
- App Whitelisting
= Secure Configurations
 Active Defense
= Patching

Risk Management

[ Risk Management Frameworks
[ Risk Assessment Methodology
) Business Impact Analysis

) Risk Assessment Process

) Risk Analysis and Quantification
[ Security Awareness

[} Vulnerability Management

[} Vendor Risk Management

[ Physical Security

[ Disaster Recovery (DR)

) Business Continuity Planning

[ Policies and Procedures

[ Risk Treatment

= Mitigation Planning, Verification
= Remediation, Cyber Insurance

Industry Partnerships
() Response

* Incident Handling Plan

= Breach Preparation

= Tabletop Exercises

= Forensic Analysis

= Crisis Management

= Breach Communications

r

=

=

=2
=7

Governance

[ Strategy
) Business Alignment
[ Risk Management

) Program Framework
= NIST CSF
= 150 27000

) Control Frameworks
= NIST 800-53

* Critical Security
Controls (CSC)

) Program Structure
[} Program Management
) Communications Plan

Slater Technologies

[ Roles and Responsibilities
) Workforce Planning
) Resource Management
[ Data Classification
[ Security Policy
[ Creating a Security Culture
[ Security Training
= Awareness Training
* Role-Based Training

) Metrics and Reporting
3 IT Portfolio Management
) Change Management

[J Board Communications

Legal and Regulatory
3 Privacy

I

e ]

[ Investigations

Privacy Shield = eDiscovery

= EU GDPR = Forensics
[ Audit () Intellectual Property
- SSAE 16 Protection
= 50C2 ) Contract Review
= IS0 27001

[ Customer
Requirements

) Lawsuit Risk

FISMA and FedRAMP
NIST SP 800-53A
C0s0

\
e
: ¥

B,
— %

v- 110 = -

\ z

Business
Enablement

[ Product Security
= Secure DevOps
» Secure Development Lifecycle
= Bug Bounties
= Web, Mobile, Cloud AppSec
) Cloud Computing
* Cloud Security Architecture
= Cloud Guidelines
) Mobile B!
= Bring Your Own Device (BYOD)
* Mobile Policy
) Emerging Technologies
* Internet of Things (loT)
* Augmented Reality (AR)
« Virtual Reality (VR)
) Mergers and Acquisitions
 Security Due Diligence

Identity and Access
Management

) Provisioning/Deprovisioning
[ Single Sign On (SS0)

[ Federated Single Sign On (FSSO)

[ Multi-Factor Authentication

[ Role-Based Access Control (RBAC)
[ Identity Store (LDAP, ActiveDirectory)

Leadership Skills

[ Business Strategy

[ Industry Knowledge
) Business Acumen

) Communication Skills
[ Presentation Skills
[ Strategic Planning
) Technical Leadership
[ Security Consulting

[ Stakeholder Management
[} Negotiations

[} Mission and Vision
[)Values and Culture

) Roadmap Development

) Business Case Development
[} Project Management

) Employee Development

LEADERQUEST

[ Financial Planning

[} Budgeting

[ Innovation

[ Marketing

[ Leading Change

) Customer Relationships

) Team Building
) Mentoring 2 3
MMISITI
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Select the Cybersecurity Framework for Your
Cybersecurity Management Program

NIST Cybersecurity Framework

IDENTIFY § PROTECT gl RESPOND § RECOVER

Asset management Awareness control Response Planning

Anomolies and .

Recover planning
events

Awareness and

Business training Sl

< Communications

environment

Data security s )
ecurity

continuous
monitoring

Analysis

Governance

Improvements

Info protection and
procedures

Risk assessment Mitigation

Maintenance

Communications

Detection process

Risk management
strategy

Protective

Improvements
technology

24
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Many Choose NIST Cybersecurity Framework

for Their Cybersecurity Management Program
—————————————————————————

Functions Categories

Asset Mangement (AM)

Business Environment (BE)
IDENTIFY (ID) Governenace (GV)
Risk Assessment (RA)

Risk Management Stategy (RM)
Access Control (AC)

Awareness and Training (AT)

Data Security (DS)

PROTECT (PR)

Information Protection Processess and Procedures (IP)

Maintenance (MA)

Protective Technology (PT)

Anomolies and Events (AE)
DETECT (DE) Security Continuos Monitoring (CM)

Detection Processes (DP)

Incident Response Planning (RP)

Communications (CQO)
RESPOND (RS) Analysis (AN)
Mitigation (MI)

Improvements (IM)

Recovery Planning (RP)
RECOVER (RC) Improvements/Gap Remediation (IM) 25
Communications (CQO)




Select the Cybersecurity Framework for Your

Cybersecurity Management Program

7
The NIST

sl Cyber Security Framework

Framework is

popular e
because it Sees e 5
L) Govemmmos (V) What processes and assets need
Risk Assessment (RA) . o
U H eI p S Risk Management Stategy (RM) prOteCtl on:
Access Control (AC)
Al d Training (AT, -
reduce e How are we protecting our networks and
Cy b er R I S k o Information Protection Processess and Procedures (IP) ld ata?
. Maintenance (MA)
N a Protective Technology (PT) L .
Anomalies and Events (AE) What are our capabilities for detecting a
St r u Ct u r ed DETECT (DE) Security Continuos Monitoring (CM) D
) cyber attack®
Detection Processes (DP)
W eI I = Incident Response Planning (RP)
d esig ned Communications (CO) What are our capabilities for responding tg
RESPOND (RS) Analysis (AN) )
m an n er Mitigation (MI) an attaCk :
Improvements (IM)
Recovery Pleeg (°F) What are our capabilities for returning to
RECOVER (RC) Improvements/Gap Remediation (IM) .
U |S p rOVen Communications (CO) normal 0perat|ons’>

Geoff Jenista, CISSP
May 15, 2020 2 6
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Build the Capability Maturity Model Roadmap

of Your Cybersecurity Management Program

— — — ____________
Cybersecurity Maturity Model Certification (CMMC)

The CMMC model consists of 17 domains. The majority of these CMMC domains originated from the FIPS
200 security-related areas and the NIST SP 800-171 control families. The CMMC model also includes the
Asset Management, Recovery, and Situational Awareness domains.

These domains are shown in Figure 3 with their abbreviations as used in the model practice numbering
system.

Access Control Asset Management Audit ag,(:, Awareness and Configuration
(AC) (AM) Accountability Training Management
(AA) (AT) (€M)

Identification and . . : . .
Authentication Incident Response Maintenance Media Protection Personnel Security

(IDA) (IR) (MA) (MP) (PS)

Physical Protection Recovery Risk Management Asss?acsl;rrml'nt:n . i&ﬁgﬁgi
(PP) (RE) (RM)

(SAS) (SA)

System and System and
Communications Information
Protections Integrity

(SCP) (i)

Figure 3. CMMC Model Domains 2 7




Build the Capability Maturity Model Roadmap
of Your Cybersecurity Management Program

e ITonDemand

Cybersecurity Maturity
Model Certification

Level 1

Level 2

Level 3

Level 4

Level 5

Good Cyber Hygiene

Performed

Basic Cyber Hygiene

Documented

Intermediate Cyber
Hygiene

Proactive

26 Practices and
Processes

-

Advanced/Progressive

16 Practices and
Processes

26 Practices and
Processes

59 Practices and
Processes

59 Practices and
Processes

|
59 Practices and
| Processes

55 Practices and
Processes

55 Practices and
Processes

55 Practices and
Processes

| 55 Practices and
‘ Processes

17 Practices and
Processes

17 Practices and
Processes

17 Practices and
Processes

17 Practices and
Processes

| 17 Practices and
Processes

28

Safeguard FCI

Transition to Protect

Cul

Increased
Protection of CUI

Increased
Protection of CUI

Reduced Risk of APT's

l  Slater Technologies | _@ LEADERQUEST
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Build the Capability Maturity Model Roadmap
of Your Cybersecurity Management Program

Description | CMMC cMmc RE-CERTIFICATION PERIODS

of Level Rev 0.3 How Cl\r htIIC_Rlev o4 Rev 0.4 Mapping: Controls
Practices Practices ateria Practices Levell - 3 Years

CMMC :
P Basic Cyber 35 FAR 52 Level 2 - 3 Years
1 Hygiene

Level 3 - 2 Years

Cybersecurity Maturity Model Certification (CMMC)

) Model Rev 0.4 Synopsis - Practices

(o' (el |ntermediate
(IS Cyber 115

2 Hygiene Level 4 - Annually

Level 5 - Annually
91 NIST SP 800-171 rev 1

CMMC
Level
3

Good Cyber
Hygiene 63

CMMC

(RS M Proactive 10 95
4

CMMC

Laval Advanced / 4 34

5 Progressive

DISTRIBUTION A. Approved for public release




THE 17 CMMC CYBERSECURITY CAPABILITY DOMAINS

Access Control (AC)

Establish
| system access
requirements

mOm

| Controlinternal
system access

L]

|- Control remote
system access

||

Limit data
access to
authorized

users and
processes

L]

Personnel
Security (PS)

Asset Management

Identify
and document
assets

Em

Manage
asset
inventory

L)

Physical Protection

Audit and

Accountability (AU)

Define audit
|- requirements

Perform
auditing

LI

Identify and
protect audit
information

Review and
manage audit
logs

||l

Recovery (RE)

Awareness and
Training (AT)

Configuration
Management (CM)

Identification and
Authentication

Incident Response
IR

Conduct
— security -
awareness
activities

Ly

Conduct

—1 training

Risk Management

(RM

Establish
configuration
baselines

LI

Perform
configuration
and change
management

Elm

Security Assessment

(18)

Maintenance
(MA)

Media Protection

Grant Plan incident
access to = response

ithenticated
" entties Il |
mlm

Detect and
report events

LI

Develop and
implement
aresponse to
adeclared

incident

]

Perform
post-incident
reviews

(mOm

Test incident
— response

Situational
Awareness (SA)

Manage
maintenance

|l

System and
Communications
Protection (SC)

Screen
personnel

mim

Protect
controlled
unclassified
information (CUI)
during personnel

actions
|

Limit physical
access

mn

Manage
backups

L)

Manage
information
security
continuity

(1l

Common industry framework references

I nisT 800-171

[ |NIST csSF
[l 1s0 27001

Identify and
|- evaluate risk

mn

Manage risk

L

Manage supply
chain risk

mn

Develop and Implement
manage a threat
system security monitoring

plan

Il

LI

Define and
manage
controls

I

Perform
code reviews

Define
security
requirements
for systems
and
communications

mlm

Control
communications

at system
boundaries

]

Identify and
|- mark media

mim

Protect and
control media

||

[~ Sanitize media

mLE

Protect

L mediaduring
transport

System and

Information
Integrity (S1)

Identify and
manage
information
system flaws

mlm

Identify
| malicious content

mrm

Perform network
and system
meonitering

mj

Implement

L advanced email
protections

m]

CohnReznick@

ADVISORY - ASSURANCE - TAX

CohnReznick LLP ©2020 | This has been prepared for information purposes and general guidance only and does not constitute legal or professional advice. You should not act upon the information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is made as to the

aceuracy or completeness of the information contained in this publication, and CohnReznick LLP, its members, employees and agents accept no liability, and disclaim all

for the cons: < of you or

Ise acting, or refraining to act, in reliance on the information contained in this publication or for any decision based on it
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Create and Operate Both a Vulnerability Management
Program and Threat Management Program

Suonerado | e

Iiqeeay

“‘1'
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Baseline Your Cybersecurity Program
— — — ____________

Make sure you have chosen the Cybersecurity Management Framework that your
organization can and will commit to

Ensure that you have Sr. Management Commitment and Support (Written is best.)
Develop or use a pre-existing to tool to perform a Gap Analysis.

Use the results of the Gap Analysis to

Report the Present State of your Cybersecurity Management Program (your

Baseline)

Work with Senior Management to:

A Determine the Organizational needs and Budget Capacity to reduce Inherent
CyberRisk, the Levels of Risk Appetite and the Residual Risk

A Create an Action Plan to Implement Better Cybersecurity and Achieve Required
Levels of Inherent Risk Reduction

A Create the Roadmap to gradually Mature the Cybersecurity Program over time to
better meet the Organizationods Needs ¢
Cyberthreat Environment

I - Slater Technologies I_ LEADERQUEST 55 M|S T|




Use Effective Cybersecurity Controls and Metrics
AND Continuously Monitor & Measure

SP 80663 / FP&00 SP 80650 SP 8087

@ Control Selection <: I <: ey

Categorization Control Monitoring

SP 8063 / FPS200 / SP 80680 NIST Process SP 8087
o secuity Using © security
Control Refinement NIST SP 800 Authorization
Standards

SP 80618 SP 80070 SP 806b3A / SP 80687

Control Documentation Implementation Control Assessment

33




Hold Teams & Team Members Accountable

Every Team, and Every Team
Member should learn and adopt
Peter Senge Learning Team
Disciplines:

Shared Vision
Personal Mastery
Mental Modeling
Team Learning
Systems Thinking

abkwbhE

- —
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Understand & Accurately Communicate the Current &
Future Costs & Value of Your Cybersecurity Program
— — ]

Businesses run on money and ideas.

Business Unit Performance is usually measured in terms of profitability and meeting financial
goals.

All items related to a Cybersecurity Management Program, people, processes, projects,
programs, software, hardware, licenses, insurance, compliance costs, etc., have dollar values
associated with each.

The seasoned Cybersecurity manager must understand all current costs that are enumerated
in his or her Budget, and be accountable for these costs and the management of the
resources. They must also well understand Risk Management and future costs and this often
gets tricky, because future CyberThreats can be difficult to predict.

The Cybersecurity Manager will understand their Cybersecurity Management Program and all
the resources associated with it, and understand how to articulate the true status of their
program, its performance and challenges to Senior Management, who usually thinks in terms of
Risk Management, Dollars, the Future Viability of the Organization, and staying out of Prison.

35
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Regularly Report the Results

Stakeholder Concerns

Stakeholders' Perspectives Key Questions

Board of Directors What value does IT provide?

Executive Management Committee Does |T enable or relard growth?
Does IT advance organizational innovation & learming?
s IT well managed?

Line of Business Management Are we getting value for our IT Investments?
| Customer How doas IT influence the customer axperienca?
. Does IT favourably affect productivity?
i . - I5 1T positioning us for fulure market demands?

I 15 s =i == i =
Audit and Regulatory Are the organizabion’'s assels and operations prolected?
Ara the key business and technology risks being

. |'|1:_'|:1:_'|g|_.~|:_!'-'
Ara proper processas and controls in place?

IT Organization Are we doing the right things?
Are we effectiva?
vrhere do we need o improve 1o meel our goals’
Have wa satisfied all key stakeholder interasts?
Can we attract/retalin the talent we need?

Saul] R. (2013). The IT Balanced Scorecard: A Roadmap to Effective Governance of a Shared Services IT Organization. 36
Retrieved from http://isaca.org on January 31, 2013.
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Regularly Report the Results

— — ]
Executlve Report from 2007

B:
; pl’y
(B

e

,‘
i

! W

§

Enterprise Security Report

Previous Qtr Current Qtr Next Qtr (Prj) 12 Month Goal
HHI!HHIH!

andards

.g Risk '8 ‘

o Management - -

B
Security * ‘
Architecture
Identity A

Management

Vulnerability
Management

Threat ( .

Management

Process

SOL

Network ‘:

Defense In Depth

CCOE o w0666
006G G 000 0CG 6

Cobe 5o

Figure 6: Enterprise Security Executive Report 37




Regularly Report the Results

CLOUD SECURITY AND COMPLIANCE Executive Report from 2020
(c oS

Which account and/ How has the number of
Security Warnings by Unit or subscription owner Violations over Time warnings evolved over
- is responsible for time and how are they
mitigating security distributed among the

different warning types?

ST, | “omings?

]

AE
il

Apr2019 Jan 2020

What kind of violations Which violations exist
affect my IT landscape? Violations by Region in each geographical
region and what
criticality class do the

[ swopocfic W Evopeonunion | iolati
violations affect?

Violations by Type

| 6
®

29

Clowd Cloud Covd |
20 Component Component. Component

l|
I

4 LeaniXx 38
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Regularly Report the Results

CLOUD SPEND MANAGEMENT Executive Report from 2020
C RO S

Component Type Cost

What is the cost
contribution for each Software Cost / last 30days
cloud component type?

Which business software
is causing the maximum
cloud spend? How is

_' d E— it broken down into
cRM san services?
[ " |

o E-Commerce $33k

@ Amozon, inc./ AWS ApiGataway Model I

@ Amazon, Inc. / AWS Lambda AC Mgmt - F tend $28k

@ Google, Inc./ 6P Cloud Function I 4

=S
X 0w hasthe cloud spend (XS

What is the cost
lved time? S -
Total Cloud Spend Ll Cost by TBM Category / last 30 days distribution between

Infrastructure and

Delivery Service s824k Platform Services?
I 4
-
i
—
_anlll

Jan 2019 Dec 2019

4 LeanIXx 39
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Regularly Report the Results

CLOUD PORTFOLIO MANAGEMENT

Number of Cloud Components by Category

Geographical Hosting Distribution

How many cloud
components are in use
by each category?

How many cloud
components are hosted
in a region?

Portland, USA
Cloud Companents: 538

® ®
®

I Slater Technologies I

Executive Report from 2020

Service Portfolio

@ Googl Inc. / GCP Cloud Storage: 74
@ Amazon, Inc. / AW 1AM Roles: 76

@ Google, Inc. / GCP Cloud IAM: 86

Business Context

@ “« @ o @ HR Matform

Infrastructure Services

Cloud Cloud
Component

Cloud
¥ Component

Cloud Cloud
Component

%

i

o
ol

Component

|

- LEADERQUEST

What is the distribution
of cloud services in use?

Which business service
is supported by which
cloud component and
cloud component
category?

L IX
4 Lean 40
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Continuously Adapt & Grow

A The Bad Guys & 2019 Global Cybersecurity Budgets vs.
their Threats far Projected Cybercrime Damages in 2021
outnumber the $7,000,000,000,000
Good Guys $6,000,000,000,000 i

A In 2019 $5,000,000,000,000

Cybercrime was | ss,000,000,000,000
about an $880 $3,000,000,000,000
Billion Industry $2,000,000,000,000

$1,000,000,000,000

A In 2021, o $103 gllion

Cybercrime will 2019 Global 2021 Global

be about a$6 il

Trillion Industry -

2017 Cybercrime Report by the Herjavic Group - https://www.herjavecgroup.com/resources/the-2017-cybercrime-report/ Graphics:
. ZDNet - https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/ William Favre Slater, Il

A Continuous slater@billslater.com

Adaptation and copyright 2019

Growth are the

only ways to

survive as a

Cybersecurity

Professional 41

I l Slater Technologies l _ LEADERQUEST EM! N%ﬁ;[!



Conclusion

— — ]
In this short presentation, we covered the concepts of:

U Principles of Cybersecurity & Cybersecurity Management
U Cybersecurity Compliance Audit

U Cybersecurity Frameworks, their benefits and how to get
started

U How to be Successful in Implementing and Managing a
Cybersecurity Management Program

U Reporting the results to Senior Management 42
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Achieving Excellence, Success
& Value Through Best
Practices in Cybersecurity
Leadership & Management

.

R T;ml“l "Nl\’ ‘.‘... = = -
Thank YQ@J ! ; .
!

Questions & Answers

- Slater Technologies
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Resourees
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Resources

— — — ____________
DHS Cyber Security Offerings - CIOCC

Cyber Hygiene Scanning (CyHy):
« Broadly assess Internet-accessible systems for known vulnerabilities and
configuration errors on a persistent basis.

Phishing Campaign Assessment (PCA):
* Measures susceptibility to email attack
» Delivers simulated phishing emails
* Quantifies click-rate metrics over a 6-week period

Remote Penetration Testing (RPT):
* Remote Penetration Test (RPT) utilizes a dedicated remote team to assess
and identify vulnerabilities and work with customers to eliminate exploitable
pathways.

Geoff Jenista, CISSP
May 15, 2020
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Resources

— — ]
DHS Cyber Security Offerings - CSA

Cyber Resiliency Review (CRR):

* The Cyber Resilience Review (CRR) is a no-cost, voluntary, interview-based
assessment to evaluate an organization’s operational resilience and
cybersecurity practices. (Strategic Report)

External Dependencies Management Assessment (EDM):

» The External Dependencies Management (EDM) assessment is a no-cost,
voluntary, interview-based assessment to evaluate an organization’s
management of their dependencies. (Tactical Report)

Cyber Infrastructure Survey (CIS):
* The Cyber Infrastructure Survey (CIS) is a no-cost, voluntary survey that

evaluates the effectiveness of organizational security controls, cybersecurity
preparedness, and overall resilience. (Operational Report)

Geoff Jenista, CISSP
May 15, 2020
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Resources
— — 0

NCCIC 24x7 Duty Officer:
888-282-0870

Report incidents:
https://www.us-cert.gov/report

Contact watch and warning
operations:
NCCIC@hqg.dhs.gov

Find resources:
https://www.us-cert.gov/ccubedvp

Federal Bureau of Investigation:
www.ic3.gov

MS-ISAC
866-787-4772
soc@msisac.org

Geoffrey Jenista, CISSP

Cybersecurity Advisor (CSA), Region VII (IA, KS, MO, NE)
Cyber Security Division

Geoffrey.Jenista@cisa.dhs.gov

913-249-1539

Geoff Jenista, CISSP

May 15, 2020 16
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Resources

RESOURCES

* www.secretservice.gov/contact /field-offices/ (United States Secret Service)
® Chicago Field Office — 312-353-5431
® Cleveland Field Office — 216-750-2058
® Detroit Field Office — 313-226-6400
*® Indianapolis Field Office — 317-635-6420

www.dhs.gov/be-cyber-smart (Department of Homeland Security)
* www.us-cert.gov (Cybersecurity & Infrastructure Security Agency)

®* www.cisa.gov (Cybersecurity & Infrastructure Security Agency)

l Slater Technologies I
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EOCVWBERAVENGERS

www thecyberavengers.com

Good Cyber Hygiene Checklist

“*" ~ O Start with a risk assessment Cybersecurity breaches and their
D’;.' O Have written policies and procedures on: EENCIMERIRIENER Rl R TR
', O Expectations for protecting data terminal events 'for C-$u|te exe_cuhvgs
1y 0 Confidentiality of data and present a dimension of existential
] 0O Expectations for privacy risk to an organization, its revenues,
'N 0 Monitoring that impact privacy earnings and reputation.
O Limits of permissible acces and use
211 0 Social engineering
i 0 Password policy and security questions
2110108 O BYOD

* Make sure to tailor these to your company

. [ Training of all workforce on your policies
H 18319 and procedures, first, then security training

1_ O Phish all workforce (upper management too!)

]0]07. O Multi-factor authentication
AlAUL O Signature based antivirus and malware detection
7 mw'_; O Internal controls / access controls
.~ [ No default passwords
282811

O No outdated or unsupported software

0110 [ [ Security patch updates management policy

. 0 Backups: segmented offline, cloud. redundant
[ Use reputable cloud services

/
218 O Encrypt sensitive data and air-gap hypersensitive data
AEE O Adequate logging and retention L ————————
200 B}'f 0 Incident response plan “we're confident we do not have
S S ; any malware on our network” ask

100208 2 T‘hhd par.ty Se‘:‘urity . r.nanagen.'aent ?rogram how they came to that conclusion.

bt O Firewall, intrusion detection, and intrusion If instead they say, “we do not have
AR prevention systems any malware on our network,

| 00 Managed services provider (MSP) or managed honest, trust us!” then raise an .

3118 secutity services provider (MSSP) eyebrow and get your hands dirty,

]0]00; ' 0 Cyber risk insurance because you have work to do.
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