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Principles

Cybersecurity and the Prudent Management of Cybersecurity Resources are two of 

the hottest and most important topics for organizations in the 21st Century.

In the 21st century Cybersecurity has become the set of practices that cover the 

management of information technology security including access control systems 

and methodology, business continuity and disaster recovery planning, legal issues 

in information system security, ethics, computer operations security, physical 

security and security architecture & models using current standards and models.

Cybersecurity has matured into a discipline that includes its own terms, frameworks, 

standards, and best practices.

If these frameworks, standards, and best practices are understood and properly 

applied in a mature and prudent way, they offer the best hope of coherently 

managing business environment CyberRisks in a world of constantly evolving 

complex and persistent CyberThreats.
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Why?

Understand Why
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https://www.youtube.com/watch?v=qp0HIF3SfI4
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Example 01 from an ISO 27002 Audit

Requirements to establish and maintain Information Security 

Management System (ISMS).

1. Organizational context and stakeholders

2. Information security leadership and high-level support for 

policy

3. Planning an information security management system; risk 

assessment; risk treatment

4. Supporting an information security management system

5. Making an information security management system 

operational

6. Reviewing the ISMS performance

7. ISMS Improvement
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Example 02 from an ISO 27002 Audit
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Example 03 from an ISO 27002 Audit

ÅProvides a list of commonly accepted control objectives and 

best practice controls to be used as implementation 

guidance when selecting and implementing controls for 

achieving information security.

ÅThis standard contains 14 security control clauses 

collectively containing a total of 35 main security categories 

and 115 controls.
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Example 04 from an ISO 27002 Audit
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Example 05 from an ISO 27002 Audit
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Example 06 from an ISO 27002 Audit
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Example 07 from an ISO 27002 Audit
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Example 08 from an ISO 27002 Audit
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Example 02 from an ISO 27002 Audit
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Example 09 from an ISO 27002 Audit

Detailed Report ς(Excerpt)

14



Example 10 from an ISO 27002 Audit

Remediation Efforts

Mgmt and 
Org track

M1 M2 M3 M4 M5 M6 M7 M12

ISO 
Certification
Process

Controls adoption and monitoring

Time to Implement

Policies and 
Procedures

Risk
Assessment

Info
Classification

Controls 
Development and
Socialization

Monitoring and continuous improvement and going forward
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Some Cybersecurity Compliance Frameworks

ISO 27001

NIST Cybersecurity Framework

DoD CMMC

Fed RAMP

CCPA

GDPR

AICPA SOC 2

SOX

PCI DSS

NY DFS Cybersecurity Regulation

FISMA

COBIT

CSA CSM

HIPAA
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Understanding Security Costs Vs. the Value of 

Information Assets & Nature of Inherent Risks
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Understanding the Return on Security 

Investment (RoSI)

Return of Security Investment (RoSI) is 

an extremely important concept because 

most organizations operate with a budget 

hat is based on finite monetary 

resources.

However, the original RoSI models for 

Cybersecurity were based on concepts 

borrowed heavily from the Insurance 

Industry, where losses were expected 

and even accepted as a matter of doing 

business.

Such thinking is not applicable in a 

scenario where a huge data breach can 

put an organization out of business, and 

likely negatively impact millions of people.

These formulas were actually 
on my CISSP exam when I took it 
in 2004
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Understanding the Return on Security 

Investment (RoSI)

This is yet another view of RoSI.  
There are many versions of RoSI.  
The BEST RoSI is the one that 
best helps your Sr. Leadership & 
Board of Directors understand: 

1)    The levels of Cybersecurity 
possible and the value for the 
Budget Resources they allocate.

2) That the organization is as
secure as possible from
breaches, fines, and brand
damage.

3) They want to stay out of the 
Wall Street Journal, the New 
York Times, the Washington 
Post, the Internet, & the 
Verizon Annual DBIR. 10



Costs of Compliance Vs. Non -Compliance
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Costs of Compliance Vs. Non -Compliance

Bottom Line:

LǘΩǎ ƳƻǊŜ ǇǊǳŘŜƴǘ 
and cost effective 
to adopt and 
maintain a 
Cybersecurity 
Compliance 
Program.
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Build a Strong Cybersecurity Leadership Team 

for Your Cybersecurity Management Program
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Select the Cybersecurity Framework for Your 

Cybersecurity Management Program
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Many Choose NIST Cybersecurity Framework 

for Their Cybersecurity Management Program
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Select the Cybersecurity Framework for Your 

Cybersecurity Management Program

The NIST 

Cybersecurity 

Framework is 

popular 

because it

ü Helps 

reduce 

CyberRisk 

in a 

structured, 

well-

designed 

manner

ü Is proven

ü Is Free 26



Build the Capability Maturity Model Roadmap

of Your Cybersecurity Management Program

Cybersecurity Maturity Model Certification (CMMC)
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Build the Capability Maturity Model Roadmap 

of Your Cybersecurity Management Program
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Build the Capability Maturity Model Roadmap 

of Your Cybersecurity Management Program

Cybersecurity Maturity Model Certification (CMMC)
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Create and Operate Both a Vulnerability Management 

Program and Threat Management Program 
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Baseline Your Cybersecurity Program

Make sure you have chosen the Cybersecurity Management Framework that your 

organization can and will commit to

Ensure that you have Sr. Management Commitment and Support (Written is best.)

Develop or use a pre-existing to tool to perform a Gap Analysis.

Use the results of the Gap Analysis to 

Report the Present State of your Cybersecurity Management Program (your 

Baseline)

Work with Senior Management to:

ÅDetermine the Organizational needs and Budget Capacity to reduce Inherent 

CyberRisk, the Levels of Risk Appetite and the Residual Risk

ÅCreate an Action Plan to Implement Better Cybersecurity and Achieve Required 

Levels of Inherent Risk Reduction

Å Create the Roadmap to gradually Mature the Cybersecurity Program over time to 

better meet the Organizationôs Needs and adapt to the constantly evolving 

Cyberthreat Environment 32



Use Effective Cybersecurity Controls and Metrics 

AND Continuously Monitor & Measure

Security 
Categorization

Security 
Control Selection

Security 
Control Refinement

Security 
Control Documentation

Security Control 
Implementation

Security 
Control Monitoring

Security 
Authorization

Security 
Control Assessment

SP 800-53 / FPS-200

SP 800-53 / FPS-200 / SP 800-30

SP 800-18 SP 800-70

SP 800-60

SP 800-37

SP 800-53A / SP 800-37

SP 800-37

NIST Process 
Using

NIST SP 800 
Standards 
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Hold Teams & Team Members Accountable

Every Team, and Every Team
Member should learn and adopt
Peter Senge Learning Team 
Disciplines:
1. Shared Vision
2. Personal Mastery
3. Mental Modeling
4. Team Learning
5. Systems Thinking
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Understand & Accurately Communicate the Current & 

Future Costs & Value of Your Cybersecurity Program

Businesses run on money and ideas.  

Business Unit Performance is usually measured in terms of profitability and meeting financial 

goals.

All items related to a Cybersecurity Management Program, people, processes, projects, 

programs, software, hardware, licenses,  insurance, compliance costs, etc., have dollar values 

associated with each.

The seasoned Cybersecurity manager must understand all current costs that are enumerated 

in his or her Budget, and be accountable for these costs and the management of the 

resources.  They must also well understand Risk Management and future costs and this often 

gets tricky, because future CyberThreats can be difficult to predict.

The Cybersecurity Manager will understand their Cybersecurity Management Program and all 

the resources associated with it, and understand how to articulate the true status of their 

program, its performance and challenges to Senior Management, who usually thinks in terms of 

Risk Management, Dollars, the Future Viability of the Organization, and staying out of Prison.
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Regularly Report the Results

36Saull, R. (2013). The IT Balanced Scorecard: A Roadmap to Effective Governance of a Shared Services IT Organization.  
Retrieved from http://isaca.org on January 31, 2013.



Regularly Report the Results

Executive Report from 2007
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Regularly Report the Results

Executive Report from 2020
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Regularly Report the Results

Executive Report from 2020
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Regularly Report the Results

Executive Report from 2020
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Continuously Adapt & Grow

Å The Bad Guys & 
their Threats far 
outnumber the 
Good Guys

Å In 2019 
Cybercrime was 
about an $880 
Billion Industry

Å In 2021, 
Cybercrime will 
be about a $6 
Trillion Industry

Å Continuous 
Adaptation and 
Growth are the 
only ways to 
survive as a 
Cybersecurity 
Professional 41



Conclusion

In this short presentation, we covered the concepts of:

üPrinciples of Cybersecurity & Cybersecurity Management 

üCybersecurity Compliance Audit

üCybersecurity Frameworks, their benefits and how to get 

started

üHow to be Successful in Implementing and Managing a 

Cybersecurity Management Program

üReporting the results to Senior Management
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Questions  &  Answers

Thank You!
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Resources
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Resources
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Resources
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Resources
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Resources
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