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Topic 1: History of Money and Conventional Ledger Functions

Topic 2: Bitcoin Basics

Topic 3: Tokenized Economy and Crypto Currency Concepts

Topic 4: Blockchain Technology 

Topic 5: Ethereum Blockchain Technology

Topic 6: Blockchain Beyond Bitcoin

Topic 7: Blockchain Limits and Challenges

Topic 8: Blockchain Security 

Topic 9: Examples of Real-world Blockchain Applications

Topic 10: The Ethereum EVM, Smart Contracts, and Solidity

Topic 11: How to Design and Implement a Blockchain Solution 

Project – an Organized High-Level Step-by-Step Approach

Topic 12: How to Help your Organization Rapidly Ramp Up 

Skills and Readiness for Blockchain Application Development
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Topic 1: History of Money and 

Conventional Ledger Functions
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Brief History of Money

Source: https://www.telegraph.co.uk/finance/businessclub/money/11174013/The-history-of-money-from-barter-to-bitcoin.html

https://www.telegraph.co.uk/finance/businessclub/money/11174013/The-history-of-money-from-barter-to-bitcoin.html
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Conventional vs. Distributed Ledger

Source: https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258

https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258
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History of Conventional Ledger Functions

The biggest problems with our existing 
accounting ledgers are:

• Inefficient to manage
• Resource Intensive and expensive
• Duplicate Entry Pops Up
• Can be manipulated
• Can be hacked
• Lack of transparency
• Data corruption, fraud, leading to 

disputes

Source: https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258

https://codeburst.io/distributed-ledger-technology-fundamentals-you-must-know-2d0f82628258
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Distributed Ledger Taxonomy

Source: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-distributed-ledger-technology.pdf
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Topic 2: Bitcoin Basics
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What Is the Bitcoin?

• Digital Currency

• A Decentralized, Peer-to-Peer Payment Network

• Requires the Internet and software to operate

• (Pseudo) Anonymous, untraceable financial transactions

• A standardized “cryptocurrency” that uses a public key 

and a private key
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Bitcoin Characteristics

• Open Source

• Supported by the Bitcoin Foundation

• Bitcoin (BTC)

• http://bitcoin.org/ or http://www.bitcoin.com

• New blocks every 10 min

• Bitcoin supply 21 million coins will be available until about 

2040

• Difficulty adjustment 1015 blocks, after 6 days

• Hashing algorithm SHA256d

• Initial Reward 50 Bitcoins per block

• Current reward: 12.5 Bitcoins.  In June 2020, it will be 

halved again to 6.25 Bitcoins

• Market Cap: $65 Billion (January 2, 2019)

• Over 248,000 Transactions / day

• Launch Date: January 3, 2009

http://bitcoin.org/
http://www.bitcoin.com/
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Total Bitcoins in Circulation

Source: https://www.blockchain.com/charts/total-bitcoins?timespan=all

Note: By definition, 
21 million is the 
maximum number

Almost 18 million

as of April 12, 2019 

https://www.blockchain.com/charts/total-bitcoins?timespan=all
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Bitcoin Market Capitalization – 12 Months

Source: https://www.blockchain.com/charts/market-cap

Market Capitalization = No. of Bitcoin times the Current Price

https://www.blockchain.com/charts/market-cap
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Bitcoin Market Capitalization – All Time

Source: https://www.blockchain.com/charts/market-cap

Market Capitalization = No. of Bitcoin times the Current Price

https://www.blockchain.com/charts/market-cap
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Bitcoin Value in U.S. Dollars 

Source: https://www.blockchain.com/charts/market-price?timespan=all

124 months
January 2009 – April 12, 2019

https://www.blockchain.com/charts/market-price?timespan=all
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Why Does Bitcoin Have Value/

• Built-in security via its design

• You can buy good and services with it

• Investors speculate in it

• Scarcity

• People (still) believe in it

• Good reputation, mostly

• Technophiles love it

• It’s “cool”



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Source: CBInsights.com
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Some Bitcoin Terms

Term Explanation

AES SHA-256 The 256-bit encryption algorithm that is AES standard used for Bitcoin keys.

Bitcoin Network The Internet-connected network comprised of the software and data that supports Bitcoin transactioms

Blockchain The Bitcoin ledger of past transactions.

Difficulty The measure of how difficult it is to find a new block compared to the easiest it can ever be

Exchange A place that sells can buys Bitcoins, like a stock exchange.

“Full Node” A full node is a node that is configured to mine blocks on the blockchain (this applies to Ethereum also)

Hash It is a standard algorithmic function for the generation and verification of currency

Mining Bitcoin mining serves 2 purposes, it creates the general ledger of Bitcoin transactions and it provides security.

Private Key The secret cryptopgraphic key that is used to protect your Bitcoin account

Proof of Work An economic time-stamped measure to deter service abuses on a network by requiring some work 

from the service requester, usually meaning processing time by a computer.

Public Key The public (shared) cryptopgraphic key that is used to protect your Bitcoin account

Transaction 1)  Use of the Bitcoin to purchase good or services, or the purchase of sale of a Bitcoin, or fractional part of Bitcoin.

2)  Transaction also refers to Blockchain transactions that are stored in Merkel Tree data structures that are hashed and 

added to each Block in the Blockchain.

Wallet A service that will safely store your Bitcoin account (public and private keys) for you.
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How Does the Bitcoin Network Operate?

1. New transactions are broadcast to all nodes.

2. Each node collects new transactions into a block.

3. Each node works on finding a difficult proof-of-work for its 

block.

4. When a node finds a proof-of-work, it broadcasts the block 

to all nodes.

5. Nodes accept the block only if transactions in it are valid 

and not already spent.

6. Nodes express their acceptance of the block by working on 

creating the next block, using the accepted block as the 

previous hash.

Source:  Bitcoin: A Peer-t-Peer Electronic Cash System by Satoshi Nakamoto   https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf
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Bitcoin Actors

Bitcoin User Bitcoin Exchange

Bitcoin MinerMerchant who accepts Bitcoin

Bitcoin Database
Public KeyPrivate Key

Public KeyPrivate Key Public KeyPrivate Key

Public KeyPrivate Key
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How Does a Bitcoin Trade Work?

• Assume:  the Bitcoin user has a legitimate Bitcoin 

account and knows their balance

• The Bitcoin user finds a business that accepts 

payments in Bitcoins.

• The Bitcoin user submits their public Bitcoin ID  

information

• The Bitcoin authorized merchant processes the 

payment

• The Bitcoin user receives the goods or services
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How does Bitcoin Mining Work?

• Mining programs work to perform processing to insert a Bitcoin securely 

into a valid block chain.

• Processing is very computationally intensive, and uses a lot of CPU time, 

and a lot of electrical power.  

• Rewards:  

– When a block is discovered, the discoverer may award themselves a certain 

number of bitcoins, which is agreed-upon by everyone in the network. Currently 

this bounty is 12.5 bitcoins; this value will halve every 210,000 blocks.  The 

next halving is in June 2020, and the new reward will be 6.25 bitcoins.

– Additionally, the miner is awarded the fees paid by users sending transactions. 

The fee is an incentive for the miner to include the transaction in their block. In 

the future, as the number of new Bitcoins miners are allowed to create in each 

block dwindles, the fees will make up a much more important percentage of 

mining income.
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How Does a Bitcoin Mining Work?

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 
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Comparing Bitcoin to Paypal

Source: https://blockchain.info/wallet/paypal-vs-bitcoin

https://blockchain.info/wallet/paypal-vs-bitcoin
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Comparing Bitcoin to Paypal

Source: https://blockchain.info/wallet/paypal-vs-bitcoin

https://blockchain.info/wallet/paypal-vs-bitcoin
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Comparing Bitcoin to Other Electronic Payment Networks

Source: http://www.businessinsider.com/bitcoin-versus-paypal-comparison-2013-12

http://www.businessinsider.com/bitcoin-versus-paypal-comparison-2013-12
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Why Is Bitcoin Popular?

• As a cryptocurrency, it has become “the Gold Standard”

• In December 2017, it was valued at about $20,000

• It has made many people, especially young people, millionaires 

and billionaires

• It’s easily available via the Internet

• International appeal

• It’s “cool”

• It’s supported by many “cool” businesses

• Exciting because it’s in the news

• Anonymous, and uses strong encryption, so it creates a sense 

of Privacy

• People understand electronic payments because easy to use 

services like PayPal have been around since 2000
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Bitcoin Hype vs. Reality

Hype Reality

Bitcoin is safe It can be hacked

Bitcoin is anonymous and offers 

privacy

With entities like the NSA, nothing is or does

Bitcoin is a great investment No.  You can lose money.   

Bitcoin mining is lucrative The IRS is making Retroactive Rulings about 

Bitcoin as “property”.  Talk to your lawyer AND 

your Accountant.

Bitcoin is simple to use and 

understand

Do your homework

Bitcoin will become more widely 

used and accepted

Maybe, but after more than 10 years, it hasn’t 

happened yet

Bitcoin still has a good name and is 

widely recognized.

Maybe yes.  But events like the Silk Road 

shutdown, Mt. Gox bankruptcy and Autumn 

Radtke’s death don’t help Bitcoin’s image
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Bitcoin Dangers

• It is still a volatile “investment”

• Vulnerability to Hackers

• Anonymous cryptocurrency transactions can and will arouse 

suspicion

• No central authority to regulate it

• Not insured

• Some experts have developed an extensive case AGAINST 

investing in Bitcoin

• The PBOC banned Bitcoin expenditures, but not mining inside 

China – 2014

• The IRS is regulating it retroactively – Virtual Currency 

Guidance – March 25, 2014

• Unsecure Wallets are a Huge Knoown Vulnerability

• Opinion: Buying Bitcoin when it is above $15,000
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Bitcoin and the Future of the Global Economy

• The increasing visibility and acceptance of 

Bitcoin have given it positive international 

recognition

• Increasing concerns about the stability of 

U.S. Dollar and other fiat currencies (inflation, 

hyperinflation, debt, etc.), as well as 

geopolitical uncertainties have caused 

speculation in unusual investments like 

Bitcoin

• The ever-increasing population of younger 

investors that understand accumulation and 

management of wealth better, as well as 

Bitcoin and Cryptocurrency portend a bright 

future for Bitcoin.

• There are over 83 million Millennials.
Hyperinflation in 
Germany in 1923
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Bitcoin Conclusion

Bitcoin:

• A technical marvel made possible by software, hardware, 

strong cryptography, and the Internet

• Has made significant progress in only 124 months

• Has significant strengths and weaknesses

• Has great potential because of popular support of talented 

nerds

• Has attracted the interest of those who would like to control it 

(U.S. Government, especially the IRS)

• Should be watched, studied, and understood carefully before 

making any big investments in Bitcoin accounts, mining, 

accepting transactions, etc.



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Topic 3: The Tokenized Economy and 

Cryptocurrency Concepts
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The Tokenized Economy and Cryptocurrency Concepts

• A token is a privately issued cryptocurrency.

• In the business realm, we can define a token as:  "A unit of value that an 

organization creates to self-govern its business model, and empower its users to 

interact with its products, while facilitating the distribution and sharing of rewards 

and benefits to all of its stakeholders." 

• The Achilles heel of token-based models will be how they are concocted to 

interact with the business model that underlies them. However, much of the 

attention has been on designing ICO’s to optimize for cryptoeconomics, a term 

that has come to describe the mechanics and specifics of token distribution, 

according to a given sale and ownership structure.

• Good News:  Tokenization allows tangible things like real estate, art, etc. to be 

catalogued and traded using Blockchain and Cryptocurrency technologies.

• Bad News:  Between 2017 and 2018, ICOs got a very bad name because so 

many were issued and ultimately mismanaged and failed.  Many people in the 

market decided the hype and risks were not worth the potential rewards.

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

ERC Tokens

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)
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ERC 20

Source: Ethereum Foundation - Hudson Jameson - https://www.youtube.com/watch?v=KkN1O8TChbM

https://www.youtube.com/watch?v=KkN1O8TChbM
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ERC Tokens

• ERC-721 is the standard for Ethereum 

tokens that are not related to 

cryptocurrency.

• They are non-fungible

• http://erc721.org/

• https://medium.com/@brenn.a.hill/noobs-guide-to-

understanding-erc-20-vs-erc-721-tokens-

d7f5657a4ee7

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)

http://erc721.org/
https://medium.com/@brenn.a.hill/noobs-guide-to-understanding-erc-20-vs-erc-721-tokens-d7f5657a4ee7
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12 Steps to Do an ICO

1. Review other ICOs to see what you 

need to work on

2. Creating white paper

3. Building the Team

4. Resolving your legal questions

5. Preparing your website

6. Security of your ICO platform

7. Other security considerations

8. Hiring your smart contract developer 

and auditing their work

9. Ensure that your crowdfunding 

campaign follows common rules

10. Announce your ICO

11. Your social media and 

communication channels

12. PR and Marketing

Source: Bogdan Fiedur. April 5, 2018 https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66

https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66
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8 Steps to Launch an ICO

1. Come up with an idea, think it through and make 

sure that your project actually needs an ICO

2. Know your competition

3. Research the legal side of things and find out if 

ICOs are actually legal in your country ICOs are 

currently the most regulated aspect of 

cryptocurrencies there is.

4. Create an ICO token 

5. Write a white paper 

6. Launch a website 

7. PR and marketing 

8. Launch an ICO

Source: CoinTelegraph. https://cointelegraph.com/ico-101/how-to-launch-an-ico-a-detailed-guide#1-come-up-with-an-idea-think-it-through-and-make-

sure-that-your-project-actually-needs-an-icopril 5, 2018

https://cointelegraph.com/ico-101/how-to-launch-an-ico-a-detailed-guide#1-come-up-with-an-idea-think-it-through-and-make-sure-that-your-project-actually-needs-an-ico
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16 Steps to Do an ICO

1. Formulate the idea

2. Assemble the team

3. Examine the competitors

4. Register the company

5. Describe the product based on the 

idea (Whitepaper)

6. Launch the site and email 

campaigns

7. Describe the conditions for 

investors.

8. Create social channels

9. Develop and publish a bounty-

campaign

10. Place the project in the ICO 

trackers.

11. Place the materials in thematic 

media

12. Launch advertising

13. Develop an investor's personal 

cabinet

14. Make translations into other 

languages

15. Issue Tokens

16, Start ICO

Source: Bogdan Fiedur. April 5, 2018 https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66

https://hackernoon.com/how-to-start-your-own-ico-when-you-are-new-to-crypto-12-proven-steps-edc09f25ad66


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Tokenized Economy: 20 Questions for an ICO to Answer 

1.Is the token tied to a product usage, i.e. does it give the user exclusive access to it, or 

provide interaction rights to the product?

2.Does the token grant a governance action, like voting on a consensus related or other 

decision-making factor?

3.Does the token enable the user to contribute to a value-adding action for the network or 

market that is being built?

4.Does the token grant an ownership of sorts, whether it is real or a proxy to a value?

5.Does the token result in a monetizable reward based on an action by the user (active work)?

6.Does the token grant the user a value based on sharing or disclosing some data about them 

(passive work)?

7.Is buying something part of the business model?

8.Is selling something part of the business model?

9.Can users create a new product or service?

10.Is the token required to run a smart contract or to fund an oracle? (an oracle is a source of 

information or data that other than a smart contract can use)

Questions 1 - 10

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Tokenized Economy: 20 Questions for an ICO to Answer 

11.Is the token required as a security deposit to secure some aspect of the 

blockchain’s operation?

12.Is the token (or a derivative of it, like a stable coin or gas unit) used to pay for 

some usage?

13.Is the token required to join a network or other related entity?

14.Does the token enable a real connection between users?

15.Is the token given away or offered at a discount, as an incentive to encourage 

product trial or usage?

16.Is the token your principal payment unit, essentially functioning as an internal 

currency?

17.Is the token (or derivative of it) the principal accounting unit for all internal 

transactions?

18.Does your blockchain autonomously distribute profits to token holders?

19.Does your blockchain autonomously distribute other benefits to token holders?

20.Is there a related benefit to your users, resulting from built-in currency inflation?

Questions 11 - 20

Source: https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416

https://medium.com/@wmougayar/tokenomics-a-business-guide-to-token-usage-utility-and-value-b19242053416
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Topic 4: Blockchain Technology 
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A Logical Diagram of a Blockchain Network

This Photo by Unknown Author is licensed under CC BY-SA

http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/
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What Is Blockchain?

• Distributed Ledger

• Decentralized

• Popularized by Satoshi Nakamoto (Bitcoin inventor)

• Uses Public-Key Cryptography and Hashing

• Append-only Transactions

• The Open Source Code already exists in Github (Bitcoin 

and Ethereum)

• Immutable (cannot delete blocks or change data in blocks)

• Driven by consensus protocol(s)

• Proof of Work

• Proof of Stake

• Etc.

• The world’s largest Blockchain Database is the Bitcoin 

Blockchain Database, with 180 GB (it doesn’t scale very 

well)
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What Is Blockchain?

• From Blockchain Consensus Protocol Guide:

• A blockchain is a decentralized peer-to-peer system with no central 

authority figure. 

• While this creates a system that is devoid of corruption from a single 

source, it still create a major problems:

• How are any decisions made?

• How does anything get done?

• Think of a normal centralized organization.

• All the decisions are taken by the leader or a board of decision makers. 

This isn’t possible in a blockchain because a blockchain has no “leader”. 

For the blockchain to make decisions, they need to come to a consensus 

using “consensus mechanisms”.
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The Term “Blockchain”

• Name for a data structure

• Name for an algorithm

• Name for a suite of Technologies

• An umbrella term for purely distributed peer-to-peer 

systems with a common application area

• A peer-to-peer-based operating system with its own 

unique rule set that utilizes hashing to provide unique data
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Blockchain – Simplified View

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

The Term “Blockchain”

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Properties on the Blockchain’s Non-Functional Aspects

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Analogy for Blockchain Updates

Like Windows Active Directory 

replicating data on Domain Controllers 

via The Knowledge Consistency 

Checker algorithm,  Blockchain miner 

nodes and client are updated with the 

latest Block each time a consensus is 

agreed upon.

Except all nodes on a Blockchain (full-

nodes and clients) are constantly 

updated with current Block information.
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Technologies and Events that Led to the Creation of Bitcoin and 

Blockchain

• Cryptography

• Transistors

• Digital Computers

• Databases

• Silicon Chips

• Programming

• Applied Cryptography

• Computer Networks

• Transaction Processing

• TCP/ IP and The Internet

• The World Wide Web

• Evolution of Security and Privacy Thought

• Digital signatures

• Time-stamped documents

• Smart Contracts

• Byzantine Fault Tolerance

• The Great 2008 Economic Recession
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Technologies and Events that Led to the Creation of Bitcoin and 

Blockchain
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Blockchain Technologies

The Internet (TCP/IP)

Cryptography

Bitcoin software

Ethereum Software (geth)

Blockchain Database

Built into every modern OS

Cryptography software

Github

Github

JSON (default), Bigchain, NEM, 

Factom, etc.

Technology Source
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Authentication in the Blockchain
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Authentication in the Blockchain

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Types of Blockchains
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Types of Blockchains

Bitcoin vs. Ethereum vs. Hyperledger (Linux and IBM)  and now many others

Public vs. Private

Permissioned (private)  vs. Permissionless
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Bitcoin vs. Ethereum
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Comparing Ethereum, Hyperledger, and Cordia
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Comparing Bitcoin, Ethereum, & Hyperledger
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Public vs. Private
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Important Blockchain Architecture Decision
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Other Blockchains to Explore
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Other Types of Blockchains to Explore

• Factom

• NEM

• BigchainDB
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Factom

• Web-based

• Allows Rapid Application Development in Javascript, Python, Java, 

etc.

• Based in Austin, TX and in Tokyo, Japan

• http://www.factom.com

• https://apollo-docs.factom.com/
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Factom

Factom works 

with SIX 

different 

programming 

languages.
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Factom
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NEM

• http://nem.io

• Best case studies:
– In America: Native American communities use to track assets

– In Asia: NEM is used in high-performance financial applications

• Download the NEM Nano Wallet and get started 

http://nem.io/
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NEM
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BigchainDB

• www.bigchaindb.com

• Web-based

• Demos publicly available via the web

http://www.bigchaindb.com/
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BigchainDB
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Demos from Anders.com
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Blockchain – Simple Demonstration

Source:  Udacity Blockchain Developer Course
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Blockchain – Simple Demonstration

Source:  https://anders.com/blockchain/block.html

https://anders.com/blockchain/blockchain.html
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Blockchain – Simple Demonstration

Source:  Udacity Blockchain Developer Course



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Blockchain – Simple Demonstration

Source:  https://anders.com/blockchain/block.html

https://anders.com/blockchain/blockchain.html
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How Does Blockchain Work?
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How Does Blockchain Work?
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Typical Blockchain Composition

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 

Typical Block Composition:

• Block Header
• Block Transactions
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Blockchain Mining Process

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 
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Bitcoin Mining Principles

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 
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Bitcoin Mining Principles

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

Special Note:  Many other Blockchains, including Ethereum, apply these same principles. 

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Mining Principles – Proof of Work

Special Note:  Many other Blockchains, 

including Ethereum, apply these same 

principles. 

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 
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Mining Principles – Solving the Proof of Work

Special Note:  Many other 

Blockchains, including 

Ethereum, apply these same 

principles. 

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Mining Principles – Block Creation

Special Note:  Many other 

Blockchains, including 

Ethereum, apply these same 

principles. Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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How Blockchain Block Creation Works – In Detail – Part 1

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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How Blockchain Block Creation Works – In Detail – Part 2

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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How Blockchain Block Creation Works – In Detail – Part 3

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

How Blockchain Block Creation Works – In Detail – Part 4

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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WHY Blockchain Block Creation Works – In Detail – Part 1

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.

structure
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WHY Blockchain Block Creation Works – In Detail – Part 2

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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WHY Blockchain Block Creation Works – In Detail – Part 3

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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WHY Blockchain Block Creation Works – In Detail – Part 4

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Break
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Topic 5: Ethereum Blockchain 

Technology
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Overview of Ethereum

Source: https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data

https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data
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Ethereum Public Blockchain

Source: Blockchain Basics:  A Non-technical Introduction in 25 Steps
by Daniel Drescher

Publicly released on July 30, 2015 
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Ethereum Overview – Part 1

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Overview – Part 2

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)

by mining blocks
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Ethereum Consensus Overview – Part 1

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Consensus Overview – Part 2

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Consensus Overview – Part 3

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Consensus Overview – Part 4

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Consensus Overview – Part 5

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Consensus Overview – Part 6
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Ethereum Consensus Overview – Part 7

Source: Building Blockchain Projects, by Narayan Prusty (Published by Packt.)
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Ethereum Blockchain Validator Algorithm

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Merkle Trees

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 

Special Note:

Vitalik Buterin, the inventor of Ethereum 

calls Merkle Trees, “Merkle Tries”
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Merkle Trees

Special Note:

The inventor of Ethereum calls 

Merkle Trees, “Merkle Tries”

• Merkle Trees are used 

to add transactions to 

Blocks in Bitcoin 

Blockchains

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Merkle Trees

Source: Nakamoto, S. (2008).Source: Nakamoto, S. (2008).
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Merkle Trees

•Merkle Patricia Trees (MPT) data structures 

are used to add transactions to Blocks in 

Ethereum Blockchains to permit the use of 

Smart Contracts

•MPTs use private and public keys to 

authenticate 

•The Ethereum Blockchain is categorized as 

“Turing Complete” because it can be 

programmed using languages, like Solidity 

and Java, and Javascript that contain looping 

and testing capabilities.

Source: Peterson, O. (2018). An Introduction of Programmable Smart Contracts in Ethereum (Pt 1). 
Retrieved from https://www.linkedin.com/pulse/introduction-programmable-smart-contracts-
ethereum-p1-%CE%BE%CE%BE%CE%BE-oliver/

https://www.linkedin.com/pulse/introduction-programmable-smart-contracts-ethereum-p1-%CE%BE%CE%BE%CE%BE-oliver/
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Merkle Patrica Trees

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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High-Level DApp Architecture

Source: Ethereum Smart Contract Development by Mayukh Mukhopadhyay
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Ethereum Roadmaps

• Used to methodically improve software according to a time table

• Shows how the Ethereum Leadership is understanding the Business and 

Technical Environments in which Ethereum operates

• Shows how the Ethereum Leadership is addressing the challenges like growth 

and performance, while maintaining quality and integrity 

• Informs the Ethereum Users and Developers how to anticipate the changes that 

will come as the Ethereum Platform continues to evolve. 
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Ethereum Roadmap
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Ethereum Roadmaps

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps
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Ethereum Proof of Work vs. Proof of Stake

Source: https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/

https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Ethereum Roadmaps - Casper

Source: https://www.mangoresearch.co/ethereum-roadmap-update/

https://www.mangoresearch.co/ethereum-roadmap-update/
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Ethereum Roadmaps - Casper

Source: https://www.mangoresearch.co/ethereum-roadmap-update/

https://www.mangoresearch.co/ethereum-roadmap-update/
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Ethereum – Proof of Stake

Source: https://www.mangoresearch.co/ethereum-roadmap-update/

https://www.mangoresearch.co/ethereum-roadmap-update/
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Ethereum – Proof of Stake - Inside Ethereum’s Plan To Reduce 

Energy Consumption by 99%

Source: https://www.ccn.com/inside-ethereums-plan-to-reduce-energy-consumption-by-99/

https://www.ccn.com/inside-ethereums-plan-to-reduce-energy-consumption-by-99/
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Ethereum Roadmaps – Transitioninng from PoW to PoS

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps – Transitioning from PoW to PoS

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps – Transitioning from PoW to PoS

Source: Introducing Ethereum and Solidity by Chris Dannon, Apress, 2017 
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Ethereum Roadmaps
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Ethereum Roadmaps
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Topic 6: Blockchain Beyond Bitcoin
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Blockchain as an Emerging Technology
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Blockchain as an Emerging Technology  
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Blockchain on the Gartner Hype Cycle Curve - 2018
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Disruption
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Disruption and Disruptive Technologies
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Smart Contracts and Supply Chain Management

Source:Provenance.
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Lunch
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Categories of Blockchain Uses and 

Solutions
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6 Distinct Categories of Blockchain Use Cases
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Case Study: Blockchain Use Cases Across Industries

Source: https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/blockchain-beyond-the-hype-what-is-the-strategic-business-value

https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/blockchain-beyond-the-hype-what-is-the-strategic-business-value


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Case Study: Blockchain Feasibility Across Industries

Source: https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/blockchain-beyond-the-hype-what-is-the-strategic-business-value

https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/blockchain-beyond-the-hype-what-is-the-strategic-business-value
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Why Is Blockchain an Interesting and 

Important Technology?
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Why Blockchain?
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Why Is Blockchain Important?

• Accessible

• Open source

• Easily provides three challenging elements of the Parkerian Hexad model for 

security:

• Authenticity

• Control

• Utility

• Immutable transactions

• Decentralized

• It WORKS!

• Business enabler

• Reduces risk of computer fraud

• It is being widely adopted for trusted computing

• Blockchain developers and architects are in great demand: 

for every Blockchain professional there are 14 open positions

Donn B. Parker
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Parkerian Hexad

Donn B. Parker
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Trending the Trends – 8 Years of Research
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Elements that Favor a Blockchain Approach
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Blockchain beyond the Hype
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To Blockchain or Not to Blockchain

Source: To Blockchain or not to Blockchain? https://medium.com/causys/to-blockchain-or-not-to-blockchain-

aed05bf08150 Hats off to the author,  Thomas Ferry of Causys

https://medium.com/causys/to-blockchain-or-not-to-blockchain-aed05bf08150
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Use Cases
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Blockchain Use Evolution
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Blockchain Use Cases – Comprehensive Analysis and Start-ups Involved
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Blockchain Uses Cases by Industry
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Blockchain Beyond Bitcoin
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50+ Blockchain Real-World Use Cases
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More Blockchain Use Cases
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Blockchain Use Case Considerations
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Blockchain Solution Examples
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Definition of a Smart Contract - 1996

Source: 
http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter
school2006/szabo.best.vwh.net/smart_contracts_2.html

http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.best.vwh.net/smart_contracts_2.html
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Creation of a Smart Contract - Ethereum

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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How Is a Typical Smart Contract Initiated?

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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Blockchain Architecture Examples
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Formal Smart Contract Design – 6 Parts

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-
Business-and-Beyond_Chamber-of-Digital-Commerce.pdf

1. Identity Management

2. Set Conditions

3. Code the Business Logic

a) State Variables

b) Functions

c) Modifiers

d) Events

4. Encryption and Blockchain Technology

5. Execution and Processing

6. Network Updates

Don’t forget to Test!  Test!  Test!

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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Different Models for Smart Contracts

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-
Business-and-Beyond_Chamber-of-Digital-Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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Smart Contracts: 12 General Use Cases
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1. Smart Contracts for Digital Identity

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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2. Smart Contracts for Records

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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3. Smart Contracts for Securities 

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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4. Smart Contracts for Trade Finance

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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5. Smart Contracts for Derivatives 

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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6. Smart Contracts for Financial Data Recording

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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7. Smart Contracts for Mortgages

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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8. Smart Contracts for Land Title Recording

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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9. Smart Contracts for Supply Chain

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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10. Smart Contracts for Auto Insurance

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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11. Smart Contracts for Clinical Trials

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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12. Smart Contracts for Cancer Research 

Source: Digital Chamber of Commerce
https://digitalchamber.org/wp-
content/uploads/2018/02/Smart-
Contracts-12-Use-Cases-for-Business-
and-Beyond_Chamber-of-Digital-
Commerce.pdf

https://digitalchamber.org/wp-content/uploads/2018/02/Smart-Contracts-12-Use-Cases-for-Business-and-Beyond_Chamber-of-Digital-Commerce.pdf
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Case Studies
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Case Study 01

• Timeframe: Summer of 2018

• Location: Chicago

• Topic: Teaching Interns who were Technical People with Graduate degrees free 

Blockchain classes

• 33 started, only 4 remain

• First Project: We are converting and existing Time Tracking GUI Application to an 

Ethereum DApp

• Second Project: Designing and Implementing a DApp Solution from Scratch

• We worked together from June 1 – December 31, 2018

• What happened?

• Lazy, uncommitted interns

• Deception and fraud with USCIS (they were there to fraudulently extend their stay in the U.S.)
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Case Study 02

• Timeframe: November 2017

• Location: User devops199 somewhere on the Ethereum Blockchain

• Topic: Placement in Production of flawed Smart Contract

• Results: Loss of over $150 million
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Case 02 – Horror Story – the $150 Million Bug
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Blockchain Law
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Blockchain and the Law
• Blockchain establishes ownership, confirmed transactions, control, and transfer of 

ownership.

• Blockchain will force lawyers to understand technology better

• Blockchain could also make room for “smart contracts,” where assets would be transferred 

automatically once certain conditions are met. 

• Blockchain could resolve disputes very directly and efficiently, saving lawyers and their 

clients a great deal of work. This also could mean the end of escrow accounts where the law 

firm holds onto money and distributes funds once conditions have been met.

• Contracts and transactions could be a logical first-step in the blockchain adoption journey. 

• Blockchain could very well improve the effectiveness of the criminal justice system; 

• If corporations and websites agree to give law firms access to records automatically 

collected through blockchain, those records could cause new, reliable evidence to surface 

more quickly.

• Expect that those with evidence on their side will embrace this concept, and others will 

prefer to drag their adversary through a drawn-out process.

• As more companies adopt Blockchain technologies and require their third-party suppliers to 

adopt Blockchain technologies, expect this requirement to be written into legally binding 

business contracts.

For more information
Get 
Blockchain & the Law
By Primavera De Filippi
And Aaron Wright, 2018

Source: https://www.forbes.com/sites/ianaltman/2018/06/29/blockchain-changes-business-law/#698d3605cb9f

https://www.forbes.com/sites/ianaltman/2018/06/29/blockchain-changes-business-law/#698d3605cb9f
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Blockchain & the Law
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Blockchain & the Law – Some Actual Legal Resources

Nelson Rosario

Chicago
https://www.linkedin.com/in/nelsonrosario/

Ms. Puneet Bhasin

Mumbai, India
https://www.linkedin.com/in/advpuneetbhasincyberlawyer/

https://www.linkedin.com/in/nelsonrosario/
https://www.linkedin.com/in/advpuneetbhasincyberlawyer/
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Topic 7: Blockchain Limits and 

Challenges
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Technical Limitations

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Technical Limitations

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Technical Limits & Challenges

• Scalability

• Performance (Bitcoin – 600 seconds / block; Ethereum, 14 to 17 seconds / block)

• Security, especially with user wallets

• Weaknesses in the technologies, i.e. deployment of bad contracts, can cause very 

expensive blunders and loss of confidence and reputation

• Finding the right people to develop DApps and manage the technologies

• Resistance to change

• Anti-trust issues (Norton Rose Fulbright):

• Does blockchain allow for improper information sharing and facilitate collusion among 

competitors?

• Do blockchain standards and rules create or enhance market power by favoring one or 

several industry participant(s) over others?

• Does a permissioned blockchain amount to a concerted refusal to deal?
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Distributed System Concepts
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem

In a Distributed 

System, you can

only design for 

and meet the 

requirements of

TWO of these

Characteristics.

https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: Edureka.in



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

CAP Theorem

Source: Edureka.in
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem

https://en.wikipedia.org/wiki/CAP_theorem
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Topic 8: Blockchain Security 
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3 Important Things Business Leaders Needs to Know About 

Blockchain Security

1. Security is not just a technical problem, it is a leadership problem

2. Exploitation is not just a result of attacker capabilities, but also of developer errors

3. While attackers do compromise a blockchain itself, they more commonly exploit 

the configuration of the technology leveraging a blockchain

Source: Alison DeNisco Ramone, TechRepublic.com, April 18, 2019

https://www.techrepublic.com/article/how-to-secure-a-blockchain-3-things-business-leaders-need-to-know/
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How to Secure Blockchain Applications and Infrastructure

• Build and lead Teams of experienced, dedicated workers

• Design securely

• Do code reviews and rigorous testing

• Implement securely

• Document everything

• Test security

• Routinely test vulnerabilities (at least quarterly)

– https://tinyurl.com/y292y3yf

• Penetration test semi-annually

– https://tinyurl.com/yya4vtac

• Test and document performance

– https://tinyurl.com/yxpwszj7

• Do Threat Management

• Continuously review for upgrading

https://tinyurl.com/y292y3yf
https://tinyurl.com/yya4vtac
https://tinyurl.com/yxpwszj7
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Blockchain Security – Threats and Vulnerabilities & Remediation – Part 1

Threat or 

Vulnerability

Description Remediation Comment(s)

Threat 51% Attack Securely design, implement, monitor, 

maintain, test & upgrade.

Happened to Bitcoin in June 

2014.

http://tinyurl.com/y5malrxc

Threat Sybil Attack Securely design, implement, monitor, 

maintain, test & upgrade.

Need better education and 

experience.

Vulnerability Bad Private Key Management Understand & Securely manage private keys. Need better education and tools.

Vulnerability Centralization Understand the CAP Theorem and 

Decentralization. Design and implement 

accordingly.

Need better education.

Vulnerability Scalability Securely design, implement, monitor, 

maintain, test & upgrade.

Need better education and 

experience.

Vulnerability Network Security Securely design, implement, monitor, 

maintain, test & upgrade.

Need better education.

Vulnerability Smart Contracts – Coding errors Securely design, implement, monitor, 

maintain, test & upgrade.

Need better education and 

experience.

Vulnerability Smart Contracts – Configuration 

Errors

Securely design, implement, monitor, 

maintain, test & upgrade.

Need better education and 

experience.

Vulnerability Blockchain & Smart Contracts -

Inexperience

Use Secure Development practices, and 

experienced developers and testers.

Need better education and 

experience.

http://tinyurl.com/y5malrxc
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Blockchain Security – Threats and Vulnerabilities & Remediation – Part 2

Threat or 

Vulnerability

Description Remediation Comment(s)

Vulnerability Reentrancy Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Unexpected Ether Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability DELEGATECALL Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Default Visibilities Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits. 
See Mastering Ethereum, 

Chapter 9.

Vulnerability Entropy Illusion Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability External Contract Referencing Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits. 
See Mastering Ethereum, 

Chapter 9.

Vulnerability Short Address / Parameter Attack Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits. 
See Mastering Ethereum, 

Chapter 9.

Vulnerability Unchecked CALL Return Value Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits. 
See Mastering Ethereum, 

Chapter 9.

Vulnerability Race Conditions / Front Running Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.
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Blockchain Security – Threats and Vulnerabilities & Remediation – Part 3

Threat or 

Vulnerability

Description Remediation Comment(s)

Vulnerability Denial of Service Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Block Timestamp Manipulation Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Constructions with Care Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Uninitialized Storage Pointers Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Floating Point and Precision Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Transaction Origin Authentication Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Vulnerability Contract Libraries Securely design, implement, monitor, maintain, 

test & upgrade. Code reviews & Audits.
See Mastering Ethereum, 

Chapter 9.

Threat Shor’s Algorithm (Using 

Quantum Computing) 

Stronger, better encryption, perhaps 

Quantum Cryptography.
Closer than you think
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MIT Article – Blockchains 

Are Now Getting Hacked

51% Attack on Ethereum 

Classic – January 2019

Source: MIT Review, Mike Orcutt, February 19, 2019 
https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-
blockchains-are-now-getting-hacked/

https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-blockchains-are-now-getting-hacked/
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How to Perform Secure Software Development for Blockchain 

Applications by Design, Coding practices, Testing and 

Verification

• Experienced DApp developers

• Test-driven Development

• Code Defensively

• Code reviews, by multiple experienced developers

• Understand and remediate the weakest security 

points, especially protection of private keys and 

sensitive data.

• Implement the tests on test net and understand 

exactly how the code will behave prior to moving to 

main net

• Automate Smart Contract testing when possible
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Ethereum Smart Contract Security Best Practices

Smart Contract Security Best Practices

https://consensys.github.io/smart-contract-best-practices/

Best Free Resources

On Smart Contract Security

Best Practices

https://consensys.github.io/smart-contract-best-practices/
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Top Web Application & Software Vulnerabilities - The Story in 2019

Source: https://www.veracode.com/sites/default/files/pdf/resources/ipapers/state-of-software-security-volume-9/index.html

https://www.veracode.com/sites/default/files/pdf/resources/ipapers/state-of-software-security-volume-9/index.html
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Topic 9: Examples of Real-world 

Blockchain Applications
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Real-World Blockchain Solutions

Entity Use Blockchain(s) Link
Maersk Expedite tracking of Cargo shipment 

internationally

Hyperledger https://www.ibm.com/blogs/think/2

018/11/tradelens-how-ibm-and-

maersk-are-sharing-blockchain-

to-build-a-global-trade-platform/

U.S. State Department 

& Coca-Cola

Reduce risk of forced labor and child 

labor

Customized https://www.digitaltrends.com/cool

-tech/coca-cola-blockchain-

forced-labor/

Saudi Arabia Tracking cross-border trade Hyperledger https://cointelegraph.com/news/sa

udi-arabia-completes-ibm-

tradelens-pilot-for-cross-border-

blockchain-trade

Overstock Business model change from online 

retail to investor in Blockchain and 

Cryptocurrency Start-ups

Several https://mashable.com/article/over

stock-blockchain-cryptocurrency/

Walmart Requiring several fresh food 

suppliers to use Blockchain

Several https://cointelegraph.com/news/w

almart-requires-certain-produce-

suppliers-to-deploy-blockchain-

technology

FedEx Supply chain and logistics 

management improvements.

Hyperledger https://cointelegraph.com/news/fe

dex-joins-hyperledger-blockchain-

hub-big-implications-for-logistics

https://www.ibm.com/blogs/think/2018/11/tradelens-how-ibm-and-maersk-are-sharing-blockchain-to-build-a-global-trade-platform/
https://www.digitaltrends.com/cool-tech/coca-cola-blockchain-forced-labor/
https://cointelegraph.com/news/saudi-arabia-completes-ibm-tradelens-pilot-for-cross-border-blockchain-trade
https://mashable.com/article/overstock-blockchain-cryptocurrency/
https://cointelegraph.com/news/walmart-requires-certain-produce-suppliers-to-deploy-blockchain-technology
https://cointelegraph.com/news/fedex-joins-hyperledger-blockchain-hub-big-implications-for-logistics
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Topic 10: The Ethereum EVM, Smart 

Contracts, and Solidity
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Smart Contract Execution

Source: https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/

https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/
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Ethereum Blockchain

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)
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Ethereum Architecture

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)
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Ethereum EVM

Source: Mastering Blockchain by Imran Bashir (Published by Packt.)
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Ethereum EVM

Source: Mastering Ethereum by Andreas Antonopolous & Gavin Wood

This is the Ethereum

Virtual Machine.

The EVM is also

known as “The

World Computer”
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Ethereum DApp Architecture

Source: https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data
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Ethereum Web3.js Tech Stack
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Web 2.0 Apps vs. Web3 DApps compared
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Ethereum DApp Development Languages

• Solidity

• Solidity is a programming language that is intended for writing smart contracts for Ethereum-based blockchains. 

Solidity's syntax was based on JavaScript, which makes the language easier to pick up, and it also borrows 

concepts from C++ and Python.

• Solidity is Function-based and uses Modifiers to control execution and Events to record what happens during the 

execution of a Solidity DApp.

• Javascript

• Vyper (or Serpent)

• Like Python

• LLL

• Lisp-Like Language

Special Note:  All production EVM programs use “Gas” which is the measure of the cost of executing the DApp.  This discourages misuse of 

EVM resources as well as sloppy or ineffective or inefficient or evil programming practices.  Gas is measured in units of “Eth” and the 

smallest unit is a “Wei”, which is 10-18 Ether.  The best Ethereum DApp Developers will thoroughly test their programs in advance and know 

what to expect in terms of the resource usage and consumption.  It is considered sloppy programming to allow a program to run out of “Gas” 

before it has completed its designed mission. 
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Ethereum DApp Development – Solidity with the Remix Compiler
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Example High-Level Implementation Diagram for a Solidity DApp 

(Example Business Case: 

Crowdfunding Application)

Transaction: Create 

Contract

· uint deadline

· uint goal

Externally Owned 

Account

Transaction: 

checkGoalReached ()

Transaction: fund ()

· value

EOAs

Create

contract

Check if 

crowd- 

funding 

goal is 

reached

Creates 

and

 owns

Fund 

campaign

EOAs

send

transactions

Contract Crowdfunding

State Variables

Functions

Modifiers

Events

· Crowdfunding(uint_deadline, uint_goal)

· checkGoalReached ()

· fund()

· destroy()

· struct Backer {address addr; uint amount;}

· address public owner;

· uint public backers;

· uint public deadline;

· string public campaignStatus;

· bool ended;

· uint public goal;

· uint public amountRaised;

· mapping (uint => Backer) backers;

· Deposit (address_from,uint_amount)

· Refund (address_to,uint_amount)

· onlyOwner()

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 



Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Topic 11: How to Design and Implement a 

Blockchain Solution Project – an Organized 

High-Level Step-by-Step Approach
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Simple Blockchain Application Model

Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 
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Example of a Blockchain Application

Source: Blockchain Enabled Applications: Understand the 
Blockchain Ecosystem and How to Make it Work for You  by 
Vikram Dhillon, David Metcalf, Max Hooper 
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Creating a DApp

1. Analysis

2. Design

3. Implementation

Identify the entities involved, their roles and types of interactions 

between them (e.g. contract owner, users, devices)

Analysis

Design

Implementation

Model the entity attributes as state variables and interactions 

between them as functions.  Also capture the dependencies and 

constraints

Implement the contracts (including state variables, functions, 

modifier and events) in a higher-level languages such as Solidity 

For Dapp, also implement the front-end (HTML and CSS) and 

backend (Javascript).

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Creating a DApp - Analysis

· Creates campaign

· Checks Campaign status

Campaign Owner

Campaign backers

Crowdfunding

Campaign

· Fund campaign

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Creating a DApp - Design

· Creates campaign

· Checks Campaign status

Campaign Owner

Campaign backers

Crowdfunding

Campaign

· Fund campaign

· address public owner;

· struct Backer {address addr; uint amount;}

· mapping (uint => Backer) backers;

· uint public backers;

· uint public deadline;

· string public campaignStatus;

· bool ended;

· uint public goal;

· uint public amountRaised;

· Crowdfunding(uint_deadline, uint_goal)

· checkGoalReached ()

· fund()

}

}
}

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Creating a DApp - High-Level Implementation Diagram

(Example Business Case: 

Crowdfunding Application)

Transaction: Create 

Contract

· uint deadline

· uint goal

Externally Owned 

Account

Transaction: 

checkGoalReached ()

Transaction: fund ()

· value

EOAs

Create

contract

Check if 

crowd- 

funding 

goal is 

reached

Creates 

and

 owns

Fund 

campaign

EOAs

send

transactions

Contract Crowdfunding

State Variables

Functions

Modifiers

Events

· Crowdfunding(uint_deadline, uint_goal)

· checkGoalReached ()

· fund()

· destroy()

· struct Backer {address addr; uint amount;}

· address public owner;

· uint public backers;

· uint public deadline;

· string public campaignStatus;

· bool ended;

· uint public goal;

· uint public amountRaised;

· mapping (uint => Backer) backers;

· Deposit (address_from,uint_amount)

· Refund (address_to,uint_amount)

· onlyOwner()

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Best Practice – Using Templates and 

Patterns for Blockchain DApp 

Development
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Blockchain Application Template – Many to One

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Blockchain Application Templates

Contract owner

Users

EOAs

Calls and 

Transactions
Creates 

and

 owns

Contract

State Variables

Functions

Modifiers

Events

Many-to-One

Calls and 

Transactions

Externally Owned 

Account (EOA)

Account Address

Account Keys

Ether Balance

Some Current Examples

· Crowdfunding

· Event Registration

· Voting

· Name Registration
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Blockchain Application Template – Many to One for IoT 

Applications

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Contract owner

Users

EOAs

Calls and 

Transactions

Contract

State Variables

Functions

Modifiers

Events

Externally Owned 

Account (EOA)

Some Current Examples

· Solar charging stations

· Smart switch

Blockchain Application Templates

Many-to-One for IoT Applications 

Calls and 

Transactions

IoT Device

Calls and 

Transactions
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Blockchain Application Template – Many to One for Financial 

Applications

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Users

Some Current Examples

· Product sales

· Stock photos

· Document verification

Blockchain Application Templates

Many-to-One for Financial Applications 

Calls and 

Transactions

EOAs

Contract

State Variables

Functions

Modifiers

Events

Calls and 

Transactions

EOAs

Roles

· Buyer

· Consumer

· Verifier

Contract owner

EOA

Calls and 

Transactions

Roles

· Seller

· Producer

· Creator

Users
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Blockchain Application Template – Many-to-Many or Peer-to-Peer

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Party A

Some Current Examples

· Call option

· Interest rate swap

Blockchain Application Templates

Many-to-Many  or  Peer-to-Peer 

A’s Trading

 Account

Contract

State Variables

Functions

Modifiers

Events

5. Validate

contract

Party B

B’s Trading

 Account

6. Authorize 

account

7. Settlement

4.
 F

un
d

ac
co

un
t

8. Settlement

2. Initiate

contract

1. Fund

account

3. Authorize 

account
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Common DApp Patterns

• Condition-Effects-Interaction

• Withdrawal

• Access Restriction

• Mortal

• Automatic Expiration

• Rejector

• Circuit Breaker

• Allow Once Per Account

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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Topic 12: How to Help your Organization 

Rapidly Ramp Up Skills and Readiness for 

Blockchain Application Development
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The Required Skills for a Blockchain Development Staff
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Additional Skills Required for a Blockchain Development Staff

• Web3.js

• DApp development

• UI and UX Design and Testing Skills

• Deep understanding of compiled code, Gas, and the Ethereum Virtual Machine (EVM)

• Secure coding

• Defensive coding

• Egoless Programming

• Stringent Code Reviews

• Networking

• Understanding of Protocols

• Planning

• Requirements

• Technical Specifications and Writing

• Design

• Architecture – Infrastructure, Data, and Security

• Testing – Testing – Testing

• Simulation

• Troubleshooting

And don’t forget 
PROJECT MANAGEMENT &
PROGRAM MANAGEMENT!
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The Challenges

• Huge Learning Curve

• DApps with Web3 and the EVM are not your 

Father’s Web Developer Workbench

• You can really screw this up – easily

• Learning Egoless Programming

• Turnover – Once people get training and 

experience they may leave
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Solving the Challenges & Winning

Find and utilize quality resources to accelerate your learning curve and 

immersion into the Blockchain World

Establish a Blockchain Expert or Champion imbued with the responsibility to 

be the Blockchain Evangelist

Build strong Learning Teams – Use Peter Senge’s Learning Team Disciplines

Shared Vision

Personal Mastery

Mental Modeling

Team Learning

Systems Thinking

Stay abreast of Blockchain Technologies and Blockchain Politics and 

Blockchain Evolution

Join and participate in Local Blockchain Meetups

Go International - Get involved with the Internet Society and the Blockchain 

Special Interest Group - Both are free and the Blockchain SIG has great 

people and projects and leadership

www.internetsociety.com

https://www.isoc-bsig.org/

https://www.linkedin.com/company/isoc-blockchain-sig/

http://www.internetsociety.com/
https://www.isoc-bsig.org/
https://www.linkedin.com/company/isoc-blockchain-sig/


Copyright © 2019 Information Systems Audit and Control Association, Inc. All rights reserved. #NACACS

Roadmap to "Blockchain" Your IT Organization: How to Help Your IT Staff Go from 

Square One to Competence & Dominance in Blockchain Technologies
P
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ti
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Start

Continue

Continuosly

Learn the 

Terminology and 

Concepts.

Perform a 

Baseline Skills 

Inventory and 

Assessment

Blockchain 

Introduction and 

Orientation

Review Real-

World Use Cases 

and Applications

Read Papers & Join 

Blockchain Meetup 

Groups, and other 

Blockchain-related 

Organizations like 

www.isoc-bsig.org

Remediate Skills 

Gap with 

Consultants, 

Training, and/or 

Mentoring

Perform Detailed 

Requirements 

Analysis

Baseline your 

Capabilities

Create a 

Blockchain 

Solution Design 

Based on the 

Detailed Analysis

Perform Gap 

Analysis of Needs 

versus Capabilities 

Analyze your initial 

Blockchain Needs 

and Requirements

Create a Blockchain 

Solution Design 

Based on the 

Detailed Analysis and 

the Appropriate DApp 

Template

Identify the 

Appropriate 

Blockchain 

Solutions 

Template

Perform Detailed 

Requirements 

Analysis

Create an 

Implementation 

Diagram for the 

Blockchain Dapp 

Solution based on the 

Design

Implement the 

Blockchain DApp 

Solution based on the 

Implementation 

Diagram

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements

Select the Type of 

Blockchain

Validate the

DApp Prototype

Add Additional 

Features to the 

DApp Prototype 

Prepare and 

Validate the 

Blockchain DApp 

Development 

Environment

Test, Validate, and 

Publish Results

Implement a 

Prototype a Proof 

of Concept DApp 

solution

Perform Analysis, Design 

Testing and 

Implementation based on 

Previous Experience and 

Lessons Learned

Review Lessons 

Learned from 

Previous Tracks or 

DApps

Incorporate the use of 

Agile/Scrum and DevOps 

in the Blockchain 

Solution Development 

Lifecycle

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements &

Publish Results

Focus on Implementing 

Techniques to Optimize 

the Analysis, Design, 

Testing and 

Implementation
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Blockchain 

Implementation 

Roadmap
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Conclusion – Day 1
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Conclusion 

We covered: 

• History of Money and Conventional 

Ledger Functions

• Bitcoin Basics

• Tokenized Economy and Crypto 

Currency Concepts

• Blockchain Technology 

• Ethereum Blockchain Technology

• Blockchain Beyond Bitcoin

• Blockchain Limits and Challenges

• Blockchain Security 

• Examples of Real-world Blockchain 

Applications

• The Ethereum EVM, Smart Contracts, 

and Solidity

• How to Design and Implement a 

Blockchain Solution Project – an 

Organized High-Level Step-by-Step 

Approach

• How to Help your Organization Rapidly 

Ramp Up Skills and Readiness for 

Blockchain Application Development
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Conclusion 

Source: Blockchain still vulnerable to hacks despite security hype, but here are some solutions by James Nguyen. Retrieved from 
https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/ -

From James Nguyen
February 12, 2019

https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/
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Questions?
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Questions?

General George S. PattonCrypto Rebels 

Revealed

Wired Magazine, 

February 1993

Book of Satoshi

Collected Writings 

Of Satoshi Nakamoto
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References – 12 Free Blockchain Resources

1. William Slater’s Blockchain Resource Page http://billslater.com/blockchain

2. Factom University http://www.factom.com/university

3. Ethereum 101 http://www.ethereum101.org

4. Build on Ripple http://ripple.com/build

5. Programmable money by Ripple https://goo.gl/g8vFPL

6. DigiKnow https://youtu.be/scr68zFddso

7. Blockchain University http://blockchainu.co
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http://www.mutichain,com/blog
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https://www.meetup.com/Bitcoin-Open-Blockchain-Community-Chicago/
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6. Take Care When Using Exchanges
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8. Identify Your Blockchain Dev

9. Don’t Get Suckered

10. Don’t Trade Tokens Unless You Know What You’re Doing
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• ConsenSys: Decentralized Applications: http://www.consensys.net

http://www.r3cev.com/
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Practical Exercises
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Practical Exercise 01

Create a Hash

1. Visit this website and type information about yourself or a message, and use the 
SHA 256 hash algorithm to create a hash http://www.hashemall.com/

2. Save the hash value.

3. Visit this website to decrypt your hash message: 
http://md5decrypt.net/en/Sha256/

http://www.hashemall.com/
http://md5decrypt.net/en/Sha256/
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Practical Exercise 02

Decode a Hash

Hash: 9ec4c12949a4f31474f299058ce2b22a

This hash is found on the emblem of U.S. 
Cybercommand.  It is a message that was 
hashed

Using a commonly known hashing algorithm.  
Use this website to see if you can decrypt this 
Hash and see the message: 
http://www.hashemall.com/

http://www.hashemall.com/
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Practical Exercise 03

Create a Blockchain record using BigchainDB

• Visit this website and create your first Blockchain record:

• https://www.bigchaindb.com/getstarted/

• Copy and Save the results to a local text file named:  
YYYY_MMDD_FirstName_LastName_My_First_Blockchain_Transaction_.txt

https://www.bigchaindb.com/getstarted/
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Practical Exercise 04

Download and install Geth, the Ethereum Blockchain software

• Visit this website, to download Geth:

• https://geth.ethereum.org/downloads/

2. Install Geth into a directory you will create: c:\ethereum

3. At the command line, launch Geth in testnet mode

4. Switch to miner mode

5. Extra Credit:  if you set up an Ethereum Account, you can actually write data (like your name) 

to the Ethereum Blockchain and view it

https://geth.ethereum.org/downloads/
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Practical Exercise 04

Source: https://geth.ethereum.org/downloads/

Download Geth

https://geth.ethereum.org/downloads/
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Practical Exercise 04

Source: https://geth.ethereum.org/downloads/

Installing Geth

https://geth.ethereum.org/downloads/
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

Starting the Javascript Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Getting Started with Ethereum Private Blockchain

Source: https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/

https://dzone.com/refcardz/getting-started-with-etherium-private-blockchain?chapter=1/
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/Command-Line-Options

Geth Command Line

https://github.com/ethereum/go-ethereum/wiki/Command-Line-Options
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Practical Exercise 04

In Windows, Geth at the Command
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Practical Exercise 04

In Windows, Geth at the Command Line

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Practical Exercise 04

In Windows, Geth at the Command Line

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Practical Exercise 04

In Windows, Geth at the Command Line

Source: Introducing Ethereum and Solidity – by Chris Dannen (Published by Apress) 
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 04

Source: https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console

https://github.com/ethereum/go-ethereum/wiki/JavaScript-Console
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Practical Exercise 05

Write a brief scenario that describes how Blockchain Technology would benefit your 

organization.
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Practical Exercise 06

Using Analysis and  Design Diagrams and Guidelines from the Lecture, write or 

describe in diagrams, a high-level scenario for a Blockchain application that could 

benefit your organization.
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Practical Exercise 07

If you understand how Blockchain technologies could benefit your organization:

1. Write a brief plan how to deploy Blockchain Resources to make achieve your goals.

Or

2.    Write a brief list of the things your organization needs to ramp up and get prepared to deploy 

Blockchain Technologies to help your organization achieve its Blockchain-related goals.



William Favre Slater, II

William Favre Slater, III

➢ 312-758-0307

➢ slater@billslater.com 

➢ williamslater@gmail.com

➢ http://billslater.com/interview

➢ 1515 W. Haddon Ave., Unit 309
Chicago, IL  60642
United States of America
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