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Introduction  

Å Telework has been growing in popularity during the past 20 years due to 
the steady growth of the Internet and secure enabling technologies.   

Å In 2010, the Federal Telework Act was signed into law providing 10s of 
thousands of Federal workers the option to perform Telework regularly. 

Å Telework is often misunderstood, and has its own unique risks, 
challenges, and perils.   

Å Not properly planning how and when your staff will perform telework, 
can represent unacceptable risk and provide a formidable barrier to your 
¢ŜŀƳΩǎ ǎǳŎŎŜǎǎΦ 

Å This presentation will provide a good look at what teleworking is, and 
how to deal with the risks, challenges, and perils of telework.   

June 18, 2015 Telework:  Risks, Challenges, Perils, and Successes - ISACA & ISSA Chicago 2015 - William Favre Slater, III 3 



4 June 18, 2015 Telework:  Risks, Challenges, Perils, and Successes - ISACA & ISSA Chicago 2015 - William Favre Slater, III 



ÅάVirtual Distance is a psychological distance created between 
people by an over-ǊŜƭƛŀƴŎŜ ƻƴ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΦέ 

ÅAs Virtual Distance rises, these observed effects have  been 
noted: 
ï50% decline in project success (on-time, on-budget delivery) 

ï90% drop in innovation effectiveness 

ï80% plummet in work satisfaction 

ï83% fall off in trust 

ï65% decrease in role and goal clarity 

ï50% decline in leader effectiveness 

(Lojeski and Reilly, 2008) 

Understand Virtual Distance 
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Defining the Environment  
Å Remote workers, often working across multiple time zones 

Å {ŜŎǳǊŜ LƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴǎΣ ǳǎǳŀƭƭȅ ŦǊƻƳ ǘƘŜ ŜƳǇƭƻȅŜŜǎΩ 
homes 

Å E-Mail 

Å Teleconference meetings, via phone 

Å Phone calls (either land line or cell phone) 

Å Live Meeting (for presentations) 

Å Live Communicator (for online chats) 

Å Interaction with Management, Team members, and the 
Customer 

Å Work usually performed on company-supplied laptops after 
onboarding 

Å Occasional business trips, lasting from 2 to 5 days 
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Culture  

To have a Successful Teleworking 
Organization, create a Culture that is: 

ÅSupportive 

ÅElectronically Connected & responsive 

ÅCollaborative 

ÅInformal to Semi-formal 

ÅMutual respect 

ÅResponsive and Customer-focused 

ÅSemi-autonomous & Self-managed 
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Teleworking Advantages  

Å Increased Productivity 

ÅMinimal infrastructure and office support 

ÅCost savings 

ÅEcological benefits 

ÅEasy to recruit & engage workers  
with disabilities 

ÅWork - life balance 

Å Individual control 

ÅGood for Employee Morale 

ÅExtended reach for talent pool 
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Other Critical Requirements  

for Successful Teleworking  

Successful 
Teleworking 

Telework 
Policy 

Telework 
Agreement 

Telework 
Schedule 

Telework 
Communi-

cations 
Plan 

Telework 
Work 
Plan 

Telework 
Training 

Telework 
Security 

Plan 

Source:  http://www.telework.gov   
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10 Telework Risks  
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Missing Employees, Unproductive Behaviors, Lack of Personal Accountability 

Risk of unauthorized physical access to corporate information stored on a remote PC 

!ƴ άŀƭǿŀȅǎ ƻƴ ŎƻƴƴŜŎǘƛƻƴέ Ŏŀƴ ōŜ ŀ ƭƛƪŜƭȅ ǘŀǊƎŜǘ ŦƻǊ ŀǘǘŀŎƪŜǊǎ ŀƴŘ ƳŀƭǿŀǊŜΦ 

Bridging networks from remote Home Networks to Corporate Networks creates the 
opportunity for cyberattacks (i.e. Zombies, botnets and other serious malware, APTs, etc.) 

Teleworker behavior associated with downloading of unauthorized programs. 

Lack of Telework Training 

Lack of Telework Policies 

Lack of Telework Agreement 

Lack of Telework Schedule 

Lack of Telework Work Plan 
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Telework Challenges & Solutions  
for Management & Teams 

Category Challenge Solution 

Management and Teams Meeting Customer Expectations  Always show the Customer that we are Customer-
focused and listening to his or her expectations. 

Management and Teams 
 

Managing and collaboration  across Time Zones  Ask for flexibility and adaptability. 

Management and Teams 
 

Getting Access to Government Furnished Equipment 
and Customer Resources 

Alerted the Customer about the issue(s).   

Management and Teams 
 

Meeting Schedule Challenges Hire professionals that rise to meet the challenge. 

Management 
 

Keeping Team Members Productive, Engaged, and 
Motivated in spite of the Challenges 

Hire professionals that rise to meet the challenges. 
 

Management and Teams 
 

Attending meetings and still getting work done and 
avoiding burnout 

Hire professionals that rise to meet the challenge. 

Management and Teams 
 

Technical Support Ensure that people are available and that they have 
back-ups. 

Management and Teams 
 

Meeting Customer Management Expectations, Delivery 
and Report Schedules 

Hire professionals that rise to meet the challenge. 

Management and Teams 
 

Meeting Management Expectations and Reports 
Schedules 

Hire professionals that rise to meet the challenge. 
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To Telework or Not to Telework  
 10 Reasons You May Not be Cut-out to  

Be a Teleworker  

1.   You fall prey to external distractions 

2.  You're a sitting duck for internal distractions 

3.  You can't put together the necessary equipment, services, or 
infrastructure to do your job 

4.  You can't sustain enough (or any) proactive contact with the 
office 

5.  You don't function well without a lot of structure 

6.  You have a manager who can't or won't manage remotely 

7.  You can't establish boundaries with friends, family, or 
neighbors 

8.  You can't bring yourself to quit for the day 

9.  You can't work independently 

10.  You hate missing out on collaborative opportunities 
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Telework Perils  
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Top Telework Perils 

Data Breach 

Network Security Breach 

Unauthorized Physical Access to Corporate Information on a Remote PC 

An άŀƭǿŀȅǎ ƻƴ ŎƻƴƴŜŎǘƛƻƴέ is a tempting Target for Attackers and Malware 

Unwillingness or inability to abide by Telework Policies and Procedures creates vulnerability 
for the organization and introduces excessive risk. 



Lessons Learned the Hard Way  

Event Lesson Comments 

The MIA Java Developer Randomly check up on Team 
members 

As a response, the 
organization  put 
management processes into 
place to ensure that people 
are engaged and 
productive.  It also raised 
the bar on screening and 
procurement and staff 
acquisition. 

Who let the dogs out? Remember that your home 
environment becomes part of 
your teleconference 
meetings. 

The organization published 
and distributed Phone 
Etiquette guidelines. 
 

5ƻƴΩǘ ŦƻǊƎŜǘ ǘƘŀǘ aǳǘŜ .ǳǘǘƻƴΗ Remember to use the mute 
button during teleconference 
meetings. 
 

The organization published 
and distributed Phone 
Etiquette guidelines. 

¸ƻǳ ŎŀƴΩǘ ōŜ ŀ .ŀōȅ {ƛǘǘŜǊ !b5 ŀ .ǳǎƛƴŜǎǎ !ƴŀƭȅǎǘΧ You cannot baby-sit your kids 
while you are working from 
home. 

The Customer usually 
forbids this and so do most 
companies. 
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