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Abstract

A Since Blockchain became witlown as the foundational set of technologies that
enabled the creation and operation of Bitcoin, it has captured the attention and
imagination of developers, industry leaders, and investors. This is because as a set
technologies that use consensus and paepeer, decentralized systems, it creates
immutable data records and enables trust and disintermediation at scale. So what i
preventing Blockchain from changing the world?

A tNSaSyiGftes Ylyeée LIS2L}S dzy RSNRUOUFYR GKS
understand it at a level to sufficiently address the most fundamental and important
aspects of Information Assurance: Security and Auditing. This ambitious presentati
will present some of the challenges that are preventing mass adoption of Blockchair
and some practical solutions to those challenges. Specifically: 1) Threats and
Vulnerabilities in Blockchaimased systems; 2) How to Secure Blockchain infrastructu
and applications; 3) How to perform Secure Software Development for Blockchain
applications by design, coding practices, testing and verification; 4) Blockchain and
Auditing 5) Concepts of Auditing the Data and Transactions in Blockchain Data
Structures; and 6) Automating the Auditing of Blockchains and Blockchain Applicatic

Slater Technologies

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditidliam Favre Slater 111 3




Presentation Location

&



http://billslater.com/writing

For a Cynical & Humorous View of Blockche

ATTACK

OF THE
00 FOOT

BLOCKCHAIN

- This is a good and very readable book.
> s e 4 b.’
y &
e &
oG
oy b o
\ \).** ’)

)
BITCOIN, BLOCKCHAIN,
ETHEREUM & SMART CONTRACTS

DAVID GERARD




ISIS_ovesBitcoin (or TheyDid Love It)

O

adaml
AL SADAQAH

SUPPORTING THE MUJAHIDIN IN SYRIA WITH

Comment:
WEAPONS, FINANCIAL AID AND OTHER é\
PROJECTS ASSISTING THE JIHAD. )

Y This actually
€ NI clacbuall g Lol Ly o uiblaall pos T

S Lial) e W sl AL SADAGAH ﬁ 7\ ﬁ y Q l:l
e Tk il * for 1S1Sand

Donate safely and securely with Bitcoin

i o o Sy b their Donors

bitcoin

2thBebZMthDst3foTprf

® 15KeZ1AY Enough said.

: P . N
@ @alsadagahsyria Donate gnony;mously with Cryvpzagiurrency Ff@o@
®+963 935 740 232 A s e SOk AP

Slater Technologies

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditidliam Favre Slater 111 6




Free Blockchain Daily Newspaper:
Blockchain Matters

A Curated Daily Web Newspaper Dedicated to Blockchain, Blockchain-related Technologies, & CryptoEconomics

HEADLINES TECHNOLOGY BUSINESS WORLD POLITICS LEISURE SCIENCE #BLOCKCHAIN MORE ~

. W . CryptoGalaxy 2.0 — Into an Era of
The Evolution Of Bitcoin In Terrorist Origin

Financing - bellingcat N

Pl Shared by
pio /. @ = v fe

www.bellingcat.com - crupto B Golony Wm Favre Slater, Ill

Terrorists have been

tinkering with bitcoin as : Sr. Consultant in Cybersecurity & Blockchain -
early as 2012 — but . More information at http:/billslater.com/blockchain
- today, jihadi al and http:/billslater.com/interview
L New creatures in origin ¢4
sy i ol o crowdfunding //
P s Y | o ey A ol gl -
campaigns have been o

on the rise. Some think

that since most of these ]
campaigns haven't medium.com - CrytoGalaxy has gained

raised significant... popularity with a fast-growing number of
players since its debut in 2018. As a thank-you
surprise to all its loyal fans, a long-awaited
CryptoGalaxy 2.0 recently showed up with...

Ripple in 'Multiple' M&A Talks, Plans 100 New
Contracts in 2019

Deloitte Ditches Ethereum for
VeChain, Brags about Overtaking

cryptonews.com - Ripple, a California-based Bitcoin Transactions
major blockchain startup focusing on the

banking sector, is in talks over "multiple” B
potential investments and acquisitions, CEO

- A EY T
Brad Garlinghouse confirmed. In an ’ f. m
intervie ‘—

More information:https://paper.li/billslater/1530793250#/
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AWhy Blockchain Is Important?
AWhat Is Blockchain?
AWhy Blockchain?
AlLatest Blockchain News
ABlockchain Security
ABlockchain Auditing
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AFinal Thoughts
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Why Is Blockchain Important?

1) Creates the capability for immutable transaction data

2) Peerto-Peer & Decentralized

3) Secure (relatively speaking)

4)Rapidly growing in popularity

5)Large companies like WalMart, IBM, and suppliers are
using it solve realvorld challenges.

6) Congress introduced a Bill in July 2019, the Blockchain
Promotion Act of 2019

I - Slater Technologies | I
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Why Is Blockchain Important?

BELOCKCHAIN

U.S. Senate approves Blockchain Promotion Act to formally explore
opportunities for the technology

JULY 12, 2019, 3:24PM EDT

The U.5. Congress is working on legislation defining blockchain.

The Senate Commerce, Science and Transportation Committee approved the Blockchain Promotion Act, CHNET
reports. The bipartisan legislation instructs the 1.5, Department of Commerce to set up a working group to define
what “blockchain™ is.

The bill aims to create a blockchain definition an the federal level to ensure uniformity in definition among states.
Besides preparing the definition, the Blockchain Working Group will also provide recommendations on potential
applications of blockchain, including on how federal agencies could take advantage of the technology.

Members of the working group will include both governmental and non-governmental stakeholders:
representatives of Federal agencies that could benefit from blockchain as well as information and communication
technology manufacturers, suppliers, software providers, service providers, vendors, and subject matter experts.
“Blockchain is an exciting new technology with great potential and promise,” said U.5. Sen. Ed Markey, a co-

sponsor of the bill. According to Markey, the legislation would help *further understand applications for this
technology and explore opportunities for its use within the federal government.” I Slater Technologies I
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Why Is Blockchain Importarnit

Accessible
Open source

Easily provides three challenging elements of Haekerian Hexaanodel for
security:

A Authenticity
A Control

A Utility | o
It WORKS! I e
Business enabler

Reduces risk of computer fraud
It is being widely adopted for trusted computing

Blockchain developers and architects are in great dem

for every Blockchain professional there are 14 open positic Donn B. Parke
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A Logical Diagram of a Blockchain Network
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http://bitcoin.stackexchange.com/questions/51043/aws-elb-for-bitcoin-node-discovery
https://creativecommons.org/licenses/by-sa/3.0/

What Is Blockchain?

ALGQa tA1S Iy hLSNYOGAYy3 {eaidSY GKIFd NARS
on Linux, Unix, and of Windows

A Distributed Ledger

A Decentralized, Peen-Peer

A Popularized by Satoshi Nakamoto (Bitcoin
inventor) o

A Uses Publiey Cryptography and Hashing uble Key vk Koy Fubic Koy

A Appendonly Transactions (no deletes or :
modifications to data)

A The Open Source Code already exisGithub
(Bitcoin and Ethereum)

A Immutable (cannot delete blocks or change df
in blocks)

A Driven by consensus protocol(s)
A Proof of Work
A Proof of Stake
A Etc.

A¢cKS ¢62NI RQa fI NBSad .ft201OKFAY 5Fdlol as

Bitcoin Blockchain Database, with 180 GB (it
| s |

R2SayQu aolfS @OSNE 4Sftfo
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What Is Blockchain?

A From Blockchain Consensus Protocol Guide:
A A blockchain is a decentralized pder
peer system with no central authority

figure. T R
A While this_ creates a system that is (_jevpi et P
of corruption from a single source, it still — e i
create a major problems: ] i ]
How are any decisions made? | |
How does anything get done? et

Think of a normal centralized organization.
A All the decisions are taken by the leader

Owner 3's

I 62 NR 2F RSOAaA?Z2 o Koy e Koy Prvso ey
possible in a blockchain because a
0f 201 OKIFAY Kl & y?2
blockchain to make decisions, they need

G2 02YS (2 | O2yaSyadza dzaAy3d aO2yasSy:

YSOKIYyAaYaco
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¢tKS C¢CSNXY a
A Name for a data structure
A Name for an algorithm
A Name for a suite of Technologies
A An umbrella term for purely
distributed peerto-peer
systems with a common
application area

A A peerto-peer-based operating e
system with its own unique rule A=
set that utilizes hashing to

provide unique data

Figure 1.4 A peer-to-peer (P2P) network is made of
nodes that communicate directly with each other
without the coordination of a master node.
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Blockchaing Simplified View

, , , later Technologi
Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Gekprasg: Slater Technologies
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