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Abstract
Å Since Blockchain became well-known as the foundational set of  technologies that 

enabled the creation and operation of Bitcoin, it has captured the attention and 
imagination of developers, industry leaders, and investors.  This is because as a set of 
technologies that use consensus and peer-to-peer, decentralized systems, it creates 
immutable data records and enables trust and disintermediation at scale.  So what is 
preventing Blockchain from changing the world? 

Å tǊŜǎŜƴǘƭȅΣ Ƴŀƴȅ ǇŜƻǇƭŜ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ōŀǎƛŎǎ ƻŦ .ƭƻŎƪŎƘŀƛƴ ¢ŜŎƘƴƻƭƻƎȅΣ ȅŜǘ ǘƘŜȅ ŘƻƴΩǘ 
understand it at a level to sufficiently address the most fundamental and important 
aspects of Information Assurance:  Security and Auditing.  This ambitious presentation 
will present some of the challenges that are preventing mass adoption of Blockchain, 
and some practical solutions to those challenges.  Specifically:  1) Threats and 
Vulnerabilities in Blockchain-based systems; 2) How to Secure Blockchain infrastructure 
and applications; 3) How to perform Secure Software Development for Blockchain 
applications by design, coding practices, testing and verification; 4) Blockchain and 
Auditing 5) Concepts of Auditing the Data and Transactions in Blockchain Data 
Structures; and 6) Automating the Auditing of Blockchains and Blockchain Applications.
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Presentation Location

http://billslater.com/writing
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For a Cynical & Humorous View of Blockchain

This is a good and very readable book.
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ISIS Loves Bitcoin (or They DidLove It)

Their Public Key

Comment: 
This actually 
ŘƛŘƴΩǘ ŜƴŘ ǿŜƭƭ 
for ISIS and 
their Donors.

Enough said.
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Free Blockchain Daily Newspaper: 

More information: https://paper.li/billslater/1530793250#/
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ÅWhy Blockchain Is Important?
ÅWhat Is Blockchain?
ÅWhy Blockchain?
ÅLatest Blockchain News
ÅBlockchain Security
ÅBlockchain Auditing
ÅConclusion
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ÅReferences
ÅSupplemental Slides
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Why Is Blockchain Important? 
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Why is Blockchain Important?

1)Creates the capability for immutable transaction data
2)Peer-to-Peer & Decentralized
3)Secure (relatively speaking)
4)Rapidly growing in popularity
5)Large companies like WalMart, IBM, and suppliers are 

using it solve real-world challenges.
6)Congress introduced a Bill in July 2019, the Blockchain 

Promotion Act of 2019 

August 15, 2019 A Brief Introduction to Blockchain, Blockchain Security, & Blockchain Auditing- William Favre Slater III 10



Why is Blockchain Important?
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Why Is Blockchain Important?
Å Accessible

Å Open source

Å Easily provides three challenging elements of the Parkerian Hexad model for 
security:
Å Authenticity

Å Control

Å Utility

Å It WORKS!

Å Business enabler

Å Reduces risk of computer fraud

Å It is being widely adopted for trusted computing

Å Blockchain developers and architects are in great demand: 
for every Blockchain professional there are 14 open positionsDonn B. Parker
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ParkerianHexad?
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What is Blockchain?
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A Logical Diagram of a Blockchain Network

Source: This Photoby Unknown Author is licensed under CC BY-SA
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What Is Blockchain?
ÅLǘΩǎ ƭƛƪŜ ŀƴ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ǘƘŀǘ ǊƛŘŜǎ ƻƴ ǘƻǇ 

on Linux, Unix, and of Windows
ÅDistributed Ledger
ÅDecentralized, Peer-to-Peer
ÅPopularized by Satoshi Nakamoto (Bitcoin 

inventor)
ÅUses Public-Key Cryptography and Hashing
ÅAppend-only Transactions (no deletes or 

modifications to data)
ÅThe Open Source Code already exists in Github

(Bitcoin and Ethereum)
Å Immutable (cannot delete blocks or change data 

in blocks)
ÅDriven by consensus protocol(s)
Å Proof of Work
Å Proof of Stake
Å Etc.

Å¢ƘŜ ǿƻǊƭŘΩǎ ƭŀǊƎŜǎǘ .ƭƻŎƪŎƘŀƛƴ 5ŀǘŀōŀǎŜ ƛǎ ǘƘŜ 
Bitcoin Blockchain Database, with 180 GB (it 
ŘƻŜǎƴΩǘ ǎŎŀƭŜ ǾŜǊȅ ǿŜƭƭύ

ÅBlockchain IS NOT Cryptocurrency, BUT 
Cryptocurrency uses Blockchain
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What Is Blockchain?

ÅFrom Blockchain Consensus Protocol Guide:
ÅA blockchain is a decentralized peer-to-

peer system with no central authority 
figure. 

ÅWhile this creates a system that is devoid 
of corruption from a single source, it still 
create a major problems:

How are any decisions made?
How does anything get done?
Think of a normal centralized organization.

ÅAll the decisions are taken by the leader or 
ŀ ōƻŀǊŘ ƻŦ ŘŜŎƛǎƛƻƴ ƳŀƪŜǊǎΦ ¢Ƙƛǎ ƛǎƴΩǘ 
possible in a blockchain because a 
ōƭƻŎƪŎƘŀƛƴ Ƙŀǎ ƴƻ άƭŜŀŘŜǊέΦ CƻǊ ǘƘŜ 
blockchain to make decisions, they need 
ǘƻ ŎƻƳŜ ǘƻ ŀ ŎƻƴǎŜƴǎǳǎ ǳǎƛƴƎ άŎƻƴǎŜƴǎǳǎ 
ƳŜŎƘŀƴƛǎƳǎέΦ
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¢ƘŜ ¢ŜǊƳ ά.ƭƻŎƪŎƘŀƛƴέ
ÅName for a data structure
ÅName for an algorithm
ÅName for a suite of Technologies
ÅAn umbrella term for purely 

distributed peer-to-peer 
systems with a common 
application area
ÅA peer-to-peer-based operating 

system with its own unique rule 
set that utilizes hashing to 
provide unique data
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Blockchain ςSimplified View

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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