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THE INTERNET IN 2022

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 3



The Internet is a Huge and Global Place

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 4



Every Continent and Country Is Connected
24 x 7

Notes: 1) Satellite connections are omitted here.  2) Due to totalitarian policies, the governments 
of 23 countries did temporarily shut down the Internet for their Citizens this year.
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Relatively 
Speaking
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Relatively 
Speaking
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Relatively 
Speaking
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In the Beginning… 
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ARPANET September 1969



ARPANET, March 1977
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Innovations that led to the Modern Internet
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Modern 
Version of 
Maslow’s 

Hierarchy of 
Needs
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2019 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2020 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2021 - What 
Happens on 
The Internet 

in 60 
Seconds?
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2022 - What 
Happens on 
The Internet 

in 60 
Seconds?
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What 
Happens 
on 
The 
Internet 
in One 
Second?
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Digital Around the World - 2020
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Digital Around the World - 2021
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The 100 
Biggest 

Websites 
on the 

Internet

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 20



September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 21



CYBERSECURITY
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SECURITY – WHAT IS IT EXACTLY?
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What Is Security?

• Definitions

– Security is defined as “the quality or state of being 
secure—to be free from danger” 

– Security is often achieved by means of several 
strategies undertaken simultaneously or used in 
combination with one another

• Specialized areas of security

– Physical security, operations security, 
communications security, and network security
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What Is Security? (cont’d.)

• Information security

– The protection of information and its critical 
elements (confidentiality, integrity and 
availability), including the systems and hardware 
that use, store, and transmit that information

• Through the application of policy, technology, and 
training and awareness programs

• Policy, training and awareness programs and 
technology are vital concepts
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CNSS Security Model

Figure 1-1 Components of  Information security

Source: Course Technology/Cengage LearningSeptember 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 26



CNSS Security Model (cont’d.)

• C.I.A. triangle 
– Confidentiality, integrity, and availability 

– Has expanded into a more comprehensive list of 
critical characteristics of information

• NSTISSC (CNSS) Security Model 
– Also known as the McCumber Cube

– Provides a more detailed perspective on security

– Covers the three dimensions of information 
security

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 27



CNSS Security Model (cont’d.)

• NSTISSC Security Model (cont’d.)

– Omits discussion of detailed guidelines and 
policies that direct the implementation of controls

– Weakness of this model emerges if viewed from a 
single perspective

• Need to include all three communities of interest
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CNSS Security Model (cont’d.)

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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McCumber Cube Security Model

Figure 1-2 CNSS security Model

Source: Course Technology/Cengage Learning 
(adapted from NSTISSI No. 4011)
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Key Concepts of 
Information Security

• Confidentiality 

– The characteristic of information whereby only those 
with sufficient privileges may access certain 
information

• Measures used to protect confidentiality

– Information classification

– Secure document storage

– Application of general security policies

– Education of information custodians and end users

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 31



Key Concepts of 
Information Security (cont’d.)

• Integrity 

– The quality or state of being whole, complete, and 
uncorrupted 

• Information integrity is threatened 

– If exposed to corruption, damage, destruction, or 
other disruption of its authentic state

• Corruption can occur while information is 
being compiled, stored, or transmitted 
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Key Concepts of 
Information Security (cont’d.)

• Availability

– The characteristic of information that enables user 
access to information in a required format, 
without interference or obstruction

– A user in this definition may be either a person or 
another computer system

– Availability does not imply that the information is 
accessible to any user

• Implies availability to authorized users
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Key Concepts of Information Security 
(cont’d.)

• Privacy

– Information collected, used, and stored by an 
organization is to be used only for the purposes 
stated to the data owner at the time it was 
collected

– Privacy as a characteristic of information does not 
signify freedom from observation

• Means that information will be used only in ways 
known to the person providing it
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Key Concepts of Information Security 
(cont’d.)

• Identification
– An information system possesses the 

characteristic of identification when it is able to 
recognize individual users 

– Identification and authentication are essential to 
establishing the level of access or authorization 
that an individual is granted

• Authentication 
– Occurs when a control proves that a user 

possesses the identity that he or she claims
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Key Concepts of Information Security 
(cont’d.)

• Authorization

– Assures that the user has been specifically and 
explicitly authorized by the proper authority to 
access, update, or delete the contents of an 
information asset

– User may be a person or a computer

– Authorization occurs after authentication
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Key Concepts of Information Security 
(cont’d.)

• Accountability 

– Exists when a control provides assurance that 
every activity undertaken can be attributed to a 
named person or automated process 
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Parkerian Hexad

• Confidentiality

• Integrity

• Availability

• Control

• Authenticity

• Utility

Donn B. Parker

1929 - 2021
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What’s Wrong with Information Security 
and How to Fix It

• Video Lecture by Donn B. Parker
• http://www.youtube.com/watch?v=RW9hOBCSy0g
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1929 - 2021

http://www.youtube.com/watch?v=RW9hOBCSy0g


CYBERLAW AND EXAMPLES OF 
LAWBREAKERS
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CYBERCRIME
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In 2021, Cybercrime Exceeded
$6 Trillion in Damages
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2019 Global 
Cybersecurity 

Budget vs. 
Projected 

Cybercrime in 
2021
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2019 
Annual 

GDPs By 
Country
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Comparing 
Traditional 
Crime 
and 
Cybercrime
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10 Reasons 
Why 

Cybersecurity 
Should Be 
Your Top 

Priority in 
2019
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Cybercrime 
Facts & 
Statistics

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 48



2018 Cybercriminal Shopping List
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6 Ways Cybercriminal Get Your Information

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 50



Most Small 
Businesses Have 
Been Cybercrime 

Victims
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Numbers of Cybercrime Victims
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The Dark 
Web
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The Deep 
Web Vs. The 

Dark Web

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 54



THE INTERNET IS A HUGE PLACE
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The Deep Web Vs. The Dark Web

THE DEEP WEB AND THE DARK WEB ARE 
NOT THE SAME THING.

THE DEEP WEB HAS HARD-TO-FIND 
DATA AND INFORMATION THAT IS 

EITHER NOT NORMALLY INDEXED BY 
THE SEARCH ENGINES LIKE GOOGLE, 

BING, AND YAHOO, OR IT IS JUST VERY 
DIFFICULT TO FIND.

THE DARK WEB IS USUALLY FOR 
CYBERCRIMINALS AND SICK PEOPLE 

WANT TO DO BAD THINGS.
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The Dark 
Web
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The Dark 
Web

It’s an evil place

The domain of the cybercriminal

Everything is for sale, especially your sensitive 
data

Software Exploit kits are for sale for Cyber 
attacks

Appeals to people with sick minds

Requires a Tor Browser

Cryptocurrency is the coin of the realm
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The Dark Web Example – Silk Road
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Cybercrime Pays Well
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“If something is free, you’re 

not the customer; you’re the 

product.”

Bruce Schneier

Cybersecurity Researcher & Author

2016

Data and Goliath: The Hidden Battles 

to Collect Your Data and Control Your 

World

"You have zero privacy anyway… Get over it.”

--Scott McNealy

Former chief executive officer of Sun Microsystems

1999
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The Problem
• “Data Is The New Oil”

– In 2006, the top five companies were Oil Companies

– Since 2015, the top five companies have been Digital Data Companies

• The Internet was not designed to be secure.  Security came later.

• Privacy, especially digital privacy, has become increasing difficult to 
achieve in the 21st Century.

• If we access and use the Internet and Smart Phones, we are 
unwittingly “leaking data”.

• Companies like Google, Facebook, Twitter, LinkedIn and thousands 
of others are harvesting (and selling) data about us when we use 
their services.

• Data brokerage firms such as Acxiom, Epsilon, Lotame, and Spokeo, 
etc., are buying, processing and categorizing our data and selling to 
other companies that in turn make decisions as important as hiring 
and firing of people.

• Thousands of Data Breaches in the last few years, especially with 
entities like Equifax, Target, Anthem, Home Depot, OPM have 
exposed our PII at an unprecedented rate.

• Bad actors misuse our data to hack accounts and steal
identify, money, etc. and put it out for sale on the Dark Web, 
where people can buy it.
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Historic 
Security 

Breaches –
Part 1
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Historic 
Security 

Breaches –
Part 2
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Historic 
Security 

Breaches –
Part 3
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According 
to the FBI 

in 2019

• The Biggest Internet-based 
Crimes Are:

1. Ransomware Attacks

2. Business E-Mail 
Compromise (BEC)

3. Identity Theft
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According to the FBI in 2019
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According to the FBI in 2019
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Business E-Mail 
Compromise –
Most Common 
Subject Lines 
Used to Trick 

Victims

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 70



2018 
Identity 
Fraud 
Trends
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Identity Theft

Source: https://brandongaille.com/22-incredible-internet-identity-theft-statistics/
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Chinese Hacker Espionage Problem Disclosed 
by Mandiant Report – February 19, 2013

• A new report from Mandiant implicates a 
unit of the People's Liberation Army of 
China in the theft of terabytes of data 
from 141 organizations since 2006. 

• URLs: 
http://intelreport.mandiant.com/Mandia
nt_APT1_Report.pdf

• http://www.cyberwarzone.com/resource
s-mandiant-apt1-chinas-cyber-
espionage-units-report

• http://www.economist.com/blogs/babba
ge/2013/02/chinese-cyber-
attacks?fsrc=nlw|newe|2-20-
2013|5066680|37961765|
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Screenshot from the Norse Cyber Attack Map Showing Recent Cyberattacks

December 2014
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Some Other Current and Future 
Cybersecurity Trends and Dangers to 

Keep Us Awake at Night

Internet of Things:
which will add over 

50 billion new 
devices by 2021.  

Yes – your TV and 
other home devices 

are watching and 
recording you.

Massive 
proliferation & use 

of SmartPhones:
which now 

comprises well over 
50 user connected 
Internet devices.

DeepFakes: which 
include Artificial 

Intelligence (AI) to 
use pictures, 

documents, and 
sound to deceive 

and commit 
cybercrimes.

AI, Big Data, and 
Machine Learning:

which are now 
being used by 

Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 

cyberattacks.

Cyberattack 
Automation: which 
is now being used 

by Cybercriminals to 
perfect the speed, 

accuracy, and 
effectiveness of 

cyberattacks.

Botnets: which are 
comprised of 

multiple programs 
running on 

computers that are 
controlled by one or 

a few command 
control programs.  
These can be from 

thousands to 
millions of 

programs, and can 
and have caused 
damage and/or 

disruption on a scale 
where they shut 

down the Internet in 
one or more 

countries. 
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Compliance with Laws, Regulations 
and Policies
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Why Compliance Management, Safety 
and Security? And Why Now?

• Teaching people about 
hardware and software 
without emphasizing safety, 
security, and compliance 
with laws and regulations 
would be irresponsible and 
unethical.

• It would be like teaching 
you to drive a car and not 
mentioning things like 
Safety, State  Driving Laws, 
and the Rules of the Road.

Image Source: http://www.tellusdetroit.com/local/student-driver.html
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The Cycle of 
Compliance Management

Jacobs, S. (2011). Engineering Information Security, New York, NY: IEEE Press.
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Three Key Principles 

• We live in a Nation of Laws with which the 
citizens and visitors must comply.

• Ignorance of the Law is no excuse for 
breaking the Law.

• Dura Lex, Sed Lex

– (Latin for “The Law is Harsh, but it is the Law.”)
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Two Kinds of Laws

• Criminal Laws

– Federal

– State (and also City Ordinances)

• Civil Laws (Tort Law)

– Federal

– State

– Local (i.e. City Ordinances)
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Criminal and Civil Legal Actions Compared

Factor Criminal Civil

Plaintiff The State (Public Sector) Private and nonprofit interests

Prosecutor The People The Victim

Main Purpose Punishment of the guilty Redress of injury

Investigation By or on behalf of the State By the victim, or agents of the 
victim

Sanctions Jail, prison
Fines
Specific corrective activity

Corrective action or behavior

Conviction Beyond a reasonable doubt Preponderance of evidence

Appeals Possible by a defendant Possible by either party

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.
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Criminal and Civil Legal Actions 
Compared

Source: McCrie, R. D. (2007). Security Operations Management, second edition. Burlington, MA: Elsevier.

• “Fundamental differences exist between criminal and civil 
litigation.  A defendant may be sued criminally, civilly, or both, 
in which case different plaintiffs will bring charges.  Private 
sector investigations normally serve the interests of plaintiffs 
and defendants in civil litigation.  However, private 
investigators may be hired by the government, when 
indicated, to collect evidence on behalf of the public sector in 
criminal cases and administrative issues (McCrie, 2007).”
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US. Criminal Justice System
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INFORMATION SECURITY 
AND THE LAW
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Computer Fraud Abuse Act of 1987

• Still the Number 1 Legal Statue Used by the 
FBI to Investigate and Charge Cybercrime
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Computer Fraud Abuse Act of 1987
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Computer Fraud Abuse Act of 1987
Sudhish Ramesh
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Sudhish Ramesh, who was convicted 
in December 2020, is scheduled to 
complete his Federal Prison 
Sentence in February 2023 and 
will likely be deported back to his
Home country.



Computer Fraud Abuse Act of 1987
Sudhish Ramesh
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Let’s Think for a 
Minute…

• Name some ways that a person could 
break the law using a computer:
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Let’s Think for a 
Minute…

• Name some ways that a person could break the law using a computer:
– Stalking
– Harassment
– Defamation
– Child pornography
– Planning a crime or terrorism
– Software piracy
– Breaking into another computer
– Destruction of data and/or software
– Theft of data and/or software
– Disruption of service(s)
– SPAM
– Identity Theft
– Attempt to defraud
– Hate e-mail
– Creation and/or distribution of Malware
– Involvement with  foreign entities for cyber warfare attacks
– Attempts to gain access to and/or distribute passwords or 

Personally Identifiable Information (PII)
– Document Theft
– Distributed  Denial of Service Attacks
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Example of a Local Federal 
Computer Crime from 2011

Source: http://www.cybercrime.gov/yangIndict.pdf
Source: http://www.81law.com/news/sa_news_aid_1640/
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Example of a Local Federal 
Computer Crime

Source: http://www.cybercrime.gov/yangIndict.pdf

Chunlai Yang
Sr. Financial Applications Developer
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Example of a Local Federal 
Computer Crime

Source: http://www.cybercrime.gov/yangIndict.pdf

Chunlai Yang
Sr. Financial Applications Developer
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Some Federal Laws
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Other Federal Laws

• USA PATRIOT Act Expired on May 31, 
2015

• USA FREEDOM Act Signed into Law 
on June 2,  2015

– Cooperation  and Data Exchange 
Between Federal Agencies

– Telecommunications Providers will 
retain User Metadata related to 
communications

– https://www.congress.gov/bill/113t
h-congress/house-bill/3361

– https://en.wikipedia.org/wiki/USA_
Freedom_Act
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Source:
http://www.infowars.com/nsa-celebrates-passage-of-usa-freedom-act-while-skype-keeps-its-spying-eyes-on-you/
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Learn About the Edward Snowden 
and the NSA Data Breach

• Visit http://billslater.com/snowden

• Search on these words together:

– Edward Snowden NSA Data Breach Presentation

• Former NSA Contractor Edward Snowden is now a 
new Citizen of Russia, effective September 26, 2022
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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U.S. Department of Justice
Computer Crime Website

http://www.cybercrime.gov/
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Federal Laws
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Commonwealth of Massachusetts 
Data Privacy Law

• Enacted in September 2008

• People and companies that handle personal data are legally obligated to 
protect it and encrypt it

• Companies must have a comprehensive Information Security program

• Requires risk-based approach

• Requires written evidence of 

– An active information security program

– Internal and external audits

– Annual review of security or whenever organizational changes that could 
affect security will occur

• Penalties include: $5000 for each violation

• Additional exposures include legal costs and civil litigation
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Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)
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Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)
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Commonwealth of 
Massachusetts 

Data Privacy Law

(Excerpt)
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Commonwealth of 
Massachusetts 

Data Privacy Law

Non-Compliance / 
Compliance Facts

(Excerpt)
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State of Illinois Personal Information 
Protection Act (PIPA)

• Enacted in June 2005

• People and companies that handle personal data are legally obligated to 
protect it 

• Penalties are covered under the Consumer Fraud and Protection Act

• Additional exposures include legal costs and civil litigation
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State of Illinois 
Personal 

Information 
Protection Act 

(PIPA)

(Excerpt)

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 108



State of Illinois 
Personal 

Information 
Protection Act 

(PIPA)

(Excerpt)
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White House Cyberspace Policy 

Review – July 2009
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Cyberspace 

Policy Review
The Near-Term Action Plan

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 111



September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 112



On May 12, 2011, The 
White House submitted 
new legislative proposal 

to Congress – the 
Legislation will provide 

new federally mandated 
requirements for 

companies to report 
data breaches to their 

affected customers

May 2011
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Presidential Cybersecurity 
Executive Order

• February 12, 2013

• Defined Critical Infrastructure

• Encouraged information sharing
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CYBERTHREATS & 
CYBERVULNERABILITIES
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Vulnerabilities

• Vulnerability – definition

• Vulnerability examples

Thetis dipping Achilles 

into the River Styx
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Vulnerabilities

• What is a “vulnerability”?

– A situation or condition that 
represents an opportunity for 
a threat to damage or for 
information to be stolen from 
the organization, IT Systems or 
network.

– Comes from the Latin word, 
“vulnus”, meaning “wound”

– Sometimes called, “The 
Achilles Heel.”

Information Security Awareness, v4.0 - March 31, 2011

Thetis dipping Achilles 

into the River Styx
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The Death of Achilles

Achilles was mortally wounded in the 

one place he was vulnerable: his heel.
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Some Sources of Vulnerabilities
• Complicated user interface

• Default passwords not changed

• Disposal of storage media without deleting data

• Equipment sensitivity to changes in voltage

• Equipment sensitivity to moisture and contaminants

• Equipment sensitivity to temperature

• Inadequate cabling security

• Inadequate capacity management

• Inadequate change management

• Inadequate classification of information

• Inadequate control of physical access

• Inadequate maintenance

• Inadequate network management

• Inadequate or irregular backup

• Inadequate password management

• Inadequate physical protection

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Vulnerabilities
• Inadequate protection of cryptographic keys

• Inadequate replacement of older equipment

• Inadequate security awareness

• Inadequate segregation of duties

• Inadequate segregation of operational and testing facilities

• Inadequate supervision of employees

• Inadequate supervision of vendors

• Inadequate training of employees

• Incomplete specification for software development

• Insufficient software testing

• Lack of access control policy

• Lack of clean desk and clear screen policy

• Lack of control over the input and output data

• Lack of internal documentation

• Lack of or poor implementation of internal audit

• Lack of policy for the use of cryptography

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Vulnerabilities
• Lack of procedure for removing access rights upon termination of employment

• Lack of protection for mobile equipment

• Lack of redundancy

• Lack of systems for identification and authentication

• Lack of validation of the processed data

• Location vulnerable to flooding

• Poor selection of test data

• Single copy

• Too much power in one person

• Uncontrolled copying of data

• Uncontrolled download from the Internet

• Uncontrolled use of information systems

• Undocumented software

• Unmotivated employees

• Unprotected public network connections

• User rights are not reviewed regularly

Information Security Awareness, v4.0 - March 31, 2011
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WHAT ARE THREATS?
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Threats

• Threat – definition

• Some sources of threats

• More threat examples
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Threats

• What is a “threat”?

– Something that can potentially cause damage or 
theft to the organization, IT Systems or network.

Information Security Awareness, v4.0 - March 31, 2011
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Some Sources of Threats
• Misguided Employees

• Mistakes by careless Employees

• External Parties

• Low awareness of security issues

• Lack of or lapse in security policy compliance 

• Growth in networking and distributed computing

• Growth in complexity and effectiveness of hacking 

tools and viruses

• Natural disasters e.g. fire, flood, earthquake, hurricanes, etc.

Information Security Awareness, v4.0 - March 31, 2011
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Typical Threats that Represent 
Business Risks
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Risk Model Showing Relationships Between Threats, 
Vulnerabilities, and Controls
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QUICK STORY ABOUT DAVID BREWER, MICHAEL 
NASH, AND THE "BREWER EVENTS".

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 128



So Let’s Simplify This Stuff
And Make it Easier, Achievable and More 
Manageable

Co-author of the ISO 27001 standard security framework, October 2005

Co-author of ISO 27001 Annex A Insights, December 2010

Director, Gamma Secure Systems Limited 

ISO/IEC 27001 and ISO 9001 Certified for the

Provision of Information Security Consultancy

www.gammassl.co.uk 

Note: with clients – he had to start using the 
Word, “EVENT”,  because he learned
Executive Management got upset
About the connotation of 
Words like THREATS and 
VULNERABILITIES

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion – June 10, 2011
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Brewer Event List

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 130



Risk Management Strategies

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion – June 10, 2011
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Applying the Brewer Events with
Risk Management Strategies

ISMS Project Update Meeting  - Information Asset  & Information Security Discussion – June 10, 2011
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A CYBER LITIGATOR’S ADVICE –
FOR DEFENDANTS

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 133



© 2019 Clausen Miller P.C..

Are You Reducing Your Cyber 

Legal Risks?

Hillard M. Sterling
Clausen Miller P.C.

10 South LaSalle Street

Chicago, Illinois 60603

hsterling@clausen.com

312.606.7747
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• Breach

• Initial Investigation (Need Protection)

• Notification

• Additional Investigation/Litigation and/or 

Regulatory Action (Need Protection)

Typical Post-Data Breach Event 

Sequence
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Outside Counsel

Insured’s Internal Incident 
Response Team

Management, IT, Public 
Affairs, Media Relations, Risk 
Management, Finance, audit, 

HR

External Contractors
Info Analysts, SIEM, 
Forensics, PR, Crisis 

Management 

Model Data Breach 

Response Investigative Team 
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• Early

• Why

– Increased Flexibility to uncover root 

cause of breach

– Avoid careless creation of 

documents

– Litigation hold notices /preserve 

existing documents

– Restrict circulation of investigation 

materials

When & Why to Engage Outside 

Counsel?
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Legal Standards to Which You are Held

• Statutory – e.g., GLB, SOX

• State laws – Notification, Consumer Protection

• Regulations

• Guidelines

• Industry Standards 

• Best Practices

• “Reasonableness”

• Whatever the FTC says, with hindsight
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• State Trade Secret Statutes

• Baby FTC Acts combat IP theft using unfair 

competition law

• Generally provide for a private right of action

• Provide varying levels of specificity regarding 

the application of unfair competition as it 

related to misappropriated IT

States Have Not Stood Idly By
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• Liability for breach of Personally Identifiable 

Information (“PII”) & Protected Health Info. (“PHI”)
– Violation of privacy laws and common law rights

– Breach of contract

– Negligence:  11/11/14, Connecticut Supreme Court held that HIPAA 

may provide applicable standard of care for negligence claim.

– Fraud

– Unfair trade practices

• Recovery
– Compensatory damages

– Treble damages

– Attorneys’ fees

– Punitive damages, Statutory Fines

Traditional Theories of  Liability
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• Prioritize Data Based On 

Risks

• Comprehensive Data-

Governance Plan 

• Incident Response Plan

• Table-Top Exercises

• Policies
– Access, Use, Transmission

– Email

– Mobile, Laptops, Tablets

– Social Media

• Communication

• Implementation: Stewards

• Training

• Metrics

• Use Attorney-Client 

Privilege When Possible

Playing Defense: Prepare Well!
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• Access, Use,  

Transmission

– User ID and Passwords

– Access Protocols

– Third-Party Access

– Employee Screening

– Dedicated Devices

– Device Management

– Laptop Restrictions

– Business Uses

– Non-Disclosure

– Software Restrictions

– Data Backups

– Encryption

Implement Compliant 

Corporate Policies
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• Email

– Primarily for Business and Permissible Content

– Confidential or Proprietary Data Secured and Encrypted

– No Clicking on Suspicious Emails, Docs, and/or Links

– No Expectation of Privacy

– Retained if Business Record

– Retained in Accordance With Record Retention Policies

– No ISPs for Company Business

– Compliance With Statutory or Regulatory Requirements

– No Expectation of Privacy

Implement Compliant

Corporate Policies
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• Mobile / BYOD

– Acceptable Use Only

– No Access of Non-Work Websites

– Permitted and Prohibited Apps

– Permitted Operating Systems

– No Direct Connections to Network

– Proper and Authorized IT Support and Maintenance

– Strong Password Protected

– Automatic Locks

– Remotely Wiped if Lost, Employee Terminated, or Breach

Implement Compliant

Corporate Policies
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• Email 

– Must be part of document 

retention/destruction policy.

– Stop preserving exhibits for 

your opponent.

• Avoid Creating Smoking 

Guns

• Routine Destruction 

Programs

• Attorney-Client Privilege

• Protect Self-Critical 

Analyses, Investigations

• Preemptive Data Security

• APTs

• Social Media – New 

and Leading Cause of 

Malware

Data Management is Key: 

Reduce and Destroy Bad Data
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• How do you protect your customers and your 
firm?
– E-Mail Encryption

– Password Protection – Change Frequently

– Construct and Maintain an Appropriate Firewall

– Back-up your Data

– Avoid Public Wi-Fi

– Understand how to wipe your smartphone

– Educate your clients

– Be Proactive - Constantly review and 
• update your systems

Best Practices
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Are your vendors secure?

– Due diligence may be 

mandatory (GLB, HIPAA)

– Questionnaires are required 

at minimum

– May need to visit and verify if 

high risk

-Components to review and 

assess:

❑Data leakage protection

❑Monitoring, alerting, and 

enforcement

❑Forensics/Investigation

❑External device control

❑ Encryption

❑Management and support

❑ Reporting and compliance

❑ Identity management

❑ Company profile

Best Practices
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Intensified Ransomware

• Coverage: Extortion and/or Business Interruption

• Emerging Virulent Variants:

– Cryptolocker,Torrentlocker,CryptoFortress

– Encryption of any file found through wildcard searches

– Encryption of files in network shares

– Volume shadow copies deleted to prevent restoration

– "Freemium" offer to convince victims that they can recover files

• Damages and Harm Expanded Exponentially

– More data at risk

– Ransom paid in bitcoins

– Amounts increasing - hundreds to thousands

– Repeated ransom demands - "Thanks, but we want more.”

149



© 2019 Clausen Miller P.C..

Questions?

Hillard M. Sterling
Clausen Miller P.C.

10 South LaSalle Street

Chicago, Illinois 60603

hsterling@clausen.com

312.606.7747
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CYBERFORENSICS & FORENSICS 
PRINCIPLES
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Guide to Computer Forensics 

and Investigations 

Fourth Edition

Chapter 1

Computer Forensics and Investigations 
as a Profession

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, 

III-
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Objectives

• Define computer forensics

• Describe how to prepare for computer investigations 

and explain the difference between law enforcement 

agency and corporate investigations

• Explain the importance of maintaining professional 

conduct 
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Understanding Computer Forensics

• Computer forensics

– Involves obtaining and analyzing digital information 

• As evidence in civil, criminal, or administrative cases

• FBI Computer Analysis and Response Team 

(CART)

– Formed in 1984 to handle the increasing number of 

cases involving digital evidence
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Understanding Computer Forensics 

(continued)

• Fourth Amendment to the U.S. Constitution

– Protects everyone’s rights to be secure in their 

person, residence, and property

• From search and seizure

– Search warrants are needed

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 156



Computer Forensics Versus Other 

Related Disciplines

• Computer forensics

– Investigates data that can be retrieved from a 

computer’s hard disk or other storage media

• Network forensics

– Yields information about how a perpetrator or an 

attacker gained access to a network

• Data recovery

– Recovering information that was deleted by mistake

• Or lost during a power surge or server crash

– Typically you know what you’re looking for
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Computer Forensics Versus Other 

Related Disciplines (continued)

• Computer forensics

– Task of recovering data that users have hidden or 

deleted and using it as evidence

– Evidence can be inculpatory (“incriminating”) or 

exculpatory

• Disaster recovery

– Uses computer forensics techniques to retrieve 

information their clients have lost

• Investigators often work as a team to make 

computers and networks secure in an organization
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Computer Forensics Versus Other 

Related Disciplines (continued)
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Computer Forensics Versus Other 

Related Disciplines (continued)

• Enterprise network environment

– Large corporate computing systems that might include 

disparate or formerly independent systems

• Vulnerability assessment and risk management 

group

– Tests and verifies the integrity of standalone 

workstations and network servers

– Professionals in this group have skills in network 

intrusion detection and incident response
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Computer Forensics Versus Other 

Related Disciplines (continued)

• Litigation

– Legal process of proving guilt or innocence in court

• Computer investigations group

– Manages investigations and conducts forensic 

analysis of systems suspected of containing evidence 

related to an incident or a crime
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Understanding Case Law

• Technology is evolving at an exponential pace

– Existing laws and statutes can’t keep up change

• Case law used when statutes or regulations don’t 

exist

• Case law allows legal counsel to use previous cases 

similar to the current one

– Because the laws don’t yet exist

• Each case is evaluated on its own merit and issues
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Developing Computer Forensics 

Resources

• You must know more than one computing platform

– Such as DOS, Windows 10, Windows 11, Linux, 

Macintosh, and current Windows platforms

• Join as many computer user groups as you can

• Computer Technology Investigators Network 

(CTIN)

– Meets monthly to discuss problems that law 

enforcement and corporations face
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Developing Computer Forensics 

Resources (continued)

• High Technology Crime Investigation 

Association (HTCIA)

– Exchanges information about techniques related to 

computer investigations and security

• User groups can be helpful

• Build a network of computer forensics experts and 

other professionals

– And keep in touch through e-mail

• Outside experts can provide detailed information 

you need to retrieve digital evidence

AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 164



Preparing for Computer Investigations

• Computer investigations and forensics falls into two 

distinct categories

– Public investigations

– Private or corporate investigations

• Public investigations

– Involve government agencies responsible for criminal 

investigations and prosecution

– Organizations must observe legal guidelines

• Law of search and seizure

– Protects rights of all people, including suspects
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Preparing for Computer Investigations 

(continued)
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Preparing for Computer Investigations 

(continued)
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Preparing for Computer Investigations 

(continued)

• Private or corporate investigations

– Deal with private companies, non-law-enforcement 

government agencies, and lawyers

– Aren’t governed directly by criminal law or Fourth 

Amendment issues

– Governed by internal policies that define expected 

employee behavior and conduct in the workplace

• Private corporate investigations also involve 

litigation disputes

• Investigations are usually conducted in civil cases
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Understanding Law Enforcements 

Agency Investigations

• In a criminal case, a suspect is tried for a criminal 

offense

– Such as burglary, murder, or molestation

• Computers and networks are only tools that can be 

used to commit crimes

– Many states have added specific language to 

criminal codes to define crimes involving computers

• Following the legal process

– Legal processes depend on local custom, legislative 

standards, and rules of evidence
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Understanding Law Enforcements 

Agency Investigations (continued)

• Following the legal process (continued)

– Criminal case follows three stages

• The complaint, the investigation, and the prosecution
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Understanding Law Enforcements 

Agency Investigations (continued)

• Following the legal process (continued)

– A criminal case begins when someone finds 

evidence of an illegal act

– Complainant makes an allegation, an accusation or 

supposition of fact

– A police officer interviews the complainant and 

writes a report about the crime

• Police blotter provides a record of clues to crimes 

that have been committed previously

– Investigators delegate, collect, and process the 

information related to the complaint
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Understanding Law Enforcements 

Agency Investigations (continued)

• Following the legal process (continued)

– After you build a case, the information is turned over 

to the prosecutor

– Affidavit

• Sworn statement of support of facts about or evidence 

of a crime

– Submitted to a judge to request a search warrant

• Have the affidavit notarized under sworn oath

– Judge must approve and sign a search warrant 

• Before you can use it to collect evidence
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Understanding Law Enforcements 

Agency Investigations (continued)
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Understanding Corporate 

Investigations

• Private or corporate investigations

– Involve private companies and lawyers who address 

company policy violations and litigation disputes

• Corporate computer crimes can involve:

– E-mail harassment

– Falsification of data

– Gender and age discrimination

– Embezzlement

– Sabotage

– Industrial espionage
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Understanding Corporate 

Investigations (continued)

• Establishing company policies

– One way to avoid litigation is to publish and maintain 

policies that employees find easy to read and follow

– Published company policies provide a line of authority 

• For a business to conduct internal investigations

– Well-defined policies

• Give computer investigators and forensic examiners the 

authority to conduct an investigation

• Displaying Warning Banners

– Another way to avoid litigation
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Understanding Corporate 

Investigations (continued)

• Displaying Warning Banners (continued)

– Warning banner

• Usually appears when a computer starts or connects to 

the company intranet, network, or virtual private network

• Informs end users that the organization reserves the right 

to inspect computer systems and network traffic at will

• Establishes the right to conduct an investigation

– As a corporate computer investigator

• Make sure company displays well-defined warning banner
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Understanding Corporate 

Investigations (continued)
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Understanding Corporate 

Investigations (continued)

• Designating an authorized requester

– Authorized requester has the power to conduct 

investigations

– Policy should be defined by executive management

– Groups that should have direct authority to request 

computer investigations

• Corporate Security Investigations

• Corporate Ethics Office

• Corporate Equal Employment Opportunity Office

• Internal Auditing

• The general counsel or Legal Department
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Understanding Corporate 

Investigations (continued)

• Conducting security investigations

– Types of situations

• Abuse or misuse of corporate assets

• E-mail abuse

• Internet abuse

– Be sure to distinguish between a company’s abuse 

problems and potential criminal problems

– Corporations often follow the silver-platter doctrine

• What happens when a civilian or corporate investigative 

agent delivers evidence to a law enforcement officer
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Understanding Corporate 

Investigations (continued)

• Distinguishing personal and company property

– Many company policies distinguish between personal 

and company computer property

– One area that’s difficult to distinguish involves PDAs, 

cell phones, and personal notebook computers

– The safe policy is to not allow any personally owned 

devices to be connected to company-owned resources

• Limiting the possibility of commingling personal and 

company data
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Maintaining Professional Conduct

• Professional conduct

– Determines your credibility

– Includes ethics, morals, and standards of behavior

• Maintaining objectivity means you must form and 

sustain unbiased opinions of your cases

• Maintain an investigation’s credibility by keeping the 

case confidential

– In the corporate environment, confidentiality is critical

• In rare instances, your corporate case might become 

a criminal case as serious as murder
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Maintaining Professional Conduct 

(continued)

• Enhance your professional conduct by continuing 

your training

• Record your fact-finding methods in a journal

• Attend workshops, conferences, and vendor courses

• Membership in professional organizations adds to 

your credentials

• Achieve a high public and private standing and 

maintain honesty and integrity
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Summary

• Computer forensics applies forensics procedures to 

digital evidence

• Laws about digital evidence established in the 1970s

• To be a successful computer forensics investigator, 

you must know more than one computing platform

• Public and private computer investigations are 

different
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Summary (continued)

• Use warning banners to remind employees and 

visitors of policy on computer and Internet use

• Companies should define and limit the number of 

authorized requesters who can start an investigation

• Silver-platter doctrine refers to handing the results of 

private investigations over to law enforcement 

because of indications of criminal activity

• Computer forensics investigators must maintain 

professional conduct to protect their credibility
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HOW TO BE ANONYMOUS ONLINE 
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Presentation Abstract

• In the day and age of big Data Breaches and loss of 
privacy, many people wonder how they can do a 
better job of guarding their privacy and their data, 
and possibly even  attempting to be invisible or 
anonymous when they use the Internet.  This 
presentation will cover the challenges of privacy, and 
the methods and tools that can be used to allow 
Internet users become anonymous and do a better 
job of guarding their digital privacy.
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How to Be Anonymous Online
Agenda

• Introduction

• Legal Stuff

• The Problem 

• Why Would You Want to Be Anonymous Online?

• 17 Steps to Being Completely Anonymous Online

• 17 Essential Tools to Protect Your Online Identity, Privacy

• Other Threats to Your Privacy and Identity – Life in The Surveillance Society

• Other Forms of Accomplishing Anonymity in Your Daily Life

• 10 Tips for Data Privacy in Businesses

• Advantages and Disadvantages

• Parting Thoughts

• Conclusion

• Questions

• References
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Introduction
• The creators of the ARPANET (1969) which evolved into the Internet (1983) 

created something that was designed to be simple, reliable, platform-
independent, and perform well.  The Internet population had 50 million users 
in less than four years, and today there are over 2.5 billion on the Internet.  
Since the Internet went “business critical” in 1997, lack of security and loss of 
privacy have been constant issues, and every year it has continued to get 
worse, leading to serious crimes involving hacking, identity theft, stalking, 
harassment, etc.  It is no wonder then that many Internet users are pondering 
the idea of going online as anonymous users to protect their privacy.   This 
presentation will address the problems related to lack of privacy, and how to 
plan and implement methods and tools to protect privacy.  While many of 
these tools and techniques are free, it still requires regular efforts and 
knowledge to stay abreast of the threats, as well as the selecting the right tool 
at the right time to meet each threat.   Suffice it to say that privacy protection 
must become a new way of operating on the Internet and using your 
smartphone, if it is to be done successfully.
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LEGAL STUFF
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4th Amendment
U.S. Constitution – Bill of Rights
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Data Privacy Laws by State
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Personal Information Protection and 
Electronic Documents Act (PIPEDA)

Canadian Federal 
Data Privacy 

Law Enforcement
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March 6, 2018

• State of Illinois Attorney 
General Lisa Madigan 
noted that the number 
one consumer crime that 
was reported in 2017 was 
Identity Theft, and this 
surge was largely due to 
data breaches like the 
Equifax Data Breach of 
2017.
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Why Would You Want to Be 
Anonymous Online?

• Self-Preservation

• Reputation Protection

• You’re a private person

• The massive amount of 
news on Data Breaches 
and Hack Attacks is  
sinking in

• You want to take back  
control of your online life

• Paranoia
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Biggest Threats 
to Your Online 

Privacy
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The NSA – The 
Only Branch 

Of 
Government 
That Really 

Listens to You
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NSA
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NSA
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NSA and Large Internet Companies
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NSA –
Always Be 

Careful 
What You 

Say or 
Enter 

Online
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What the NSA Collects
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NSA – Be 
Careful 

What You 
Say or Enter 

Online
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Data Science and Data Analytics Is Driving 
Industry 4.0

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 203



Data Science Has Become a Huge Industry
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17 Ways to Being Completely
Anonymous Online

1. Find a safe country that values 
privacy

2. Get an anonymizing operating 
system

3. Use an anonymous VPN

4. Use Tor

5. Don't use plug-ins

6. Stick with HTTPS

7. Avoid the usual applications

8. Set up anonymous burner 
accounts

9. Never use credit cards

10. Test for DNS leaks and 
browser tracking

11. Test your overall privacy 
protection

12. Share files anonymously

13. Use a search engine that 
doesn’t track your behavior

14. Turn off your location

15. Block Javascript

16. Keep your webmail private

17. Delete cookies and your 
browsing history

Source: 17 Ways to Being Completely Anonymous Online: 
https://www.csoonline.com/article/2975193/data-protection/9-steps-completely-anonymous-
online.html
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17 Essential Tools to Protect 
Your Online Identity, Privacy

1. TPM

2. UEFI BIOS

3. Secure storage (encrypted)

4. Two-factor authentication

5. Logon account lockout

6. Remote find

7. Remote wipe

8. Secure VPN

9. Tor

10. Anonymity services

11. Anonymity hardware

12. Secure browsing

13. Secure e-mail

14. Secure chat

15. Secure payments

16. Secure file transfers

17. Anything Phil Zimmerman 
creates

Source: 17 Essential Tools to Protect Your Online Identity, Privacy: 
https://www.infoworld.com/article/3135324/security/17-essential-tools-to-protect-your-online-
identity-and-privacy.html
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THREE ADDITIONAL FREE TOOLS
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haveibeenpwned.com
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panopticlick.eff.org
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www.eff.org/privacybadger
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Other Threats to Your Privacy and Identity 
– Life in The Surveillance Society

• NSA

• FBI

• Local Police – Sting Ray

• Your Big Screen Digital TV

• Your Grocery Store

• Retail stores – everywhere you use a credit or debit 
card

• Your Cell Phone

• Internet of Things Devices (Think Amazon Echo)

• Surveillance Satellites

• Drones

• Private Eyes (Detectives)

• Nosey and Untrustworthy Neighbors 

• Untrustworthy Family Members and Friends

• Bad Actors
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Other Threats to Your Privacy and Identity 
– Life in The Surveillance Society
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Other Threats 
to Your Privacy 
and Identity –

Life in The 
Surveillance 

Society
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Other Threats 
to Your Privacy 
and Identity –

Life in The 
Surveillance 

Society
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Other Forms of Accomplishing Anonymity 
in Your Daily Life

• Block your webcam on 
every computer you use.

• Vary your travel routines for 
work and recreation.

• Never throw anything away 
with your name and 
address on it.

• Get your mail and packages 
at a commercial package 
delivery store.

• Never give your phone 
numbers or address to 
anyone.

• Trust No One.
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Big Caution About the Dark Web

• Some people go 
Anonymous so they can 
do illegal things on The 
Dark Web 

• If you know such people, 
let them know they can 
be caught and 
prosecuted 
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Advantages and Disadvantages
of Being Anonymous Online

Advantages

• Risk avoidance.

• You get to have privacy and 
protect yourself and your 
personal data from the perils of 
data leakage.

• You will make it very difficult for 
the bad guys to steal your data 
and cause hurt and/or damage.

• You will become a data privacy 
subject matter expert and role 
model for your family, friends, 
and colleagues.

Disadvantages

• It’s a never-ending effort if you 
are actively using the Internet via 
a laptop, desktop, and or 
smartphone.

• Essentially, you must always stay 
vigilant to protect yourself.

• Well-intentioned people may find 
it difficult to reach you.

• People may think you have dark 
intentions for going anonymous

• People will think you are 
paranoid.
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10 Privacy Tips for Businesses
1. Limit your collection and retention of personal information.

2. Know what personal information you collect, where you store it and what you do with it.

3. Ensure staff receive appropriate privacy protection training.

4. Limit and monitor access to personal information and take appropriate action when an 
employee accesses information without authorization.

5. Think twice before collecting sensitive personal information, such as driver’s licenses.

6. Inform customers if you are using video surveillance.

7. Have a privacy policy and be upfront about your collection and use of personal 
information.

8. Protect personal information on laptops, USB keys and portable hard drives through 
technological safeguards such as encryption and password protection.

9. Respond to requests for access to personal information in a timely manner.

10. Make sure your customers know who to speak to if they have questions about privacy.

Source: 10 Privacy Tips for Businesses  https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-
canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-
compliance-help/pipeda-compliance-and-training-tools/tips-bus_info_201501/
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Parting Thoughts - 001:
U.S. Government Surveillance Capability Was Officially Revealed by 

U.S. Senator Frank Church (D. – Idaho) on Meet the Press in August 1975 
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Parting Thoughts - 002:
Amazon allows Echo to spy on you.
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Conclusion

• Threats to our privacy and PII are 
pervasive and ubiquitous

• You must work diligently to maintain 
your privacy, particularly in the U.S.

• There are modern tools and methods 
to help maintain your privacy and 
anonymity.

• Consequences of leaked PII are 
significant, especially when it’s YOUR 
data

• As Cybersecurity professionals, we 
have a responsibility to understand 
the importance of and best methods 
for data and privacy protection.
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Questions?
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In Conclusion

• We covered:
– The Internet in 

2022
– The Laws and 

Examples of 
Lawbreakers

– CyberThreats & 
Cyber 
Vulnerabilities

– A Cyber 
Litigator’s Advice 
– For Defendants

– How to Be 
Anonymous

– CyberForensics & 
Forensics 
Principles
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QUESTIONS AND ANSWERS

September 30, 2022 AFCTI Presentation CyberLaw & CyberForensics - William Favre Slater, III- 227



Questions and Answers
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Dedication

This work is dedicated with love, 
admiration, gratitude, and great 
respect to Mr. James P. Jarnagin 
(January 25, 1935 – December 2, 
2018), the Man who was my Mentor 
and Father-figure since March 1985.  
He is one of the biggest reasons for my 
career success and personal success.  
What I owe him can never be repaid.

We’ll meet again, Jim.  You can count 
on it…

June 2013 

June 1994 October 2015
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Thank You, AFCTI!
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SUPPLEMENTAL SLIDES 
(WITH MORE DETAILS)
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INFORMATION SECURITY IN THE 
NEWS
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Sony PlayStation 
Customer Data Hack 

could cost the 
company $1.5 billion

April 2011

Note: Legal costs and reputational

damage are not represented here.
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Epsilon Data Breach 
that affected millions 

of customers from 
several companies will 
likely lead to follow-on 
Spear Phishing Attacks

April 2011

Note: Legal costs and reputational

damage are not represented here.
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RSA data breach 
caused by Excel 
file attachments 
sent via e-mail

April 2011

Note: Legal costs and reputational

damage are not represented here.
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Michaels Stores 
gets its customer 
data with credit 
and debit cards 
compromised

May 2011

Note: Legal costs and reputational

damage are not represented here.
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After data breach 
Heartland Payment 

Systems settled with

MasterCard for $41 million; 
Visa for $60 million; and 

AMEX for $3.5 million

May 2010

Note: Legal costs and reputational

damage are not represented here.
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LPL, a Financial Services Company Fined $275,000 on 
September 11, 2008 for Failure to Protect Customer 

Data

Source:  Securities Exchange Commission
ADMINISTRATIVE PROCEEDING File No. 3-13181
In the Matter of LPL FINANCIAL CORPORATION, formerly known as LINSCO/PRIVATE LEDGER CORP.

September 2008

Note: Legal costs and reputational

damage are not represented here.
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Data Breach Updates from 
DataBreachWatch.org

(This website has gone down 
permanently, probably due to 

the massive rise in Data 
Breaches)

May 2011
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Guide to Computer Forensics 

and Investigations

Fourth Edition

Chapter 7

Current Computer Forensics 
Tools
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Objectives

• Explain how to evaluate needs for computer 

forensics tools

• Describe available computer forensics software 

tools

• List some considerations for computer forensics 

hardware tools

• Describe methods for validating and testing 

computer forensics tools
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Evaluating Computer Forensics Tool 

Needs 

• Look for versatility, flexibility, and robustness

– OS 

– File system

– Script capabilities

– Automated features

– Vendor’s reputation

• Keep in mind what application files you will be 
analyzing
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Types of Computer Forensics Tools

• Hardware forensic tools

– Range from single-purpose components to complete 

computer systems and servers

• Software forensic tools

– Types

• Command-line applications

• GUI applications

– Commonly used to copy data from a suspect’s disk 

drive to an image file
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Tasks Performed by Computer 

Forensics Tools

• Five major categories:

– Acquisition

– Validation and discrimination

– Extraction

– Reconstruction

– Reporting
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Tasks Performed by Computer 

Forensics Tools (continued)

• Acquisition

– Making a copy of the original drive

• Acquisition subfunctions:

– Physical data copy

– Logical data copy

– Data acquisition format

– Command-line acquisition

– GUI acquisition

– Remote acquisition

– Verification
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Tasks Performed by Computer 

Forensics Tools (continued)

• Acquisition (continued)

– Two types of data-copying methods are used in 

software acquisitions:

• Physical copying of the entire drive

• Logical copying of a disk partition

– The formats for disk acquisitions vary

• From raw data to vendor-specific proprietary 

compressed data

– You can view the contents of a raw image file with 

any hexadecimal editor
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Tasks Performed by Computer 

Forensics Tools (continued)

• Acquisition (continued)

– Creating smaller segmented files is a typical feature 

in vendor acquisition tools

– All computer forensics acquisition tools have a 

method for verification of the data-copying process 

• That compares the original drive with the image
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Tasks Performed by Computer 

Forensics Tools (continued)

• Validation and discrimination

– Validation

• Ensuring the integrity of data being copied

– Discrimination of data

• Involves sorting and searching through all 

investigation data
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Tasks Performed by Computer 

Forensics Tools (continued)

• Validation and discrimination (continued)

– Subfunctions

• Hashing

– CRC-32, MD5, Secure Hash Algorithms

• Filtering

– Based on hash value sets

• Analyzing file headers

– Discriminate files based on their types

– National Software Reference Library (NSRL) has 

compiled a list of known file hashes

• For a variety of OSs, applications, and images
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Tasks Performed by Computer 

Forensics Tools (continued)

AFCTI Presentation CyberLaw & CyberForensics -

William Favre Slater, III-

255



Tasks Performed by Computer 

Forensics Tools (continued)

• Validation and discrimination (continued)

– Many computer forensics programs include a list of 

common header values

• With this information, you can see whether a file 

extension is incorrect for the file type

– Most forensics tools can identify header values

AFCTI Presentation CyberLaw & CyberForensics -

William Favre Slater, III-

256



AFCTI Presentation CyberLaw & CyberForensics -

William Favre Slater, III-

257



Tasks Performed by Computer 

Forensics Tools (continued)
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Tasks Performed by Computer 

Forensics Tools (continued)

• Extraction

– Recovery task in a computing investigation

– Most demanding of all tasks to master

– Recovering data is the first step in analyzing an 

investigation’s data
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Tasks Performed by Computer 

Forensics Tools (continued)

• Extraction (continued)

– Subfunctions

• Data viewing

• Keyword searching

• Decompressing

• Carving

• Decrypting

• Bookmarking

– Keyword search speeds up analysis for investigators
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Tasks Performed by Computer 

Forensics Tools (continued)
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Tasks Performed by Computer 

Forensics Tools (continued)

• Extraction (continued)

– From an investigation perspective, encrypted files 

and systems are a problem

– Many password recovery tools have a feature for 

generating potential password lists

• For a password dictionary attack

– If a password dictionary attack fails, you can run a 

brute-force attack
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Tasks Performed by Computer 

Forensics Tools (continued)

• Reconstruction

– Re-create a suspect drive to show what happened 

during a crime or an incident

– Subfunctions

• Disk-to-disk copy

• Image-to-disk copy

• Partition-to-partition copy

• Image-to-partition copy
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Tasks Performed by Computer 

Forensics Tools (continued)

• Reconstruction (continued)

– Some tools that perform an image-to-disk copy:

• SafeBack

• SnapBack

• EnCase

• FTK Imager

• ProDiscover
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Tasks Performed by Computer 

Forensics Tools (continued)

• Reporting

– To complete a forensics disk analysis and 
examination, you need to create a report

– Subfunctions

• Log reports

• Report generator

– Use this information when producing a final report 
for your investigation
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Tool Comparisons
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Other Considerations for Tools

• Considerations

– Flexibility

– Reliability

– Expandability 

– Keep a library with older version of your tools

• Create a software library containing older versions 

of forensics utilities, OSs, and other programs
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Computer Forensics Software Tools

• The following sections explore some options for 

command-line and GUI tools in both Windows and 

UNIX/Linux

AFCTI Presentation CyberLaw & CyberForensics -

William Favre Slater, III-

270



Command-line Forensic Tools

• The first tools that analyzed and extracted data 

from floppy disks and hard disks were MS-DOS 

tools for IBM PC file systems

• Norton DiskEdit

– One of the first MS-DOS tools used for computer 

investigations

• Advantage

– Command-line tools require few system resources 

• Designed to run in minimal configurations
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UNIX/Linux Forensic Tools

• *nix platforms have long been the primary 

command-line OSs

• SMART

– Designed to be installed on numerous Linux 

versions

– Can analyze a variety of file systems with SMART

– Many plug-in utilities are included with SMART

– Another useful option in SMART is its hex viewer
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UNIX/Linux Forensic Tools (continued)

• Helix

– One of the easiest suites to begin with

– You can load it on a live Windows system

• Loads as a bootable Linux OS from a cold boot

• Autopsy and SleuthKit

– Sleuth Kit is a Linux forensics tool

– Autopsy is the GUI/browser interface used to access 

Sleuth Kit’s tools
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UNIX/Linux Forensic Tools (continued)

• Knoppix-STD

– Knoppix Security Tools Distribution (STD)

• A collection of tools for configuring security measures, 

including computer and network forensics

– Knoppix-STD is forensically sound

• Doesn’t allow you to alter or damage the system 

you’re analyzing

– Knoppix-STD is a Linux bootable CD
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• Simplify computer forensics investigations

• Help training beginning investigators

• Most of them come into suites of tools

• Advantages

– Ease of use

– Multitasking

– No need for learning older OSs

Other GUI Forensic Tools
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Other GUI Forensic Tools (continued)

• Disadvantages

– Excessive resource requirements

– Produce inconsistent results

– Create tool dependencies
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Computer Forensics Hardware Tools

• Technology changes rapidly

• Hardware eventually fails

– Schedule equipment replacements

• When planning your budget consider:

– Failures

– Consultant and vendor fees

– Anticipate equipment replacement
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Forensic Workstations

• Carefully consider what you need

• Categories

– Stationary

– Portable

– Lightweight

• Balance what you need and what your system can 
handle
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Forensic Workstations (continued)

• Police agency labs

– Need many options

– Use several PC configurations

• Private corporation labs

– Handle only system types used in the organization

• Keep a hardware library in addition to your 
software library
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Forensic Workstations (continued)

• Not as difficult as it sounds

• Advantages

– Customized to your needs

– Save money

• Disadvantages

– Hard to find support for problems

– Can become expensive if careless

• Also need to identify what you intend to analyze
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Forensic Workstations (continued)

• You can buy one from a vendor as an alternative

• Examples

– F.R.E.D.

– F.I.R.E. IDE

• Having vendor support can save you time and 

frustration when you have problems

• Can mix and match components to get the 

capabilities you need for your forensic workstation
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Using a Write-Blocker

• Write-blocker

– Prevents data writes to a hard disk

• Software-enabled blockers

– Software write-blockers are OS dependant

– Example: PDBlock from Digital Intelligence

• Hardware options

– Ideal for GUI forensic tools

– Act as a bridge between the suspect drive and the 
forensic workstation
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Using a Write-Blocker (continued)

• Can navigate to the blocked drive with any 

application

• Discards the written data

– For the OS the data copy is successful

• Connecting technologies

– FireWire

– USB 2.0

– SCSI controllers
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Recommendations for a Forensic 

Workstation

• Determine where data acquisitions will take place

• Data acquisition techniques

– USB 2.0

– FireWire

• Expansion devices requirements

• Power supply with battery backup

• Extra power and data cables
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Recommendations for a Forensic 

Workstation (continued)

• External FireWire and USB 2.0 ports

• Assortment of drive adapter bridges

• Ergonomic considerations

– Keyboard and mouse

– A good video card with at least a 17-inch monitor

• High-end video card and monitor

• If you have a limited budget, one option for 

outfitting your lab is to use high-end game PCs
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Validating and Testing Forensic 

Software

• Make sure the evidence you recover and analyze 

can be admitted in court

• Test and validate your software to prevent 

damaging the evidence
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Using National Institute of Standards 

and Technology (NIST) Tools

• Computer Forensics Tool Testing (CFTT)

program

– Manages research on computer forensics tools

• NIST has created criteria for testing computer 

forensics tools based on:

– Standard testing methods 

– ISO 17025 criteria for testing items that have no 

current standards

– ISO 5725
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• Your lab must meet the following criteria

– Establish categories for computer forensics tools

– Identify computer forensics category requirements

– Develop test assertions

– Identify test cases

– Establish a test method

– Report test results

• Also evaluates drive-imaging tools using

– Forensic Software Testing Support Tools (FS-TST)

Using National Institute of Standards 

and Technology (NIST) Tools 

(continued)
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Using National Institute of Standards 

and Technology (NIST) Tools 

(continued)

• National Software Reference Library (NSRL)

project

– Collects all known hash values for commercial 

software applications and OS files

• Uses SHA-1 to generate a known set of digital 

signatures called the Reference Data Set (RDS)

– Helps filtering known information

– Can use RDS to locate and identify known bad files
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Using Validation Protocols

• Always verify your results

• Use at least two tools

– Retrieving and examination

– Verification

• Understand how tools work

• One way to compare results and verify a new tool 

is by using a disk editor

– Such as Hex Workshop or WinHex
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Using Validation Protocols (continued)

• Disk editors

– Do not have a flashy interface

– Reliable tools

– Can access raw data

• Computer Forensics Examination Protocol

– Perform the investigation with a GUI tool

– Verify your results with a disk editor

– Compare hash values obtained with both tools
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Using Validation Protocols (continued)

• Computer Forensics Tool Upgrade Protocol

– Test

• New releases

• OS patches and upgrades

– If you find a problem, report it to forensics tool 
vendor

• Do not use the forensics tool until the problem has 
been fixed

– Use a test hard disk for validation purposes

– Check the Web for new editions, updates, patches, 
and validation tests for your tools
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Summary

• Create a business plan to get the best hardware 
and software

• Computer forensics tools functions

– Acquisition

– Validation and discrimination

– Extraction

– Reconstruction

– Reporting

• Maintain a software library on your lab
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Summary (continued)

• Computer Forensics tools types

– Software

– Hardware

• Forensics software

– Command-line

– GUI

• Forensics hardware

– Customized equipment

– Commercial options

– Include workstations and write-blockers
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Summary (continued)

• Tools that run in Windows and other GUI 

environments don’t require the same level of 

computing expertise as command-line tools

• Always test your forensics tools
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