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Introduction  
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The Microsoft Chicago Data Center ð 

Microsoftõs Flagship Cloud Data Center 
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Microsoft Chicago Data Center in Northlake, IL. Actual street view photo from Google Maps 
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US-294 Northbound.   

Two miles south of  

O'Hare  International Airport 



The Microsoft Chicago Data Center ð 

Microsoftõs Flagship Cloud Data Center 
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Size:                                                      705,000 square feet 
Power:                                                 120 MW (enough to power 87,000 homes) 
Critical Load for IT Equipment:      60 MW  
No. of Physical Servers:                   > 330,000 Servers 

601 Northwest Hwy, Northlake, IL 

CH1 

CH2 

Microsoft  
Chicago Data 
Center 
Operations Team 
Summer 2008 
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Data Center Definition  
Å A Data Center is a facility which usually has:  

ü Thousands of servers and IT communication 

equipment  

 

ü Elaborate power infrastructure  

 

ü Redundant or backup power supplies  

 

ü Redundant data communications redundant  

 

ü Environmental controls (e.g., air conditioning, 

humidity, fire suppression, etc.)  

 

ü Various security devices 
 

Å Mega Data Centers are industrial scale operations using 

as much electrical power as a small town. (MS Chicago 

Data Centerõs 120 MW could power 87,000 homes)  

Today, U.S.-based Data Centers use about 5% all the 

electrical power in the U.S.  
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Data Center Concepts ð High Availability  
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Facility Component SPOF Solution(s) Comment(s) 

Servers Clustered Servers Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Server Power Multiple PDUs and Dual-power 
supply servers. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Power Multiple Remote Power Panels, 
UPSs and redundant power 
architecture. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Telecommunications Multiple Telecommunication 
Providers 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Network Multiple network devices, 
network interface cards, etc. 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

Fire Protection Multi-path fire protection 
architecture, in some cases, gas 
AND water 

Requires configuration, electricity, communications, 
and some maintenance, sometimes. 

People Cross-training, redundant skills, 
succession planning, etc. 

Requires management, communications, food, water, 
payroll, benefits, etc. 

Elimination of Single Points of Failure (SPOF) to Ensure 100% Availability 
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Why Data Centers Matter 

Å òThe Internet was done so well that most people think of it as a 

natural resource like the Pacific Oceanó   

Å -Alan Kay- 
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What would a Day without a Data Center Look Like? 

https://www.youtube.com/watch?v=_TN3HpvqAZs
https://www.youtube.com/watch?v=_TN3HpvqAZs


Traditional Data Center 

Security Concepts & Limits  
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CIA ð The Security Triad  
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Traditional Data Center Security Concepts  
 

June 21, 2016 



Traditional Data Center Security Concepts  

Typically, the security in a Data Center is 

based on safeguarding of data and other IT 

assets (the CIA TRIAD) and consists of three 

types: 

 

῝The Physical Security 

῝The Logical Security 

῝Policies & Operating Procedures 
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Traditional Data Center Security Concepts  

1. Build on the right spot  

2. Have redundant utilities  

3. Pay attention to the walls, how they 

are built  

4. Avoid windows  

5. Use landscaping for protection  

6. Keep a 100 -foot buffer zone around 

the site  

7. Use retractable crash barriers at 

vehicle entry points  

8. Plan for bomb detection   

9. Limit entry points  

10. Make fire doors exit only  

11. Use cameras and DVR recording as much 

as possible 

12. Protect the building's machinery  

13. Plan for secure air handling  

14. Ensure nothing can hide in the walls and 

ceilings  

15. Use two -factor authentication  

16. Harden the core with security layers  

17. Watch the exits too  

18.  Prohibit food in the computer rooms 

19. Install visitor restrooms  
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Physical Security Facility Best Practices  

Source: Scalet, S. (2004). 19 Ways to Build Security into Your Data Center. CSO Article retrieved from: 

https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q
=Sarah%20Scalet%2019%20ways&f=false  September 1, 2015.  

https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q=Sarah%20Scalet%2019%20ways&f=false
https://books.google.com/books?id=6F8EAAAAMBAJ&lpg=PA4&ots=3wpD0eIToa&dq=Sarah%20Scalet%2019%20ways&pg=PA41#v=onepage&q=Sarah%20Scalet%2019%20ways&f=false


Traditional Data Center Security Concepts  
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