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SECURITY IN THE ENTERPRISE AREA

Integration of

Cyberwarfare and Cyberdeterrence Strategies into the
U.S. CONOPS Plan to Maximize Responsible Control and
Effectiveness by the U. S. National Command Authorities

LVQEFOXVLRQKRI WKHVH FDSDELOLWL
LFDOKSULRULW\ RI WKH 2EDPD DGP
D-OUH/DIGA KD SISIHQH.G

How-large a/prablemris-this)for the-United

States?

LW KIRIXWR WKH HLQWHJIU DW LRQ- RIF
EHUGHWHUUHQFEFHREWHFEFKQRORJILHYV
WLFNVHLULQWREWKHV&21236V30DQ W
PDQIGNVDXW KR ULW/LH W UXQUD JUDYH
SRRUION SODOQQHG DRI IIHQVIEYH F\EH
WKDWUFRXOGOSUHFLSDWDWH D JOI
WEHRQWVKLSY KZEPWK HLWYN VDIOOLLHY DC
ZKROH KRVW RIDXQLQWHQGHIGQHJ
FDWDVWWRSKILFFERQVHTXHQFHV
DWDOHDVW URXUDQRWDEOH! F\EHU\
ZLGHVSUHDG GDPDJHV YLD WKH ,C
WKH UDSLG VSHHG RI WKHLU SURS
SDUHQWO\ UXWKOHVV DQG LQGLYV
YXOQHUDEOH/WDUJIHWNVO 7KH\ DUH
ZRU R\ 8H6) CRULILUQ WKH ,/29
3KLOLSSWQHW RULILQ WK H
8.6 RULJIKQ DQG I'WKH 64/ 6C
86 ORWILILQ HIQRW H{HRAXWH
DQG/ IRUHWKRXJKW LD FAEHUZHDSR
XQOHDVKRHYHQ JUHDWHUJGDPDJH |
DQG ! SRVVLEEOHRQ) XQLOQWHQGHG W
QHFWHG IYWLDJWKH DQWHUQHW

OtheriNotSo Obvious\Challenges for
Cyberweapons and-Cyberdeterrence

7KH IFAEHUVSDFH WKUHDW DQG Y
VFEDSH LVSEQRWDEOH! LQ WKDW LW



DQG VKLIWLQJ 7KRVH ZKR DUHDHV FREDWVULGEBAOWHRUHQUAH DQG WKH
WHFWLQJ DVVHWV LQ F\EHUVSDFKH KIRYUHH PR OO LR RERMHQW WKH FKDC
FKDOOHQJHYVY RQ WKHLU KDQGY WKBQ WKHDODPRLOLRXBURIFRERNHUYV
WHUSDUWY ZKR XWLOL]JH ZHDSBRWVWODIJHQHXQXQOAHDBUYRHG WKH ,/;
VLYHVY DUWLOOHU\ PLVVLOHV WKH ,QR/WHWHPBIMSQCE WKHWH FDXVH
DUH E\ VRPH HVWLPDWHY RYHU GD@BJdHMNASHR/ RRPDONHU GDWD WK
ZDUH WKDW DUH PDQXIDFWXUHGIHDAWK PRRRVW KAKIMUHZHQW WR 0D
DUH DOVR PRQWKO\ SDWFK XSGMMWKHY HVEB HPRRS/O\H ORI GRVRYWVWLJIDW
VRIWZDUH DQG RSHUDWLQJ VWVWWHRAK2D QRUPKHDWBMWURSKH RFF’
QD VXFK DV HYLO KDFNHUV DQGVKHURUEVHHMMORLWMDUWHHG W-KDW
DSSDUHQWO\ QHYHU HQGLQJ 7 KHIMW ZRKWRHZ NUKH LIQQYAIRADXMMVH R G RX O G V
Rl F\EHUZHDSRQV DQG F\EHUGHWRWYUHRQWH RFDP EMHEIDXVH WKHUH Z
WLHV LQWR WKH &21236 30DQ BRKXOGSSHOKNVNUAHLWRUAKLFK WR SUR
IUHTXHQW ULJRURXV FRPSOH[WIXOQG Q\QRRMW DAMREK@ WHIMHY ODFN \
LQJ WR HQVXUH WKDW LW ZDV DMHZID\® IHIDPHERYMNW QIGWXSZKLFK W
WR GDWH ,Q WKH G\QDPLF ZRUO G RR FGHKUDWSHDE HHIZRWW WR PDQD
LWV FRQVWDQWO\ VKLIWLQJ OoDQWVYPWIH LRHVORIZFREBDEDOQILDUH DC
WLHY WKUHDWY DQG YXOQHUDBHISW WHHY WW K H CFRRVR UNGKLVD WPLRRVQV
RI WKH FRQVWDQW UHIUHVK DQ SDHWWAIQONKRDD GR2MBRB6SRVLWLYH
30DQ WKDW LQWHJUDWHG WKHWHIRWHUZD B RPPH DG DFQG FRP P X(
EHUGHWHUUHQFH FDSDELOLWLHYVY ZRXOG EH QR VPDOO
IHDW ,Q DGGLWLRQ FRQVW D QWhdt@re/tAedcorisaéduernees to the/ W 8. and) J
DQG UHFRQQDLVVDQFH ZRXOG Qthetrsif hiRthFdat 5 left uRchetked?
RQ VXVSHFWHG HQHPLHV WR -HGWXVYW DMWKHIIBVHRXY O IIMBHALWKRXW W
ZHDSRQV DQG F\EHUGHWHUUHQFMERDZDBLDWU MW LHGZRXYEHLI GHWHUU
EH LQ FRQVWDQW VWDWH RI BH LVQN UDBAOH MVHR GBIQG YWD FW/HK. IF V. LQW R
WHQGHG HIIHFWV IRU ZKLFK WKRDWHRIQ [EAH FIRIRPHDEA G DXWKRULWLE
ODXQFKLQJ D SRRUO\ SODQQHG RI|
Is it a problem for other countries? RSHUDWLRQ WKDW FRXOG SURHFLSL
7KH FDUHIXO SODQQLQJ DQG LQVBLUDWHMRIMRIRREKIUAHBBEWK LWV L
RQV DQG F\EHUGHWHUUHQFH LVO®GDVHKOD DKROMHOIORNQWHRIRKWDLQWHQ
HYHU\ FRXQWU\ ZLWK WKHVH FDSHEL\WLWNQBY FPRAUDNVWPRBOKILF FRQV
PXFK LV DOUHDG\ NQRZQ DERXW RXU SRWHQWLDO DGYHU
VDULHV VXFK DV 5XVVLD &KL Qmhab@sequirocaskhasrhe ithpeat already
EXW ZKDW LV SHUKDSV OHVV X Qurdutsd/or Rnerican/giobal sGdiedy@ H H
WR ZKLFK WKH\ KDYH EHHQ VXFFHWVDEYHQFHQWHZHWLQHILQHG F
F\EHUZDUIDUH DQG F\EHUGHWHURUEBR BB HF\U B D B HQLPHL VW IUQWRIJLH YV
WKHLU RZQ QDWLRQDO ZDU SODQ¥12136Y BIO WK KONVINO GHBGN B UR G X
WKH SUHYLRXV H[WHQVLYH H[SHUALHRGWH WKBWVRLDOHDHIGNKHU GDPL
WKH 8 6 ZLWK VWUDWHILF ZDU PEDROGOQIRUWEKDWRRRXOGNHPSHUL
O\ WKDW HDFK RI WKHVH FRXQWDUHFRWUMD QB8 JWWH YHI FIRVQNYWX HQF
FKDQFH RI PDNLQJ LQWHJUDW-4L QR FNEBDWADW NDXUAK DING W X[QHW )0
EHUGHWHUUHQFH FDSDELOLWLHNLUBEWRK\W KH LKHLWHKWHSH EW HQHEADAUW |
SODQV <HW DV UHFHQWO\ DV -EQHQRW HWHERWHWGHDNW DOO LI F\E
WKDW WKH 8 6 DQG 5XVVLD ZHUGHX\QDUEHD WHR DWWHMWRQLHY DQG
D WUHDW\ WKDW ZRXOG FUHDWHQVWKHNVEZPA3XQFOBPQ ZKQFR WKH
F\EHUZDUIDUH RSHUDWLRQV FRXQGDDMHGEGZEBXOIGOQH HWKRIQUHY RO XW L
GXFWHG ODUNRII DQG .UDPHU HG LQ WKH IDOO RI 4DGGDIL F\EH
ZHUH FRQVLGHUHG E\ WKH 2EDPD
Is it problematic for these countries in the 7KH QHJDWLYH UHDFWLRQV DQG U
same ways or is there variation? What kind? ZRUOG VWDJH PLJKW KDYH IDU RX
(YHU\ FRXQWU\ WKDW LV PRGHUQVHQRXJGWRWDYHWWXDW FRXOG
QLIDWLRQV SHRSOH DQG DVYVHWW MHVDMWXDUWHHMR Q Q A FBMHI® WW D F 1
WR FRPSXWHUVY DQG WKH ,QWHUQBWWVIDXHW XU DO U VWYX DNOKDW ZH!
OHQJHV Rl SODQQLQJ DQG PDQDHUL QUHMAERIUNYDSRMIM) D FRPSUHK
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30DQ WKDW LQFOXGHG ZHOO OHWIWRHXGQ GMHBHNKZPEIBDWHIDSRQ DW
DQG F\AEHUGHWHUUHQFH VWUDWWMEHHXRDQG WDRWL FR FRX®HBU WKH
KDYH SUHYHQWHG VXFK SRVVLEOH F\EHUDWWDFNV IURP

HYHQ EHLQJ FRQVLGHUHG DQG Part X RinabThoughtsialbout:Cyberwarfare

HG WKH QHZV Rl WKH SRVVLEO OpeRIIME GHUDWLRQ EHLQJ
SXEOLFLIHG LO WKH SUHVV 6FKQLWKH (ZRUGY GRID!HEI5DGFOLII L
7 LWEKRXW VXEK UHVWUDLOMWKHG LQ 6& ODIDJLQH LQ 6HSW
GHOLEHUDWH DEWLROV WKH-8 DUH DOUHDG\ LQ \DIFREHUZDU W5DG
SHDULOQJ OLNH WKH ZHOO HTXLDWV (G ZDVYHSHUKRUPLQJ PWWUHVHDUF
JRUOG VWDJIH DOG DO DGYHUVPH \WKDW D FRXQWU) OINH W-KH 8
XOOHDVK ZHDSROV WKDW FDO WXUH XQOHDVK WXFKODCGHYDVWDYV
GDPDJH WR DO RSSROHOW XVLDW FRXOGRPWLSSIOHVWKHW HQHP\TV
DUH UDSLG GHELVLYH DOG OFFDWH WX UYUHQIGHW R FWKEQN WKDW
WHKRVH IRU ZKRP WKH DUH LOWRD VXEKSFLUFXPVWDIQFHW QHHG W
DOG ZRUOG UHDFEWLRO PLIJKW EHUHG DV DJPDWWHUVRIWKH ODZV
WURRSY ZHUH HTXLSSHG ZLWK (FRXQWUN IPRIQWLQXH V- WR/VDWWDFN
GHDGO\V ODVHU EODVWY ZLWK SGLEDWHG WKDW \WKH\ DUHRGHIHDW

VHYHUDO KXQGUHG \DUGV GHU WKLV VKLIWV WKH PRUDO JU
8 6 PD\ KDYH LW ZDV FRQGXFWLQJ
The Rapid Evolution of Cyberthreats RSHUDWLRQV 7KLV LV RQH RWKHI

SV SUHGLFWHG LO WKH 7THFKORTDXHQFH RICF\AEHUZDUIDUH DQG RQF

FHUZHDSROV KDYH UDSLGO\ HYREDUHIXOONFRQVEGHUHG

6LQFH 6WX[QHW ZDV UHOHDVHG LQ FRXQWULHV

DOG WKH JHQHUDO SXEOLF DUHPark2+lJS: Pelicy Appraisal Related to

WKH RITHQVLYH VWUDWHJILF /Q Cyberwarfarecand Cyberdeterrenced LW L H

DOG SRWHOWLDO RI F\EHUZHDSHEKLV *VIMFWLRQ’ZLOO H[DPLQH-FXUL

TKH FKDOIHYV WKDW SURGXFHCHGVWR(R\EHUZDURDUHI DQG F\EHUGH

UHFHQW PRUH PRGHUQ F\EHUZHDSRQV ZHUH D QD

WLRODO UHVROYH WR H[FHO L (CurrentlU.S! Policy.Covering Cyberwarfare

FRXSOHG ZLWK H[FHOOHQW UHFFheat® LVVDQFH RQ GHVLUHG

WDUJHWY DOG SDUWOHULOQJ ZI7KH FXUUHQW ZUEWWHQ! SROLF\ Ul

LO VUDHO 7KH SROLWLFDO FRWKUHDWW IFDQ EHORXQG!ILQ 3UHV

XOGHUVWRRG \HW H[FHSW WR MQVHKEWUDWHILF *XIGDQFH -

NVUDHO DUH SUREDEOV OHVV WUIRPAVGRFX PHQWHG/ WKDW-ZDN|I SXEOL

HYHO JUHDWHU IXWXUH FDSDELOLWZKH H[FHUSW) UHODWHG) VSHF LI

WKH ZLOO WR XVH WKHP $JDLQDKHYD@G EV‘EMW S\O(IIUQIGQ)IWG/ LV VKR

F\EHUZDUIDUH DQG F\EHUGHWHUUHOFH VWUDRWHJLHV_DOQ

WDFWLFV GHILQHG LQ WKH &2125%6i38D8 pUMWI BCE}ASZ v olul
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KDY HVRIQ WKHV$ PHULLEDQ ISHRSOH L
THYHBWKHOHVY LW ZLOO EH QHFH
EDUHEXOOWVEDODQELQJI/ RXU IUHHGH
VHEXUWLWYPDQGODOVR FRQVLGHULC
HQDEOLQJ DQIG I[SURWHFWLQJ WKH
HOHFWURQLUEDOO\ FRQQHFWHG |U
WKDW PDNHVOWKH 8 6VWKHI HQY\ R
W KHVOHVW RIOWKHVZR YO G

Parti3)x\Strategic Comparative Analysis in
Cyberwarfare and Cyberdeterrence

7KLVO VHFWLRQD ZLOOCISUHVHQW D
WLYHRDQDIO\VLY REWKH SUHVHQW
DQG HFF\EHUGHWHUUWHQFH LVVXHV D
HU (PRXQWUWLHY WKDW/FRXQG EH FI
QRZ/VRW LQFWKH QRW WRRIGLVWDQ\

What Other Countries /iRegions!of the World
Are/Coneernedwith This Same Threatdssue?
TKHVFRXQWULHVIWKDW- DUH SULPI
F\EH/WU-ZDU IDUH /DIQG F\EHUGHWHUU
DUH/ WKHNYDPHS ERXQWULHY WKD\
JUHRDWHVWHBEVEHWZDUIDUMHI EFDSDEL
PRVYWFWR ©@RVHILQ MWKH HYHQW RI
IDHUH -DW W D N

JKH/GKDJUDP FEEHORZ IWRRID VV
FRRSDUDWLYHHFNEHWZDU FDSDELOL
FIRXQWULHY LQ WKH ZRUOG

Countries Regions of the World That Do Not

Place a High Priority on This Threat Issue
ERXQWWULHYVHWKDW DUHHP-RUH UIRF X
DQGVZHOUWDUH R1 WKHLUUFLWL]IHQV
WKBDW I!WKHNHDRUHKODWIHON FRQVXP
FRPSXWHUEFDSDBLOLWLHY YHUVX\
WRHEKDQQHO UHVRXUFHVILQWR WI
EHUZHD SRQV2RU WKHCUHVRXUFHYV
D-FUHGLEOH HF\EHUGHWHUUHQFH V)
WKDW WKHI8 -XZ2LWK LWV VWDWXU
UDQNCKLIKHU/ RQ WKH OLVW VKRZQ

Some-ofithe Current Rolicies: Being-Employed
by TheselQther ‘States / Regionsin\Regards to

the Threat
&KLQD 5XVVLD DQG ,QGLD HDFK
Part 2 Conclusion WRS IRXU RI WKH FRXQWULHV OL"

7KH JRRG QHZV LV WKDW 3UHVLGHI)QOWGHIDRB O QEKUYDUIDUH SRO
$GPLQLVWUDWLRQ DSSDUHQWO\ KDYH DQ DFXWH DZDUH

QHVV RI WKH LPSRUWDQFH RI WKH F\EHUVSDFH WR WKH
$PHULFDQ HFRQRP\ DQG WKH $PHULFDQ PLOLWDU\

7KH EDG QHZV LV WKDW EHFDXVH ZH DUH DOUHDG\ LQ

VRPH IRUP RI F\EHUZDUIDUH WKDW DSSHDUV WR EH UDS

LGO\ HYFDODWLQJ LW UHPDLQV WR EH VHHQ ZKDW HIIHFWYV
WKHVH F\AEHUDWWDFENV DQG WKH HISHFEWHG IRUWKERRLQJ
([HFXWLYH 2UGHUV WKDW DGGUHY¥V F\EHUVHFXULW\ ZLOO



JURQLFDOO\ WKH 8 6 ZKLFK RAFFSWH\HOAKXVEEPWRWPSHGH WKH ¢
SRVLWLRQ LQ WKDW VDPH WDEO@&XB®HNUQRDWAHHWL B O YUHH ZIH@DHOP H Q W
GHILQHG F\EHUZDUIDUH SROLFLHV DR@JMWUDWHJILHV )RU

FRPSDULVRQ 7DEOH EHORZ VKRWVLD OXRROUKRIHYHU WKDW WK
WKH SROLFLHV DQG VWUDWHJILHMWVKRI8QKWHIE BXWYRDW Q3 SHUKDS

,QGLD WKHUH PD\ EH VRPH JHQHUDO- FRQ

SRUWDQFH RI GHILQLQJ WKH-DSSU
Successes and Failures of the Various ZHDSRQV 7KHUH DOVR QHHGV WR I
Alternative Policies around the Globe RQ W\SHV RI UHVSRQVH WR F\EHUD

'HVSLWH VRPH RI WKH QHJDWLFHHWE BBV W I F RPH WEKHWHUUHQFH
6WX[QHW YLUXV WKLV FROODERUDWLYH HIIRUW E\ WKH 8 6
DQG ,VUDHO KDV EHHQ ORRNHGChna aad h¢ Roke mVCybdrivarfateQ D
WLRQ DQG DV DQ HYHQW WKDWCapabiitiecEXLFNO\ DQG VXF
FHVVIXOO\ KHUDOGHG LQ D QHZAZAKLI}GIDRIVZDUREDHOWXRHLQJ D EHWW
DJH RI F\EHUZDUIDUH +RZHYHBI PEMUXYMLIODOHHRO WKUHH -UHD\
WKDW LQ WKH DEVHQFH RI SXE ®HEKDND &KDEFHLQYHE VBHR® LFREVLGHUL
DQRG VWUDWHILHYVY E\ WKH 2EDPDNKGIRIUQ EVB MWZWURMUH WDRDSRDELOLW
YLWHY D VHFUHWLYH DQG HYHQ SHAUW Q&R BSOS SEBHYPWHE BMMR F\EHUZ
DQG WKH FRQWLQXHG XVH Rl F\BRUMHIESRQW SBKMHIMHQV RI WKR X\
QHVH JRYHUQPHQW LV DEOH WR HI
FORDN RI VHFUHF\ DQG FRQGXFW
Areas of Joint Communication / Operation / IHDU RI F\EHUZDUIDUH DFWLYLWLH
Cooperation that Exist or Should Exist Across QHVH SUHVV DJHQFLHV +DJHVWDG
Countries Dealing with This Threat Issue
$SSDUHQWO\ WKH 8 6 KDV DOWam&Conclusibw HG RQH RU
PRUH UDWKHU VRSKLVWLFDWHCGCT7KILEVISDSHURKDV SUHYHQWHG -D EU
KHOS RI VUDHOL FI\EHUZHDSRO DWLYHVDQDIOXVLVDORIWFRXOQWULHV Z
Rl WKHVH F\EHUZHDSRQV WKH 63XEQGMW\RUP ZDV HI

Table 1.Summary of Cyberwarfare Policies and Strategies of China, Russi@iaand In

I--re

Russia Russia supports cyberwarfare capabilities, especially The ability to achieve cyber superiority is essential to
providing such capabilities in the Russian Army. victory in cyberspace. (Fayutkin, 2012).
The nature of cyberwarfare and information warfare
requires that the development of a response to these
challenges must be organized on an interdisciplinary
basis and include researchers from dilerent branches
+ political analysts, sociologists, psychologists, military
specialists, and media representatives (Fayutkin, 2012).
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Part 4 + Conflict Resolution in WKH FKDRWLF QDWXUH RI OLIH DC
Cyberwarfare and Cyberdeterrence VKRZV WKH VLPLODULW\ EHWZHH
7KLV VHFWLRQ ZLOO SUHVHQW WRH H GIHH\WQ WNVFRQEOWKWVDRROGMO 2
VLV DQG UHVROXWLRQ DV WKH\ BHOMXWH2W'R IERS ZDRIGBBOHDUH LW

WXUH DQG WKH IHHGEDFN ORRSV '

Current Academic Research on This Threat ZKLFK WR EDVH VRPH IRUP RU IR
Problem DQG DFWLRQ 7KH 22'$ /RRS PRGH
6LQFH DV WKH H[LVWHQFH RN KHH GQ DRIWMDKPH K WAQIRXNV H G
F\EHUZDU DWWDFNV VXFK DV WKHRZHRVYHDWWOQOHANNHRQGLVWLQFWLR
(VWRQLD *HRUJLD DQRSB'$.\RRENW DQG F\EHUQHWLF ZDU |
DV ZHOO DV WKH 6WX[QHW FXV RXWKH FRQGLWLRQV RI HPHU.
DQG )ODPH KDYH DOO EHFRAH NVAWREZRYN WKWK LQIRUPDWLR

ZRUOG WKURXJK VHFXULW\ UHVWEHFRBQ®HWKILBKYERWL@NR UPDW I
DQG WKH PHGLD $V D UHVXOW IDWI K[BI\G ERHFIFORGH. IDSASLDRIGHIDAW V F K H P D
PRVW ZKR DUH ZDWFKLQJ WKLV \WKBW W®&DWGH BKDQRRRHDQG-RWK
KDV QRZ EHFRPH WKH QHZ UHDOSRDRQMRWXKLFKHEKH LQIRUPDWLR
ILHOG RI LQWHUQDWLRQDO FRQDULESS KWWGEWMR Q H RUIPQBHRQ DV |
DQG WKDW F\EHUZDUIDUH LV QRZ QR ORQJHU D WKHRUHWL

FDO LVVXH WKDW FRXOG RQH-GD\ WKUHDWHQ WKRVH SDUWLFL
SDQWV DQG V\VWHPV WKDW U H QdinkRuRliQatlR QR) B-0\aik Qpersticn

WKH ,QWHUQHW DQG ,QWHUQHWPRRMMQHFWHG QHWZRUNV 8Q
IRUWXQDWHO\ KRZHYHU WKH-S$NVHOR Q MQDG LIV VHB B BEHK W K
VHDUFK RQ F\EHUZDUIDUH UH O DBHIE | HYYUHROWN. \G W& FOZY LMOR/RWH ORRN
WKH 8 6 LV SOD\LQJ FDWFK XS WIRQDB®LQU YRDEDGIM FUHDWHG D

7TXUDQVNL DQG +XVLFN GRFXPHQW WLWOHG -RLQW 3XEOL

2SHUDWLRQ 30DQQLQJ :KLOH WKL
Intellectual Positions and Theoretical SDJH GRFXPHQW LV XQFODBVVL!
Explanations That Have Been Staked Out YLGH DQ H[WUDRUGLQDU\ ORRN L
on This Threat Problem WDU\ WKLQNLQJ SULQFLSOHV DQ(¢
$V UHFHQWO\ DV WKH + WKPHIVBRPIBWIRKQQG WKH 1DW-LRQCLC

%R\GIV FRQIOLFW PRGHO NQRZWLBWY PEFVWKMHFYURDWH SROLRKLHYV
HQW + 'HFLGH = $FW 22'$ EHJORUWR BHH POULIHRQ DO VWUDWHJILF
WR DQDO\]H WKH LGHDV RI 3F\EHG GMMDMFH XD B KRV HG RFX®HQW WKD\
SQHW FHQWULF ZDUIDUH ~ 7KH PRKGH® XIMKVIH®R LIQRV VEWDBVWPLRQ LV D
DQDO\V]HG IRU LWV DELOLW\ WR LW\ LYOR GGHH FRR QWKNHU DLW M WV RHI L F L D
QDWXUH RI WKH FRPSOH[LW\ Rl 6RE&X®HOW VFRROWHMOF GXWHKG F\EH
IDFWRUV RI DPELJXLW\ XQSUHGISHUDENIORGMD O DUHD ¥R RMKFRQIOLF
PRGHO KDV DOVR EHHQ XVHG WD GG | IDQHE WRB FOIDNER ¥ UFR QG XFW L Q
RI OLIH LWVHOI <HW WKH PRGHB® L'\R'DOBR LPSDIKWMHA JEK OHYHO



ORZ VKRZV VLPSO\ WKH FRQFHSW RIUWEH L oS B OFE Sk <Jupo
RXWSXWV WKDW OHDG WR XQGHUYVYWwhlowlogs ®eH RsHYBWIRBS %o
HQYLURQPHQW RI FRQIOLFW DQGVLWCHRBISDUPRY JRPHZKBWIHE -
WR WKH 22'$ ILIJXUH VKRZQ HDUOYMUOSLVUXNSEE Jv i}]vd (JE 1% E Y
7R IXUWKHU LOOXVWUDWH WKH L@ENVNHEE B} WK UOL[@W} &K %4V C
RI 6WDII WR WKH GLDJUDP EHORZ WR ¥LWYXROWO] KIGEODBLQY WHiN Y}ve
LQWHUFRQQHFWHG QDWXUH RI WKt YHDOPY A HOPWHES WR WEKH §
RSHUDWLRQDO HQYLURQPHQW R{(FRRIQUGY B&C WEH QRWXEH Als
RI WKH VAIVWHPV DQDO\VLYV UHTX{gHG, IRUAGHFRYLROUPPN 1( sz i}]
LQJ )LIXUH

7KH -&6 DOVR GHVFULEHG WKH 'tbté"o@gcgﬁ(l?;//éﬁéfzgﬁggﬁi%% ] ?}OCQE: :
IOLFW DV D SODFH ZKHUH VLPXQ %(H %/\°%Q V>§§° D ng‘LYQU\/QV o
ZRXOG DQG WKLV HQYLURQPHQWS dﬂ% %djﬁos. WKkHGX® SZ %
IRUPDWLRQ HQYLURQPHQW DQG F\éEﬁogv/\bF}IqELj Y}v ZVA](E}VUEVS €JA}‘
“%o es ]V s u vv . 3
V($Z JE U}JE 0 V %ZCe] 0 }Z «
L AU THi0eX

7KHUHIRUH WKH -&6 DOVR FUHDW
WLRQ IUDPHZRUN IRU GHWHUPLQLC
DFWLRQ LQ D FRQIOLFW HQYLURQ
F\EHUVSDFH LV LQFOXGHG LQ WKD
ZKLFK D FRXUVH RI DFWLRQ FRXOG
RSHG 8 6 'R' -&6 YLIXUH

Options in Con#ict
%DVHG RQ WKH FXUUHQW VWDWH
VWDQGYV ZLWK WKH ODFN RI FRKHL
FRUSRUDWHG LQWR LWV 1DWLRQD
WKH SRWHQWLDO IRU XQLQWHQGH
Figure 4. Understanding the Operational Environment (U.Syy K H XQLODWHUDO XVH RI F\EHUZ]|
DoD, JCS, 2006) RFFXU , VHH WKUHH SRVVLEOH R
DQG HDFK RI WKHVH RSWLRQV KD
GLVDGYDQWDJHYV

Part 4 Conclusion

7KLV VHFWLRQ KDV SUHVHQWHG D
OLOLWDU\YV UHFRJQLWLRQ R} F\Et
VLRQ RI WKH RSHUDWLRQDO HQYLL

Figure5. BOEFSTUBOEJOH UIF *OUFSDPOOFDUFE /BUVSF PG UIF

Realms Related to the Operational Environment of Conlict

BOE UIF /IBUVSF PG UIF 4ZTUFNT "O Biguzeal TodseRhVALEoh Be@EREmént . 3. TDbP,JCS,
Making (U.S. DoD, JCS, 2006) 2006)
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D FRPSDULVRO RI WKH RSWLROQVIWIRKH DELOLWRURUI'QRQYVWDWH L
WHEKH LVVXHY WKDW WKUHDWHO $PWHQMD 1 F\EHUDWW DFN WV U HIXWU D Q
WKH FRKHUHQW DQG FRKHVLYH SROLFLHY DQG VWUDWHJILHV
WKDW ZLOO GHILOQH LWV DELCLVE. WRHHLQDELOLW\ WROEQGHDUO\ G
FHUZDUIDUH DOG F\EHUGHWHUUH QDWXUHVRHEUULWLFDO LQIUBDVWU
VNL DQG +XVLFN

Part 5 £ Policy Generation Related to t+ 7KH PDVVLYH SUROLIHUDWLRQ
Cyberwarfare and Cyberdeterrence XELTXLWRXV KLJKO\ LQVHFXUH
7KLV VHFWLRQ ZLOO SUHVHQW WKMHP&/HEDMRG WIQH 6RASHD WLHRFK QR
Rl QDWLRQDO SROLF\ RU HQKDQFWKHQW RIDMMIGVWLEYJ DXAJ]IDQVNL |
WLRQDO SROLF\ UHODWHG WR F\EHUZDUIDUH DQG F\EHUGH

WHUUHQFH LVVXHV t 7KH FRQWLQXDOO\ FKDQJLQJ C

PDWLRQ WHFKQRORJ\ LQFOXGLQ.
Current U.S. Policy Covering Cyberwarfare DQG WKUHDWYVY UHODWHG WR V\\
Threats OHWH \HW UHPDLQ LQ RSHUDWL

$V VWDUWHG HDUOLHU LQ WKH 3DHDWV s$SBROLWKHQD QQWWQGHG X
WKH FXUUHQW ZULWWHQ SROLF\ UHODWHG WR F\EHUZDUIDUH
WKUHDWY FDQ EH IRXQG LQ 3UASingkeHrgegrated Operafivhal iPlan for War
IHQVH 6WUDWHJILF *XLGDQFH- 'XULQJSWDKH SRODQG V ZKHQ L
F\ GRFXPHQWHG WKDW ZDV SXEQGWQNG \RRQDW QQUDROHDU ZHDSRQV
W KDV DOUHDG\ EHHQ QRW HWGRW K DIW) WKLY DSRRHDLLFR RDV IDU-H W
QRW EHHQ HIIHFWLYH LQ GHWHOUJHGE F\VEKUQMW WDRNVRD QG G GYLG

RWKHU DFWV RI F\EHUZDU FLYLOLDQ WR FUDIW WKH VWUDMW
RI WKH 8 6 WKDW ZRXOG GHBO Zl1
Challenges Related to Cyberwar and ELOLW\ WKDW WDFWLFDO DQG SR

Cyberdeterrence Policy and Strategy Creation ZHDSRQV PD\ EH UHTXLUHG 6XUL
7KH FUHDWLRQ RI SROLFLHV DQWLPW WIHFW R DUHW UHOD WHIE W R XFK
F\EHUZDU DQG F\EHUGHWHUUHQWHK I UsH. @ R®I$ O, IOPDMIHI® W HG 2SHUD
VL[ PDMRU LVVXHV 7KH SURFHVV RI LWV FUHDWLRQ L
WHOOLJHQFH GDWD DERXW SRWHC

$+ 7KH ODFN RI LQWHUQDWLRQ DYV \GH\PALMQAWR G DRFHDYIUBR G WKHC
PHQW RQ ZKDW FRQVWLWXWHE\DMKBFMWG RQWI\HEHHGEDQ@LNHO\-WDU
ODUNRII DQG .UDPHU WLI]HG DQG PDWFKHG ZLWK ZHDSH

tf 7KH ODFN RI WKH DELOLW\ WRR FDDWPKILG) J DAMD B8 R QX WMW RVWKBIU J H
VRXUFH Rl DQ DWWDFN 7XU]JWQURDWHQE@HFXWIOMH WLPLQJV DQ
WULJIJHUVY WKDW ZRXOG UHVXOW L

Table2. $PNQBSJOH 0QUJPOT GPS *ODPSQPSBUJDH $ZEEGE XBS BWHH $ ET RIOEFU K
$0/014 1MBO

Advantage Disadvantage

Limited creation and application of ~ Prevents some possible unintended Still requires some time, political
policies that mandate the inclusion  consequences of unilateral use or wrangling, skills, knowledge, and
of cyberwarfare and cyberdeterrence unplanned use of cyberweapons money

into the U.S. National CONOPS Plan

08/2012




DWWDFNV ,Q WKH V WKH FRRVHLGRHUYLIYE WRDNW WKH 30 X-W XD
VRPHWKLQJ FDOOHG WKH 2363/$MLRQG @DRDHWD UL WHADWU UHQFH SR
UHQDPHG WKH &21236 30DQ EXWUNWXIZIWDODBXWLQ] WKH &ROG
EHHQ NHSW XS WR GDWH DQG WWNKWRI)XGIOW OHDVW VHPLDQ
QXDOO\ VR WKDW DOO LQYROYHGHWXWRGMRZ WHOLHYHROKBW R
LI WKH QDWLRQ FRPPDQG DXWKRRKWVHYHGS B PBERBOLW\QRE F\EHUZD
HVVDU\ WR H[HFXWH WKLV LQWUZHPBWE&VZDW GHIDQH GUENHBKH 1DWL
PDQ WKRULWLHVY WKHUH VKRXOG EH I
1RWH WKDW DV IDU EDFN DV WWKDW FRX\KGH UH\V2HIM LQ WKH- GHY
GHILQHG OHYHOV RI FRQIOLFW EBWLZRG R WEKH S BROD®DWLRQDC
D SRWHQWLDO DGYHUVDU\ UDQXMUIDWRP D ZDU RI ZRUGV
DOO WKH ZD\ WR VWUDWHJILF QXFOHDU ZDU 1R PDWWHU ZKDW
WKH QDPH RI LW ZDV WKH QPWiROHDOQADWKIHOBRFRADWLQBY DQG S
ZD\V EHHQ D NH\ WRRO RI WKH QDPAERQZO FIDRAD QG ®XWKH QHHGV
WKRULWLHV IRU XQGHUVWDQGLQJEAKDAD PILIDULW DR X @G \ESRBOR G 8 X F W
ZRXOG EH UHTXLUHG LQ WKH HY HQ V& RH DMKHH WHK YD S RROX.VE LAHHY W K D W

HOV RI FRQIOLFW WULQHY DQG SULQFLSOHYV

+ &RQGXFW WKH LQWHOOLJHQFH
Recommendations for the U.S. Cyberwarfare O\ XQGHUVWDQG WKH ODQGVFDS
Policy and Strategy WOH;HOG

W LV QRW XQUHDVRQDEOH WR1DV3HXP R UWRK\BMNH VDIQHD B\VW\K WR FUH
WRZDUGV D FRKHUHQW DQG FRKHMLHWE & KSROLBEDWHJILF SODQ
DQG VHW Rl VWUDWHJILHV UHJDY G RRD BKAHVX UH RIOM\EHZDU JDPH\
ZHDSRQV ZLOO IROORZ D SDWK WHKDWOLW R LW HQ®UNVKR WKBIDWH JL
VWUDWHJILF ZDU SODQ PDWXULW)\ SQWX\WWPOR GLERFXPARW WKH L
WR WKH 6,23 7RGD\ LQ WKH DEVEKFHAHDR I DU FOWHDDPHV

SROLF\ RQ WKH XVH Rl F\EHUZHDSBAYQRURKNWRQDWHILHY DQG \
YRFDWHV WKH DJUHHPHQW RQ DIBBBLFQ®XR FOXWXHDWHUUHQFH ED
O\ $VVXUHG 'HELOLWDWLRQ LQ RKLFKDBVHQURWKHZRWWFRPHV R
F\EHUZHDSRQV ZRXOG FRPH WR ZDIHQBRIMWY XQGHU

VWDQGLQJ WKDW WKH XVH RI-WKHVH ZHDSRQV ZRXOG UH

VXOW LQ WKH H[SHFWDWLRQ WERWHPWXDMW HWG HY WDOXRWH\RH QW L
ZRXOG EH XQOHDVKHG RQ HYHWKISDADWDELSD YWV RN ,QIRUPDWL
VHWV &URVVWRQ 7KLV PDWRR GWHWKEBW RMQWNEHUZDUIDUH

Table 3. " TUFQ 3FNFEZ UPXBSE UIF $SFBUJPO PG /BUJPOBM 1PMJDZ ,SBNF

Specialize Policy Direction Recognizing that one size does not $t all, spedgtiakcies need to be created for
varies infrastructures and industries to ensure maximum protection

De$ne State and Local Roles A workable Federal policy must have the invelweof state and local authorities
to be elective

Mandate E!ective Systems Engineering for Ensure that there is a realization and commitment for the need to have higher
Infrastructure-related Software minimum standards for the quality of software that is related to infrasttuie.

Establish and Implement Clear Priorities This will ensure the best allonaif $nancial and management resources.

Conduct a Continuing Program of Research  Keep the policy updated and releiachanging technologies.
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PartbcConclusion

7KLV VHFWLRQ KDV SUHVHQWHG D
SRWWDQFHI RV FUHDWLQJ D VHW RI
KHUHQW | DIQG”FRKHVLEYH QDWELRQD
JLHV WKDW ZLOO IDFLOLWDWWHOS

FRQGXFW{F\EFHUZDUJIDUH DQG -F\EH
WLRQV ORZ DQG/DQ WKH IXWXUH $
W KHCODFNHRIVVYXFK FSROLFLHV HIIH
ZLQGRZ RI ULVN DQG XQFHUWDLQW
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