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Introduction

A career Information Technology (IT) professional since July
1977 , starting as a young computer systems staff officer in
the United States Air Force supporting the command
control information systems that provided real-time war
plan asset information to the Strategic Air Command Battle
Staff ( http://billslater.com/myusaf )

Current a Sr. IT Consultant / Sr. IT Project Manager / Sr.
Program Manager in Cybersecurity, Compliance, Auditing,
and Data Centers

Completed Bellevue University’s M. S. in Cybersecurity
program on March 2, 2013

Since October 2012, 18 published articles and one ebook

Since 2009, | chose this topic to research and write about
because as an IT professional in cybersecurity, a former
U.S. Air Force officer, and a patriotic American, | am deeply
concerned about the recent unfolding events of
cyberattacks and cyberwarfare in cyberspace.

July 1977

January 2013
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An eBook was
published PEHTES[
William F. Slater Il William F. Slater, Il

June 10, 2013 CYBER

Collection of articles and
documents related to
cybersecurity, risk
management and

cyberwarfare
You can read about the g
book and this link: CAPABILITIES

PROJECTS

http://billslater.com/ebook1

QUESTIONS & ANSWERS
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WHAT’S REALLY HAPPENING ON THE
INTERNET AND WHERE IS IT ALL
GOING?
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How Many Internet Users?

Internet Users in the World
by Geographic Regions - 2012 Q2

Asia 1076.T

518.5

Europe

Horth America 273.8

Latin America /
Caribbhean

254.9

Africa

Middle East [ 90.0

Oceania /
Australia

167.3

B 23

1] 100 200 300 400 500 GO0 TOD SO0 900 1000 1100 1200
Millions of Users

Source: Internet Warld Stats - www.internetworldstats . com/fstats. htm
2,405 ,518,376 Internet users estimated for June 30, 2012
Copyright @ 2012, Miniwatts Marketing Group

Over 2.4 Billion!
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Cyberwarfare, Cyberattacks,

Cyberdeterrence Defined
 Cyberwarfare

Cyberwarfare refers to politically motivated hacking to conduct sabotage and espionage. It
is a form of information warfare sometimes seen as analogous to conventional warfare
although this analogy is controversial for both its accuracy and its political
motivation.(Wikipedia, 2013)

e Cyberattacks

Known as cyberattacks, this coined term can deal massive amounts of damage to
individuals or on a larger scale, companies or government establishments. It does not stop
there though, when government establishments or military establishments are attacked
through cyber methods, it is a whole new kind of attack known as cyberwarfare or
cyberterrorism. (Wikipedia, 2013).

 Cyberdeterrence

The efficacy of cyberdeterrence relies on the ability to impose or raise costs and to deny or
lower benefits related to cyber attack in a state’s decision-making calculus. Credible cyber
deterrence is also dependent on a state’s willingness to use these abilities and a potential
aggressor’s awareness that these abilities, and the will to use them, exist. (Beidleman,
2009)

Copyright 2013 by William F. Slater, Ill, Chicago, IL, U.S.A.. All rights reserved nationally and internationally



Critical Infrastructure?

e NIST takes its definition of “critical
infrastructure” from the 42 U.S.C.
5195c(e) which states that it is all “systems
and assets, whether physical or virtual, so vital
to the United States that the incapacity or
destruction of such systems and assets would
have a debilitating impact on security,
national economic security, national public
health or safety, or any combination of those
matters.”
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Threats, Vulnerabilities, and Controls

Counter-measures Threats
. . leads
Deterrent reduces likelihood of g Btk o Threat
metric metric 4+ has
b
Detective discovions Frequency
control
has has
metric metric
b A
Effectiveness Accuracy .
exploits
has triggers
metric 99
hd
. has
Corrective Vulnerability |« Asset
Control triggers _] r
results has i
has X in quantifiable
metric Preventative 1 ¥ ¥ ¥ v
| Impact Exposure Value
decreases &
Exposures
Logical Model of IT Security Management Controls (Level 2)
From Security Metrics by Andrew Jaquith, published by Addison-Weslay, 2007
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Napolean Bonaparte Carl von Clausewitz

ESTABLISHED THINKING AND
WRITING ON WARFARE
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Established Thinking and
Writing on Warfare

L)
Sun Tzu

Napolean Bonaparte Carl von Clausewitz John Boyd

According to Tzu, the proper application of his principles described in the Art of War, will
allow the wise commander to win. Wise commanders who seek to keep their enemy
guessing, off balance and reacting instead of acting is well on their way to victory. Tzu
sees the use of force almost as a last resort in war. The beauty of Tzu’s principles is that
they focus on victory with the least damage and the swiftest resolution. This approach
preserves lives, property, and public support for the government or commanders who
apply it wisely. --(Zapotoczny, 2006)
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Established Thinking and
Writing on Warfare

P AT o
T

i

Pa

o : -
Sun Tzu Napolean Bonaparte Carl von Clausewitz

John Boyd

Napoleon is credited with being great tactician and a military genius of his time. He took on all of Europe and gave everyone a pretty
good run for the money. His campaigns formed the basic of military education throughout the western world and a lot of the military
thinking is still influenced by the great Frenchman. Few, if any, commanders, before or since, fought more wars and battles under more
varied conditions of weather, terrain, and climate, and against a greater variety of enemies than the French Emperor. His understanding
of mass warfare and his success in raising, organizing, and equipping mass armies revolutionized the conduct of war and marked the
origin of modern warfare. From 1796, when he assumed his first independent military command, until 1809, Napoleon displayed an
astonishing near-invincibility in battle and an equally astounding ability to use that battlefield success to compel his enemies to grant
him his political objectives. A dazzled Clausewitz had good reason to call Napoleon the "god of war."

His genius was essentially practical, and his military concepts evolved from the close study of earlier commanders, particularly
Frederick the Great. He made the fullest use of the ideas of his predecessors and breathed life into them." (David Chandler - "Dictionary
of the Napoleonic wars" p 18)
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Established Thinking and
Writing on Warfare

P AT o
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Sun Tzu Napolean Bonaparte Carl von Clausewitz

John Boyd

Clausewitz was largely preoccupied with the massive application of force and attempts to mitigate friction in combat operations. He
defined friction as suffering, confusion, exhaustion, and fear. The problem with his line of a single definable center of gravity. Clausewitz
stressed the importance of finding the center of gravity, or the critical point at the critical time, upon which the outcome of the conflict
depended. In this author’s view, Clausewitz makes a mistake in not recognizing that combat often presents multiple smaller centers of
gravity. These multiple smaller centers of gravity can be individually exploited and isolated in the pursuit of overall advantage. By
exploiting several centers of gravity simultaneously, the enemy can be quickly thrown off balance.

Clausewitz did not see the importance of unconventional operations and how they could decrease the effectiveness of large opposing
forces without the need for a decisive clash of massed strength. He also did not pay attention to how friction could be used against the
enemy. Instead, he focused on how to limit friction’s impact on one’s own forces. His concentration on the importance of destroying the
enemy in combat using strength against strength goes against Sun Tzu’s concept of attacking the enemy’s strategy --(Zapotoczny, 2006)
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Established Thinking and
Writing on Warfare

Carl von Clausewitz Nathan Bedford Forrest John Boyd

Won 31 out of 33 Battles!

Quotes Tactics

“War means fighting and fighting means killing” * Always exaggerated his own strength

“Get there first with the most” * Forrest’s troops, if captured, would also exaggerate
“Whenever you see something blue, shoot at it, e Surrounded fort in the town, expressed the desire to avoid

and do all you can to keep up the scare”
“Charge them both ways” (Forrest caught between .
two larger Union armies)

unnecessary bloodshed

Invite the enemy commander to see for himself that he is hopelessly
outnumbered

Built campfires for a ghost army

Knew when it is time to go
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Established Thinking and
Writing on Warfare

&

T
Sun Tzu Napolean Bonaparte Carl von Clausewitz Nathan Bedford Forrest John Boyd
Revolutionized thinking on Modern Warfare with his Observe — Orient — Decide — Act (OODA) Loop
Observe Orient Decide Act
ks,
o & Control & Control
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\‘O';B o Decision Feed Action
‘ s ) othesis) .~ > es
/_ _—Forward ot Forward (fest
Outside
Information
Unfolding
Unfolding Interaction
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John Boyd's OODA Loop
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The OODA Model
(Observe — Orient — Decide — Act)
for Analysis and Conflict Resolution

Observe Orient Decide Act
ici Implicit
Implhicit r
Guidance uidance
& Control & Control

Unfolding

Circumalances\ +
F ~.. Feed

) Decision Action
Obs —
ikl (Hypothesis) | (Test)
/ ——Forward Forward |
Outside ‘k \
Information \
\ Unfolding
Unfolding \ Interaction
: — Eead k - .
Interaction eedbac With
with ——Feedback Environment
Feedback |

Environment John Boyd's OODA Loop

Figure 1 — Boyd’s OODA Loop Model (Bousquet, 2009)
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CYBERWEAPONS AND THE NATURE
OF CYBERATTACKS
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Some Characteristics of Cyberwarfare

It’s fast: Cyberattacks happen at Internet speeds
It happens in “Cyberspace”
If you are connected to the Internet, you are vulnerable to Cyberattacks

Targets of opportunity are plentiful (i.e. any IP-device, and also SCADA
devices)

Damage can cripple critical infrastructure, up to entire cities
Damage from Espionage and DDoS can have far-reaching negative effects

It’s cheap and getting cheaper (thanks to Moore’s Law and the “Force
Multiplier” advantage)

It’s sophisticated and getting more sophisticated
It’s complex to understand and defend against

It’s extremely complex due to laws, policies, and regulations, in the U.S.
and in other countries

It’s not your Father’s Battlefield or War.
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What Makes Cyberwarfare Difficult
to Analyze and Understand?

Lack of Agreement on Nature and Definitions Among
Major International Players

The Secretive Nature, Lack of Disclosure, and Denials
Attribution

Provability

It’s unpredictable

Who is “the enemy?”

Who are the “good guys?”

Constantly changing

Increasingly sophisticated
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Cyberweapon Evolution
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Cyber Weapons Class Capabilities Assessment
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Cyberattack Process
technolytics

Lecumly & kteligesnce Center :[“ P Q?_]
N

Cyber Attack Process

Vweb-Based Eroad Yulnerability Malicious U se of stolen
Information Metwork E =zploitation Code account/ data
Collection Mapping Installation
Social Targeted Password Sy stem File SystenmLog
Engineering Guessing Deletion File Changes

Malicious
canning Activity

Cvhber Attack Planning

Cvhber Attack Design

Cyber Attack Initiation

Phone Home Feed-back

Phone Home Feed-back

August 8, 2013 Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0) 26




Cyberwar and Cyberattacks

Dangers and incidents related to
cyberattacks and cyberwar
continue to increase at an
alarming rate

Compliance with security
frameworks can help

But... entire infrastructures, L

cities, and countries are at risk

The Solutions will lie in National
Policy, Regulation, preparation,
and some form of deterrence
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Why Should Data Center Professionals Be Concerned
about Cyberwar and Cyberattacks?

* Data Centers represent huge cyberspace
infrastructure targets of opportunity

Virtualization Concentration Risks

“Old Way — Hack a “New Way — Hack a
System” Datacenter”
.
g O
/,,_ gl .* Hypervisor
9602 -
Lall
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THE REALITY OF THE THREATS
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Some Notable Cyberattacks and Cyberweapons
2007 - 2013

DDoS — Russia v. Estonia, 2007

DDoS — Russia v. Georgia, 2008

DDoS — Russian v. Kyrgyzstan, 2009

Stuxnet — U.S. and Israel v. Iran, 2009 — 2010
Flame - U.S. and Israel v. Iran, 2011

Duqu - U.S. and Israel v. Iran, 2012

Shamoon — 2012

DDoS Attacks on U.S. Banks — 2012 and 2013

Cyberattacks on S. Korean Banks and other
businesses on March 20, 2013

Cyberattacks between Anonymous and
Israel — April 2013
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Threat Analysis

The threat of cyberattacks and cyberwar are very real

The quantity of cyberattacks and cyberwar incidents has
increased dramatically since 2007, and it continues to
increase daily

The sophistication of cyberattacks and cyberweapons has
grown dramatically since 2009

There is now a dire need to incorporate strategies to deal
with the threats of cyberattacks, cyberwarfare, and
cyberdeterrence into the U.S. CONOPS Plan

The lack of effective national plans and policies to effectively
address cyberwarfare and cyberdeterrence constitutes a
threat itself
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What Most People Think
Cyberwarfare Looks Like
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But Cyberwarfare May Also Look Like This

Steganography
Technical Linguistic
Steganography Steganography
Semagrams Open Codes ‘

fa c e bo o k Visual Text Jg:%‘:“ ((I:c_) v:].'red
“le Semagrams Semagrams iphers

Null Grille
Cipher Cipher
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Other Cyberwarfare Threats We Should Also
Consider

 Information Warfare via
— Social Media like Twitter, Facebook, Tumbilr, etc.

 E-Mail
e Steganography
* Encryption

Steganography
Technical Linguistic
Steganography Steganography
Semagrams Open Codes ‘

facebook I I e

o N Semagrams Semagrams nae phers
Null Grille
Cipher Cipher
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Other Cyberwarfare Threats We Should
Also Consider

e Human aspects (i.e. Edward Snowden)

June 2013 - Former Booz Allen Hamilton contractor at
the NSA turns whistle-blower. Leaked highly classified
information about NSA data collection, cyberwarfare
tactics and activities, etc. Four laptops worth of data!
Probably about up to 4 TB of classified data.
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U.S. Government Electronic Surveillance
in the News

* NSA
— PRISM
— Boundless Informant
— Verizon Cell Phone Monitoring
— Facebook Monitoring

 Warrantless Wire Tap Act — Renewed on
December 30, 2012

— No Fourth Amendment protections on the Internet or
for phone calls (cell or landline)
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U.S. Government
Electronic Surveillance
in the News

A word to the wise:

Here is the list of words that will get you
monitored by a 3-letter security-focused
U.S. Government Agency if you mention
them in a cell phone call. Probably also
works for e-mails, SMS texting, and
Facebook postings. A contractor who
works for the U.S. Government provided
this so | believe it authentic, but may not
be comprehensive and complete.

Special note: At one time, | believe
cybersecurity was on the list. That was a
special concern because | just completed
an M.S. in Cybersecurity.
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Unhappy With U.S. Foreign Policy? Pentagon
Says You Might Be A 'High Threat'

Thursday, 08 August 2013 09:01

For the purposes of this chollenge:

{ High risk = 3 or more indicators
Madium-high risk = 2 indicotori
Medium-low rivk = |indicator
Low risk = O indicaters

# Wigits lommily in ledio bwice @ year
= Adegsats work geality
« Spaciks openly of unhoppaiis waith LLS
Foruign policy I
« Cor wos recently reposssssed while at work

Fou newd o review the indicotors. Bosed on her

slatements, this employes demonstrofes divided
|m|lr Paired with her financiol diFlicelties and
foroign travel, ihe is a high threet

UNCLASSIFIED

Do fr sy Do pen et e

'A security training test created by a Defense Department agencyv warns federal
workers that they should consider the hyvpothetical Indian-American woman a
"high threat” because she frequently visits family abroad, has money troubles
and "speaks openly of unhappiness with U.5. foreign policy.”

That slide, from the Defense Information Svstems Agency (DISA), is a startling
demonstration of the Obama administration's obsession with leakers and other
"insider threats." One goal of its broader "Insider Threat" program is to stop the
next Bradley Manning or Edward Snowden from spilling classified or sensitive

information.’ Source: http://www.davidicke.com/headlines

Insider Threat
Monitoring:
Results

D

"4
‘o ! i!
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NYT: NSA Searching Americans' . ] ]
E-Mails for Foreign Contacts E-Mail Monitoring:

Thursday, o8 Aug 2013 11:06 AM I f Yo u H ave
By Sandy Fitzgerald
Share: B E| B} more . A A| EmailUs | Print | Forward Article F °

The National Security Agency searches through Americans' e-mails and texts for contacts
or information about foreigners who are being monitored for illegal activities, according to
intelligence officials who spoke with The New York Times.

According to the Times, the searches take place without warrants and are part of the
casting of a "wider net" to target suspected terrorists that also includes the gathering of
extensive computer data from overseas.

The surveillance is allowed under the FISA Amendments Act passed in 2003, which
cleared the way for eavesdropping without a warrant so long as it targets a non-American
traveling or living outside the United States.

Judith A. Emmel, a spokeswoman for the NS4, told The Times that the agency's activities
are not meant to gather information on Americans, but to target foreign powers,
organizations, or terrorists.

According to the Times, hints of the targeting program were contained in secret
information leaked recently by Edward Snowden referring to "a set of rules” about how
the INSA is legally allowed to carry out its surveillance efforts under the FISA law.

A senior intelligence official, speaking anonvmeously to the Times, said the NSA copies and
then sifts through contents of text-based messages coming into and leaving the U.S.

searching for identifving kevwords. The kevword hits are then sorted and stored for
analysis. All other information related to the texts are deleted.
Former intelligence official Timothy Edgar, who worked in both the George W. Bush and

Barack Obama administrations, said the data-gathering rule was implemented after a
great deal of discussion about how it should be applied.

Source: http://www.newsmax.com/Newsfront/nsa-searching-emails-times/2013/08/08/id/519396
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If It’s Not Relevant, Why Is The U.S.
Government Monitoring All
Communications?

EVERYONE WILL BE TUNED IN TO EVERYTHING
THAT'S HAPPENING ALL THE TIME ! NO-ONE
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The Twitterverse

Tweetp-i n g . i 3 nor‘t.h. america i south america i .europe a.fm Fa asia

4062 762 BELE 139 il a5

Last #ha Nodejs Socket.io L ' T ' Jast shazhtag t #hashtag 725 ht. EoTriEE T

#UnpopularOpinion Processing. Js and #UnpopularOpinion #endogibi #BuBayramBen Tas #photo #ropongi #bill

#NoShame Backbone. js #NoShame #city #tokyo #japan
#photo
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. 1Bittion
are shared by users collectively Over
50% . f

of the population
in North America

84 5million il

ACTIVE USERS
2.7bn ‘

Facebook currently has 845
Likes Daily

million active users.

1:5 6L
e

1 out of 5 web pages viewed by an
internet surfer is a Facebook page.

“ = 250million
m photos are uploaded fo
Facebook daily.

Facebook Habits
& 23% of the Facebook population

A Facebook user
20 spends 20min 4+ @ visits the site 5 + fimes daily
min

approxon each vist .

August 8, 2013

in2012

Facebook

fiii

It would be home to 1 in 7 of the world's entire population

Sources.
www.newsroom.facebook.com /Key-Facts.
S idsds ool e www.blogsession.co.uk

The Republic of Facebook

If Facebook were a country....

) =

©

It would be the 3rd largest in terms of population

Sources
www.newsroom facebaok com/Key-Facts

pop www blogsession.co.uk
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Can You See the New Trend?

,s I () \_ NEWS POLITICS ENTERTAINMENT UFE TECH BUSINESS
L -

Cyberscare: Ex-NSA chief
calls transparency groups,
hackers next terrorists

Michael Hayden equates potential angry reactions to Snowden indictments to al-Qaida

operations

BY NATASHA LENNARD 3 Folow |11k August 6 20 13
Fl Recommend | 244 .L_.| Send || B3 L - m Share || 0 B+ " _’-'r-.‘ | ’

[ c more 11 =

TOPICS: TECHIOLOGY NEWS, NEWS, PoLTICS NS General Michael Hayden, ex-Chief of NSA
Calls Transparency Groups and Hackers
the “Next Terrorists”

Enlarge

Wichael Hayden(Credit: AP)

Source:
http://www.salon.com/2013/08/06/cyberscare ex nsa chief calls transparency groups hackers next terrorists/
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Country Policy Strategy
China China supports cyberwarfare capabilities, | The Chinese will wage untrestricted
especially providng such capabilities m | warfare and these are the principles:
the People’s Liberation Amy. Oimni-dirsctionality
Synchrony
Limited objectives
Unlimited measures
Asymmetry
Minimal consumption

Multi-dimenszional coordmation
Adpstment, contrel of the entire
process

(Hagestad 2012).

Fussia

Bussia supports cvberwarfare
capabilities, especially providing such
capabilities n the Russian Army.

The nature of cyberwarfare and
mformation warfare requires that the
development of a response to these
challenpes musthe organized on an
mterdisciplinary basis and mclude
researchers from differsnt branches —
political amalysts_ sociologists,
pevchelogists, military specizlists, and
media representatives (Fayutken, 2012),,

The ability to achieve cyber superiority
i3 essentizl to victory i cyberspace.
(Fayutkin_2012).

India

India supports cyberwarfare capabilities,
especizlly providing such capabiliies m
the Indian Army.

"It1s essential for efficient and effective
conduct of war mcluding cyvber-war. The
war book therefore needs to specify 23
how to maintzin ne-contact cyber war
and when the government decide to go
for full-contact or partial-contact war
then how cyber war will be integrated to
mest overall war ghjectives, (Sazini,
a0:1n-

Stratepies are still under development,
butwill follow the guidance of policies
related to the conduct of war.

(Sazmi, 2012)

Strategic
Comparative
Analysis

August 8, 2013
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The Top Four Countries in
Cyberwarfare Capability (as of 2009)

Cyber Offensive Cyber Overall
Cyber Military Capabilities Capahilities  Capabilities Intzlligence {ybar
2 Intent Hating Lapahilities Hatine

China:
Linited 5tates:

RuUssia
| ndia:

Table 1 — Country Cyber Capabilities Ratings (Technolytics, 2012)
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WHO IS DOING THIS AND WHY?
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February 2013 March 2013

Top 15 of Source Countries {Last month) Top 15 of Source Countries (Last month)
Source of Attack Mumber of Attacks Source of Attack Humber of Attacks
- Russian Federation 2 402 T2 mm Russian Federation 2446164
B  Taiwan, Province of China 907,102 Germany 1,308,615
Germany 720 425 @ Taiwan, Province of China 536,031
= Ukraine 566,531 B United States 449 8353
— Hungary 367 966 mE  Australia 373,790
B  United States 355,341 == India 358,110
| Raomania 250 948 == Ukraine 250 206
= Brazil 337977 == Hungary 237 505
BN ltaly 288 607 =2 | Brazil 218 265
B Australia 255777 China 197,152
= | Argentina 185,720 BN laly 194,102
[l China 168,146 LR France 184,073
= Poland 162,235 —  Argentina 182,166
= | Israel 143,943 L] Japan 151,861
] Japan 133,908 ks  VVenezuela Bolivarian Republic of 127 862
Top 5 of Attack Types (Last month) Top 5 of Attack Types (Last manth)
Description Humber of Attacks Description Humber of Attacks
Attack on SMB protocol 27,327 356 Attack on SMB protocol 31,077,005
Attack on Metbios protocol 937 476 Attack on Metbios protocol 1,108,033
Aftack on Port 33434 687 446 Attack on Port 5352 821 115
Aftack on S5H protocol 659,589 Attack on S5H protocol 918,145
Aftack on Port 5353 522,671 Aftack on Port 33434 68T 446

http://sicherheitstacho.eu/
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March 2013

Top 15 of Source Countries (Last month)

Source of Attack

Humber of Attacks

July 2013

Top 15 of Source Countries

Last month -

Source of Attack Humber of Attacks
Russian Federation 2446164
: - vesere ™ Bulgaria 4117 362
= ermany , : i .
mm Russian Federation 1,547 722
B Taiwan, Province of China 536,031 @ Ta T
aiwan 334,
B  United States 448 853 )
; Bl FRomania G657 542
G Australia 373,790 ~ i
B nited States 479 972
==  India 358,110
== Ukraine 250,206 rungar #08.287
== Hungary 997 605 Germany 450 277
E— 21E=I255 s Venezuela, Bolivarian Republic of 408,620
= razi :
China 197 152 il | China 203,085
T R Brazil 171,388
' Poland 167,370
L1 France 184073 ™
— : BN ltaly 165,204
1 Argentina 182166
. Japan 151 861 == Ukraine 132827
' = Argenti 122,361
i Venezuela, Bolivarian Republic of 127 862 — rgentina
Em | Sweden 122,057
Top 5 of Attack Types (Last manth)
Description Number of Attacks ~ T0P 5 of Attack Types (Last month)
Aftack on SMB protocol 31,077,005 Description Number of Attacks
Aftack an Metbios protocol 1,108,033 Attack on SMB protocol h,793778
Aftack on Port 5353 8921115 Honeytrap Attacker on Port 19 4084 812
Attack on S5H protocol 919,145 Attack on Metbios protocol 310,852
Aftack on Port 33434 6T 446 Attack on SSH protocaol 239908
. . Honeytrap Attacker on Part 161 100,765
http://sicherheitstacho.eu/
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LT AN Cyberadversaries:

A C A Organized, Capable, Equipped,
B\ Talented, and Determined — From Nation

WE DON'T FORGET

ALBANIAN CYBER ARMY ; o= States and Non-State Actors

T HIWHHIN e —

CREWL UNDERGROUND MRDNESEE

7} 5. 44 - \-\‘ \ -m ‘ f ; ] 4
( ‘\ P ‘ * T
o = e AL (g sguull Uiyl
—— . = Syrian Electronic Army
-1 /% DL .syrian-es.co
P JAS T A .
7 : R

Chaos Computer Club
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Cyber Good Guys:

Also Organized, Capable, Equipped,

Talented, and Determined — From
Nation States
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Cyber-Abwehrzentrum S
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The Hacker Family Tree

A Brief, Approximate History
of Who Did What with Whom

Macks and Events I Ralated Events

Graups

&LHH bo the creation of

Bnbir ag Heng
Bl Cooperative
Bl Hofine

THE A-TE A8

k.;,}, W th3j3ssr
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AnonOps
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HOW VULNERABLE ARE WE IN THE
U.S.?
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# of attackers

Recorded Cyberattacks

March 2013 July 2013

32768 3768
16384 _—
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Recorded Cyberattacks

March 2013 July 2013
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Types of Targets for Cyberattacks

March 2013

® Web site @ Smartphone @ Console/Shell @ Metwork services @ not set|

http://sicherheitstacho.eu/
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Types of Targets for Cyberattacks

July 2013

® not set @ Web site @ Network services @ Console/Shell Il~5marl;phq::nne|

http://sicherheitstacho.eu/
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Some Worst Case Scenarios

Espionage and lost trade secrets

DDoS attacks on banks and other financial
institutions

Attacks on SCADA systems
Attacks on banks and the financial system

Catastrophic attacks on critical infrastructure
facilities and targets

Experts Suspect North Behind SKorea Computer Crash

Depositors try to use automated teller machines of Shinhan Bank while the bank's computer netwaorks are paralyzed
at a subway station in Seoul, South Korea, Wednesday, March 20, 2013, (AP Photo/ahn Youno-joon
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What Is the U.S. Government Doing to
Defend the American Population?

U.S Cyber Command, June 23, 2009 — =

Policies that describe the U.Ss interest in protecting
and defending cyberspace

Several Cyberwarfare units created in the U.S.
Military

Internet “Kill Switch”, September 2012

Presidential Policy Directive 20, November 14, 2012
Presidential Policy Directive 21, February 12, 2013

Executive Order on Cybersecurity and Critical
Infrastructure, February 12, 2013

NeW Sophisticated Offensive Cyberwea pons Motto in MD5 Hash 9ec4c12949a4f31474f299058ce2b22a
. "USCYBERCOM plans, coordinates, integrates,

Cooperation, agreements, and excha nge of synchronizes and conducts activities to: direct the

information with allies and organizations operations and defense of specified Department of

Defense information networks and; prepare to, and
The Federal Government will spend over $65 Billion ~ when directed, conduct full spectrum military

. . cyberspace operations in order to enable actions in
will be Spent on Cybersecurlty, 2013 —2018. all domains, ensure US/Allied freedom of action in

cyberspace and deny the same to our adversaries."
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Mission of U.S. Cyber Command

"USCYBERCOM plans, coordinates, | |
integrates, synchronizes and conducts /S50 0N
activities to: direct the operations ass=—— N
and defense of specified Department
of Defense information

networks and; prepare to, and when
directed, conduct full spectrum
military cyberspace operations in
order to enable actions in all
domains, ensure US/Allied freedom
of action in cyberspace and deny the
same to our adversaries."

Misson in MD5 Hash 9ec4c12949a4f31474f299058ce2b22a
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A Quick Review of Some Previous and Current OBAMA
Administration Policies Related to Cybersecurity

* 2009 — Critical Review of National Infrastructure — Cyberspace is strategic and critical - declared our digital
infrastructure a strategic national asset and made protecting this infrastructure a national priority.

* 2010-U.S. Cyber Command created and staffed
* 2011 - Presidential Policy Review - We will defend Cyberspace

* 2012 - President Obama’s Defense Strategic Guidance 2012 - Sustaining Global Leadership: Priorities for
21st Century Defense

* 2012-PPD 20

e 2013 -U.S. Cyber Command to be expanded five-fold

 2013-PPD21

* 2013 - Executive Order 13636 on Cybersecurity-related initiatives and Information Sharing

* March 12,2013 report Worldwide Threat Assessment of the US Intelligence Community by Director of
National Intelligence, James Clapper, gives a clear and current summary of the Cyberthreats and the
Actors. What's most interesting is that for the first time, Cyberthreats are now at the top of the list of
global threats to the U.S.

* Also... March 2013 — Tallinn Cyberware Operations Document (Hackers and Hacktivists may now be killed)
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Some Other Laws and Policies

May 2011

December 2011

January 2012

March 2012

December 2012

March 2013

April 2013

August 8, 2013

USA PATRIOT Act (Renewed)

NDAA

Surveillance of Social Media
by DHS, FBI, NSA, etc.

Executive Order 13603

Warrantless Wiretap Act
(Renewed)

U.S. Cyber Command will
guard certain private
organizations

ATF Seeks 'Massive' Database
of Personal Info: 'Assets,
Relatives, Associates and
More'

Provides the Government sweeping powers to
gather and use previously protected private
information from private citizens

Indefinite Detainment without due process

Early identification of possible threats

The Executive Branch can legitimately seize control
of all water, food (human and animal), medicine,
fuel, fertilizer. etc.)

Allows surveillance of all electronic communications

Better cybersecurity for certain private organizations

The system will be utilized by staff "to provide rapid
searches on various entities for example; names,
telephone numbers, utility data and reverse phone
look-ups, as a means to assist with investigations,
and background research on people, assets and
businesses."

Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0)
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Impacts the First and Fourth
Amendments

Impacts the First, Sixth, and Eighth,
Amendments

No Fourth Amendment protection
during Internet use

Makes Americans think of a
Totalitarian Communist Dictatorship

No Fourth Amendment protection
during phone calls or Internet use

N/A

However, the Federal Government
will no doubt be accused of showing
favoritism towards some
organizations and indifference or
disrespect to others.

( No comment. Connect the dots
yourself and draw your own
conclusions. )
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Cyberwar and Cyberattacks —

Some Present Challenges to Resolution

The lack of international definition and agreement on what
constitutes an act of cyberwar (Markoff and Kramer, 2009).

The lack of the ability to clearly attribute the source of an
attack (Turzanski and Husick, 2012).

The ability for non-state actors to conduct potent
cyberattacks (Turzanski and Husick, 2012).

The inability to clearly define what the exact nature of critical
infrastructure targets (Turzanski and Husick, 2012). CYDE R WARPARE

-

The massive proliferation and reliance on ubiquitous, highly
insecure, vulnerable systems based on SCADA technologies
during the 1980s and 1990s (Turzanski and Husick, 2012).

The continually changing landscape of information
technology including the vulnerabilities and threats related to
systems that are obsolete, yet remain in operational use for
several years past their intended useful life.

Consider the following slide that defines the complexity of
defense...

August 8, 2013 Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0)
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DEFENSE SCIENCE BOARD | DEPARTMENT OF DEFENSE

Unified Threat
10,000,000 - Management
o 8,000,000
-
S Security software
e 6,000,000}
175
]
=
£
4,000,000
Network Flight
2,000,000 = . Recorder
B Milky Way Malware:
DECSeal  Stalker ot Snort 125 lines of code*
,D [ | [ | | | [
1985 1990 1995 2000 2005 2010

Defense becomes more and more complex, yet still outmatched by offense

*DARPA Brief to DSB, May 2011 * Malware lines of code averaged over 9,000 samples

Figure 3.2 Graphic lllustration of the Complexity of Software Required to Defend and Attack our Systems. Very
Small Changes (Even Single Bits) Can Cause Major Impacts to the Operation of a System

There is no single silver bullet to solve the threat posed by cyber-attack or warfare. Solving this
problem is analogous to previous complex national security and military strategy developments
including counter U-boat strategy in WWII, nuclear deterrence in the Cold War, commercial air
travel safety and countering IEDs in the Global War on Terrorism. The risks involved with these
challenges were never driven to zero, but through broad systems engineering of a spectrum of
techniques, the challenges were successfully contained and managed. (U.S. Department of Defense, 2013)
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HACKING

he NSA Is Training 13

eams of Covert Hackers
o Attack Other Countrie

#l Kyle Wagner €

For the first time, the United States has
officially disclosed plans to develop
counterattack measures against foreign
nations' cvberattacks. General Keith
Alexander, chief of the militarv's Cvber
Command and the NS4, told Congress
vesterday the military is training 13 teams of
programmers and computer experts to carry

out offensive attacks.

(Wagner, 2013)
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Recent Developments — March 2013

Global Threat Assessment lists Cyber Threats as No. 1 threat
to U.S. — March 12, 2013

NATO’s Tallinn Manual for Cyberwarfare Operations released
— March 19, 2013 (authorizes killing hackers and hacktivists!)

Rand Beers, Under Secretary of DHS for Cybersecurity
releases 12-page report about Cybersecurity, Critical
Infrastructure, EO 13636 and PPD21 — March 20, 2013

S. Korea banking organizations and other businesses endure
massive cyberattack and N. Korea is the primary suspect —
March 20, 2013.

Most massive DDoS Attack ever — CyberBunker v. SpamHaus
— March 27, 2013
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The Future of Cyberwar and Cyberattacks

* Increasing intensity and frequency

e Greater capacities to inflict damage

e Better Intelligence

* Faster Response

* Tighter Integration and Automation
 More complex offensive cyberweapons
* Better cyberdefense and deterrence will be necessary
e Better analysis and think-tank groups ;

* Possibly more secret Policy Directives
(i.e. PPD 20)

e Possible loss of personal freedoms
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What Can You and
Your Organization Do Today?

Continually Educate yourself, friends, colleagues and
family

Adopt and implement, and follow a security
compliance framework, such as ISO 27001

Continually improve your security controls and your
security posture

Report incidents that result in more than $5000
damage to the Internet Crime Complaint Center
WWW.IC3.g0V

Defend yourself (ask me more about this later)
Do not attack or return fire
Remain vigilant
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How does Title 10 of the U.S. Code
Affect Cyberwarfare and the Average U.S.
Citizen?

 American Citizens are legally prohibited from
responding offensively to cyberattacks
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Career Opportunities?

* Yes — The U.S. Government is hiring
Cybersecurity Professionals

* Private Industry will be picking up more and
more Cybersecurity experts

U.5. Federal
Cybersecurity
Markel

$65.5 Billion
In 2013-2018
(AGR 6.2%
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Career Development Opportunities?

lllinois Institute of Technology

e M.S. in Cyber Forensics and
Security

http://www.itm.iit.edu/cybersecurity/index.php

=

LLINOIS INSTITUTE ¥V
OF TECHNOLOGY

Bellevue University

 M.S. in Cybersecurity
 B.S.in Cybersecurity

http://www.bellevue.edu/degrees/graduate/cybersecurity-ms/

August 8, 2013
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Conclusion — Part 1

* In 2013, cyberattacks, cyberweapons, and cyberwarfare
events are growing in number, frequency, and
sophistication

* Due to our dependence on Cyberspace, we are living in
dangerous times because of the current and worsenmg
cyberthreat landscape BT
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U.S. Cyber Command Activated

August 8, 2013 Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0) 72

Copyright 2013 by William F. Slater, Ill, Chicago, IL, U.S.A.. All rights reserved nationally and internationally



Conclusion — Part 2

* When Doing Your Research and Analysis About
Cyberwarfare...You must:
— Go national and international
— Use MANY resources

— Consider the perspectives and orientation, motives, of the
sources (example: India will report capabilities and events
about Israel’s IDF Unit 8200 that the U.S. will not)

— Do plenty of critical thinking

— Remember that
e Attribution is hard
» Verification is hard because “evidence” can be manufactured
* There is a LOT of propaganda and hype
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We Will Be Living in
Interesting Times From Now On...
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Resource Website

http://billslater.com/cyberwar
» Writing
> Presentations

> References

e-mail slater@billslater.com

Web: http://billslater.com

Twitter: http://twitter.com/billslater

LinkedIn: http://www.linkedin.com/profile/view?id=713787

Facebook: http://www.facebook.com/billslater William F. Slater, lll
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Thank You, Thank You Very Much!!!

-William F. Slater, Il
slater@billslater.com
http://billslater.com/cyberwar
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Realtime World wide cyberattack monitoring service launched by Germany’s
Deutsche Telecom Besides a real-time overview of current attacks, recorded by a
total of 97 sensors, the website also provides statistics such as the top 15 source
countries, distribution of attack targets, total number of attacks per day and overall
sum of attackers per day.
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Overview of current cyber attacks (logged by 97 Sensors )

Top 15 of Source Countries (Last month)

Sl English [ German

Source of Attack Humber of Attacks
] Russian Federation 2402722
(] Taiwan, Province of China a07, 102
Germany 780,425
] Ukraine h66,531
= Hungary 367,966
=S United States 355,341
[N | Romania 350,948
Brazil 337,977
Live-Ticker En taly 288,607
] Australia 288777
Date Source Attack on Parameter

e = : = = Argentina 185,720
— = = = B  China 168,146

2013-03-19 031848 Lnited Kingdom Metwork services dicnaea.smbd.port. 445
- Poland 162,235

2013-03-1903:18:45 Ukraine Metwork services dionaea.smbd.port.445
= Israel 143,943

2013-03-19 03:18:46 Chile Metwork semvices dionaea.smbd.port. 445
. Japan 133,908

2013-03-19 031844 Ukraine Metwork semvices dionaea.smbd.port. 445

Top 5 of Attack Types (Last month)

Overall sum of attackers per Day (Last Month) Overall sum of attacks per Day (Last Month) Distribution of Attack Targets (Last Month) Description Number of Attacks
= = Attack on SMB protocol 27,327,356
- e Attack on Metbios protocol 937 476

im frome Attack on Port 33434 687,446
95 T
g i Attack on SSH protocol §60,580
- = Attack on Port 5353 522,671
&1 B3 04 06 o4 F B B9 18 13 2T :l:;u::,:- BB OBME SR = YT rloca:-.:::.':l.:;f:’.,l:': NEBUNBMNEN -3
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http://map.honeynet.org/

Realtime World wide cyberattack monitoring service launched by the Honeynet
Project.

August 8, 2013 Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0)

82



@ Honeynet
'. Project

August 8, 2013

dionaea.
dicnaea.
dicnaea.
dionaea.
dicnaea.
dicnaea.
dionaea.
dicnaea.
dicnaea.
dionaea.

capture
capture
capture
capture
capture
capture
capture
capture
capture
capture

PEITIIEANG

attack
attack
attack
attack
attack
attack
attack
attack
attack
attack

Taipei.

Tehran. Iran (35.73.51.33) [md5:

Velletri, Italy (41.68,12.78) to Aachen,

Italy (42.83,12.83) to Aachen., Germany (56.77,6.11)
Aiud, Romania (46.38,23.72) to Aachen, Germany (
Yaroslawl, Russia (57.62,39.85) to Aachen, =
Teresina. Brazil (-5.88 -42_82) to Aachen. Germa
Thilisi. Georgia (41.72.44.79) to Fagreb. Croa
Riga. Latwia (56.95.24.18) to Aachen.

Columbus. USA (39.92,-82 88) to Aachen.

IT

Suppose They Gave a Cyberwar and Everybody Came ? (version 1.0)

SECURITY

RESEARCH GROUP




References

https://isc.sans.edu/dashboard.html

Internet Storm Center
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