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WAKE UP AMERICA

"In the end the Obama administration is
not afraid of whistleblowers like me,
Bradley Manning or Thomas Drake. We
are stateless, imprisoned and powerless.
No the Obama administration is afraid

of you. It is afraid of an informed,

angry public demanding the
constitutional governmnet it was
promised - and it should be."

- Edward Joseph Snowden

Politifake.org
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Introduction

A The Edward Snowden 2013 NSA
Data Breach was arguably the
most damaging (known) data
preach to ever impact the U.S.

ntelligence Community. This

oresentation will cover what
nappened, how It happened,
why it happened, the data
ONBI OKQa 0O2yasSi
|mpI|cat|ons for the future, and
how such breaches can be
prevented in the future.

Edward Snowden
Vanity Fair Artwork
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WATERGATE
19721973

U.S. President
Richard Nixon was
involved in the
break-in at the
Watergate Hotel
where cash found on
the burglars was

' used by a Nixon
campaign commiftee.

. HEARTLAND
\ PAYMENT SYSTEMS

] | March 2008
134 million credit and

debit card numbers were

stolen hom users of

teartiand P
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THE X-MEN ORIGINS:
WOILVERINE LEAK
March 31, 2009

An unfinished version of
XMen Origins: Wolver-
ine found its way online
before its official release.

THE GAWKER
MEDIA HACK
December 2010
The email addresses
and passwords for more

than 1.3 million Gawker Media

fand
were

P
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THE KT CORPORATION HACK
February—July 2012
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SOVIET UNION SPIES
1951 U.S. citizens Julius

and Ethel Rosenberg passed -
thousands of documents to
the Communists.

THE IRAN-CONTRA
AFFAIR

November 1986

The Iranian government’s
X weaponsforhostages
5 deal with the U.S.

was leaked.

)
€
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"0 ety
THE STUXNET WIKILEAKS & THE
VIRUS IRAQ WAR LOGS
2010—ongoing  April—October 2010
Computer virus A series of leaked gov-

Stuxnet was cre- ermnment documents and
ated fo hinder the. classified video from the
development of Iraq War were leaked.
Iran's nuclear power

progrom
\
L
THE SONY PLAYSTATION
NETWORK BREACH
Apri 2011 More than 77
1}/’:,21 million of Somy’s PlayStation
. Network accounts were X
— hacked. <
- WIKILEAKS & THE SYRIA FILES -

July 2012 More than 2.4 million private

~ emails 1o and from political figures in Syria

found their way online.

KNOW HOW
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Bad Security
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Persons In the Story

Barack Obama,
President of the United States

Edward J. Snhowden,
Former NSA Contractor
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Glen Greenwald, | VI dimir Put General Keith Alexander,
Reporter for the U.K. Guardian adimir =utin, Former NSA Director and Direc

President of Russia
. - of US Co;l/ber Command
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What Happened? What Drd Snowden C

A In May 2013, after a series of secret
communications with two experienced
reporters (Laurdoitrasand Glenn Greenwald),
NSA Contractor and System Administrator
Edward Snowden took four laptops, each with .
1 TB drive and flew to Hong Kong and later
sought asylum in Russia

A Approximately 1,7 million classified documents

KIgS 0SSy O2LIASR | yR

infrastructure while Snowden was on duty in
Hawal

A The damage to the National Security of the
'YVAOSR {01 GSa Aa atl
the WORST DATA BREACH EVER.

NSA leaker Edward Snowden
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The Time Line

June 21, 1988 Edward J. Snowden born in Elizabeth City, North Carolina

1999¢ Dropped out of High School

2004¢ Joined the U.S. Army Reserve because he was patriotic, later washed out

2005- worked s a "security specialist” at the University of Maryland's Center for Advanced Study of Language
2006- 2007 - Joinedthe CIA and worked as a system administrator in Geneva, Switzerland

2009- Became a contractor and worked at Dell for the NSA in Japan

2012- Was identified as havingownloadedseveral sensitive documents from tiINSA

January 201& Snowden initiates communications with a New York Times Reporter, Paiiras setting the protocol for
strong public key / private key encryption due to fears of being discovered

March 2013¢ Snowden joined Booz Allen Hamilton as a systems administrator working foiSAe moved to Hawalii

May 2013¢ Snowden traveled from Hawaii to Hong Kong with Four Laptdpets Glenn Greenwald and LaulRraitrasin

Hong Kong

June ¢ 5,2013¢Df Sy DNBSYy gl fR Lzt AaKSR | &aSNAS& 2F I NUAOt Sa
GKS b{! Qa adaNBSAttlIyOS LINPIAINIYE&Z 020K F2NBAIY IyR R2Y
June 21, 2018 At the request of President Barack Obama, the U.S. Department of Justice files (sealed) criminal espion:
charges against Snowden and demands extradition

August 1, 201 Snowden granted temporary political asylum in Russia by President Vladimir Putin after spending more
than four weeks at the Moscow International Airport

March 7, 2014- Testimony at EParliamentvia teleconferenceg-mail, Twitter and the Internet
March 10,2014¢ SXSWConference via ACLU sponsored teleconference, Twitterflanthternet

March 18, 2014; the ACLU published all NSA documents that Snowden had disclosed so far, in an online database that
searchable by topic, title and date. The URtps:// www.aclu.org/nsadocumentssearch

March 18, 2014¢ TEDConference Talk via Telepresence Robot, software and the Internet
April 6, 2014c ACLWConferencevia teleconference, enail, Twitter, and thenternet ﬁ"f

. .. . . _ ILLINOIS INSTITUTE ¥
April 8, 2014¢ Edward Snowden Interview in Vanity Fair magazine OF TECHNOLOGY
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How Did Snowden Accomplish
His Data Breach?

I Achieved Elevated Privileges and Access by getting
colleagues to share their login credentials

i Defeating security controls that were designed to
compartmentalize data and data access based on a
need to know

Intimate knowledgeof systems, security
managementand weaknesses in controls

Copied data to four Laptopsl TB each

Communicated with Reporters starting in January..
2013 via encrypted-eails

Left Hawaii to Hong Kong gave reporters key
detalls NSA leaker Edward Snowden

Left Hong Kong for asylum in Russia Snowden at Press Conference

Communicating now via the Internet-(eail, In Moscow with Russian Lawyers
secure webcast, Twitter, Telepresence Robot

control, phone, etc.) ILLINOIS{;N?EEFUTETEGY
F HMN
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What Has Snowden Disclosed?

'

A Detalls about

A Promises to disclose a great deal more

i {LBAY3I 2y 2dz2NJ a9y SYASa

MANY NSA Classified Programs

MANY GCHQ Classified Joint Programs
Spying on Americans

Soying on Allies

Social Engineering and Discrediting Campaign ‘l"
Tactics

NSA working Microsoft, Google, Yahoo. Etc.

Offensive and Defensiv@yberwarfareactivities
and actors

Workings of the NSA and his job responsibilities

His philosophies and believes about the
Government, surveillance, the Internet, and
personal freedoms

Edward Snowden
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Internet
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Gmail  facebook X Hotma' yarioo! Google | w475z (7] Tube PP

TS | SI | NF
INTRODUCTION

US as World Telecommunications Ll N 3
Backbone

EUROPE

US.& CANADA |+ -1 ee o AFRICA
e Much of the world's communications flow g
through the US.

g5

e A target’s email, phone call or chat will take . e"’*% . §
: ) <! 3
the cheapest path, not the physically most »
direct path—you can't always predict the path.

® Your target’s communications could easily be LATIN AMERICA ASIA & PACIFIC
5 . & CARIBBEAN
flowing into and through the US.

International Internet Regional Bandwith Capacity in 2011
Source: Telegeography Research
TOP SECRET || SI || ORCON || NOFORN 3 PRISM
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TOP SECRET 'SUORCON/NOFORN A Hotmall ~~ . w
Cmil e ™ L’O"“l} TKUDE d .

YaHOO! i AOL & mail &

s PRISM Collection Details

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In gencral:

Current Providers

* E-mail
* Microsoft (Hotmail, etc.) e
s Gooo x o
ARG Stored data
* Faccbook VolP
* PalTalk File transfers
* YouTube Video Conferencing
- Skype » Notifications of target activity - logins, etc.
B AOL * Online Social Networking details
' Apb]’g + Special Requests

Complete list and details on PRISM web page:
(o PRISMFAA TOPSECRET /S ORCON/NOFORN
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AOL &> mail &
' q rsisune Dates When PRISM Collection
Began For Each Provider

PRISM Program Cost: ~
$20M per year
I | | | l l
2007 2008 2009 2010 2011 2012 2013
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