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Introduction

ÅThe Edward Snowden 2013 NSA 
Data Breach was arguably the 
most damaging (known) data 
breach to ever impact the U.S. 
Intelligence Community.  This 
presentation will cover what 
happened, how it happened, 
why it happened, the data 
ōǊŜŀŎƘΩǎ ŎƻƴǎŜǉǳŜƴŎŜǎΣ ƛǘǎ 
implications for the future, and 
how such breaches can be 
prevented in the future.
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Edward Snowden
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Some Previous 
Bad Security 

Breaches
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Persons in the Story
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Laura Poitras, Reporter

Edward J. Snowden,
Former NSA Contractor

Glen Greenwald,
Reporter for the U.K. Guardian

Barack Obama,
President of the United States

Vladimir Putin,
President of  Russia

General Keith Alexander,
Former NSA Director and Director

of US  Cyber Command



What Happened?  What Did Snowden Do? 
Å In May 2013, after a series of secret 

communications with two experienced 
reporters (Laura Poitrasand Glenn Greenwald), 
NSA Contractor and System Administrator 
Edward Snowden took four laptops, each with a 
1 TB drive and flew to Hong Kong and later 
sought asylum in Russia

Å Approximately 1.7 million classified documents 
ƘŀǾŜ ōŜŜƴ ŎƻǇƛŜŘ ŀƴŘ ǊŜƳƻǾŜŘ ŦǊƻƳ ǘƘŜ b{!Ωǎ 
infrastructure while Snowden was on duty in 
Hawaii

Å The damage to the National Security of the 
¦ƴƛǘŜŘ {ǘŀǘŜǎ ƛǎ ǎŀƛŘ ǘƻ ōŜ άƛƴŎŀƭŎǳƭŀōƭŜέ ŀƴŘ 
the WORST DATA BREACH EVER.
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The Time Line
Å June 21, 1983ςEdward J. Snowden born in Elizabeth City, North Carolina

Å 1999 ςDropped out of High School

Å 2004 ςJoined the U.S. Army Reserve because he was patriotic, later washed out

Å 2005 - worked s a "security specialist" at the University of Maryland's Center for Advanced Study of Language

Å 2006 - 2007 - Joined the CIA and worked as a system administrator in Geneva, Switzerland

Å 2009 - Became a contractor and worked at Dell for the NSA in Japan

Å 2012 - Was identified as having downloaded several sensitive documents from the NSA

Å January 2013 ςSnowden initiates communications with a New York Times Reporter, Laura Poitras, setting the protocol for 
strong public key / private key encryption due to fears of being discovered

Å March 2013 ςSnowden joined Booz Allen Hamilton as a systems administrator working for the NSA; moved to Hawaii

Å May 2013 ςSnowden traveled from Hawaii to Hong Kong with Four Laptops; Meets Glenn Greenwald and Laura Poitrasin 
Hong Kong 

Å June 3 ς5, 2013 ςDƭŜƴ DǊŜŜƴǿŀƭŘ ǇǳōƭƛǎƘŜŘ ŀ ǎŜǊƛŜǎ ƻŦ ŀǊǘƛŎƭŜǎ ƛƴ ǘƘŜ ¦ΦYΦΩǎ DǳŀǊŘƛŀƴ ƴŜǿǎǇŀǇŜǊ ŘƛǎŎƭƻǎƛƴƎ ǘƘŜ ŜȄǘŜƴǘ ƻŦ 
ǘƘŜ b{!Ωǎ ǎǳǊǾŜƛƭƭŀƴŎŜ ǇǊƻƎǊŀƳǎΣ ōƻǘƘ ŦƻǊŜƛƎƴ ŀƴŘ ŘƻƳŜǎǘƛŎ ǎǇȅƛƴƎ

Å June 21, 2013 ςAt the request of President Barack Obama, the U.S. Department of Justice files (sealed) criminal espionage 
charges against Snowden and demands extradition

Å August 1, 2013 ςSnowden granted temporary political asylum in Russia by President Vladimir Putin after spending more 
than four weeks at the Moscow International Airport

Å March 7, 2014 - Testimony at EU Parliament via teleconference, e-mail, Twitter, and the Internet

Å March 10, 2014 ςSXSW Conference via ACLU sponsored teleconference, Twitter, and the Internet

Å March 18, 2014 ςthe ACLU published all NSA documents that Snowden had disclosed so far, in an online database that is 
searchable by topic, title and date.  The URL: https:// www.aclu.org/nsa-documents-search

Å March 18, 2014 ςTED Conference Talk via Telepresence Robot, software and the Internet

Å April 6, 2014 ςACLU Conference via teleconference, e-mail, Twitter, and the Internet

Å April 8, 2014 ςEdward Snowden Interview in Vanity Fair magazine
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How Did Snowden Accomplish 
His Data Breach?

Å Social Engineering

ï Achieved Elevated Privileges and Access by getting 
colleagues to share their login credentials

ï Defeating security controls that were designed to 
compartmentalize data and data access based on a 
need to know

Å Intimate knowledge of systems, security 
management, and weaknesses in controls

Å Copied data to four Laptops ς1 TB each

Å Communicated with Reporters starting in January 
2013 via encrypted e-mails

Å Left Hawaii to Hong Kong gave reporters key 
details

Å Left Hong Kong for asylum in Russia

Å Communicating now via the Internet (e-mail,  
secure webcast, Twitter, Telepresence Robot 
control, phone, etc.)
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Snowden at Press Conference
in Moscow with Russian Lawyers



What Has Snowden Disclosed?
Å Details about 
ïMANY NSA Classified Programs
ïMANY GCHQ Classified Joint Programs
ïSpying on Americans
ïSpying on Allies
ï{ǇȅƛƴƎ ƻƴ ƻǳǊ ά9ƴŜƳƛŜǎέ
ïSocial Engineering and Discrediting Campaign 

Tactics
ïNSA working Microsoft, Google, Yahoo. Etc.
ïOffensive and Defensive Cyberwarfareactivities 

and actors
ïWorkings of the NSA and his job responsibilities
ïHis philosophies and believes about the 

Government, surveillance, the Internet, and 
personal freedoms

Å Promises to disclose a great deal more
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Edward Snowden



NSA Surveillance Programs ςNow Known
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