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Why?

Information Security and Risk Management are both
critical to business operations in the 215t Century

Information Security and Risk Management are both
business enablers

Information Security and Risk Management are hallmarks
of business maturity

This training and the associated efforts are required for
to achieve the ISO 27001 Certification

Best practices in Information Security and Risk
Management, and achieving and maintaining the ISO
27001 certification will result in happier customers and
more business opportunities for




The Vision
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OBJECTIVES
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Objectives

* Learn and understand the basic concepts of
nformation Security

e Learn and understand the about threats
e Learn and understand the about controls
* Understand employee responsibilities

* Understand how to report an Information
Security Issue

* Upon completion, be able to pass a short test
verifying your ability to achieve the objectives
listed above




WHAT IS INFORMATION SECURITY?




What Is Information?

e A valuable business asset
 Must be protected

'Information is an asset which, like
other important business assets,
has value to an organization and
consequently needs to be suitably
protected’

BS ISO 27002:2005
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What Is Information Security?

The quality or state of being secure to be free
from danger

Information Security is achieved using several
strategies simultaneously or used in
combination with one another

Information Security is essential to protect
vital data, information, and processes as well
as the systems that provide this data,
information and processes

Information Security also involves physical
facilities, management, people and
documentation

Information Security is not something you

buy, it is something you do
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Information Security —
The Benefits

1. Helps reduce risk to an acceptable level

2. Optimizes return on investments

3. Increases business opportunities

4. Protects the organization’s reputation

5. Protects information from a range of threats
6. Helps ensure business continuity

7. Minimizes financial loss




Consequences of
Information Security Breaches

e Reputation loss or damage

e Financial loss

e Intellectual property loss

e Legislative breaches leading to legal actions
e Loss of customer confidence

e Loss of customers

e Business interruption costs

e Loss of good will




Results from a Recent Survey
on Information Security...

e Information Security is “Organizational Problem”
rather than “IT Problem”

e More than 70% of Threats are Internal
e More than 60% culprits are First Time fraudsters

e Biggest Risk : People
e Biggest Asset : People

e Social Engineering is a major threat

e More than 2/3 or respondents express their inability to
determine:

“"Whether my systems are currently compromised?”




Classic Logical Model of

How Security Management Controls Relate to Threats and
Exposures
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Logical Model of IT Security Management Controls (Level 2)
From Security Metrics by Andrew Jaquith, published by Addison-Wesley, 2007
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Quick Definitions:
Risk, Threat, Vulnerability

Risk: A possibility that a threat can or will exploit a
vulnerability in an asset and causes damage or loss to
the asset.

Threat: Something that can potentially cause damage to the
organization, IT Systems or network.

Vulnerability: A weakness in the organization, IT Systems, or
network that can be exploited by a threat.




Risk Model: Threats, Vulnerabilities,
Information Assets, Asset Values,
Controls and Protection Requirements

exploit

Information
assets

Protection Asset values
Requirements

* Controls: A practice, procedure or mechanism that reduces risk
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The Risk Assessment Cycle

(High-Level)

Identify
information
assets
Manage Quantify and
ongoing risk qualify threats
Remediate Assess
control gaps vulnerabilities

The Speed of this Cycle will
Depend on your Risk Appetite.

If Risk Appetite is GREAT:
The Cycle will be comparatively
Slow.

If Risk Appetite is LOW:
The Cycle will be comparatively
Fast.
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Input

= Hardware

Risk Assessment Activities

= Software

= System interfaces

= Data and information
= People

Step L.
Svstem Characterization

= System mission

v

= System and Diata
Sensitivity

= History of system attack
* Data from intellizence
agencies, NIPC, OI,

FedCIR.C, mass media,

Step 1.
Threat Identification

= Reports from prior risk

assessments

= Any sudit comments
= Security requitements
= Security test results

Step 3.
Vulnerability Identification

List of Potential
Vilnerabilities

* Current contrals
* Plammed coatrols

Step 4. Control Analysis

List of Current and
Planned Controls

* Threat-source motivation
= Threat capacity

= Nature of vulnerability

= Current controls

Step 5.
Likelihood Determination

h Likelihood Fating

* Mission impact analysis
= Aszet criticality assessment
= Data criticaliry
= Data sensitivity

= Likelihood of threat
exploitation

Step 6. Impact Analysis

* Loss of Integrity
= Loss of Availability
= Loss of Confidentialiry

| Impact Rating

= Magnimde of impact

= Adaquacy of planned or

Step 7. Risk Determination

Risks and
Aszociated Risk
Lewels

ClTant controls

¥

Step 8.
Control Recommendations

v

Step 9.
Results Docnmentation

Risk Assessment

Steps

Source: NIST SP 800-30
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’'s Risk Management Process

Title: Proposed Risk Management Processes

IS Incident Response

CAPSIM Employee Head of Information . . :
Contractor or Intern Assurance Risk Committee Risk Owner Team
Start Take . .
: : Bi-Weekly Review Action: Notify Incident
P Meeting Mitigate —> Response
> Accept Team
Transfer
Y Avoid
Identify N Investigate Decide Risk v
Risk Risk Management N
Strategy: v Initiate
Assigned Mitigate Incident
Owner? Accept Response
Transfer Update Plan
Avoid Risk List
Credible?
) 4 v
Risk Item
Resolved?
Assign Appropriate | Notify
Risk Owner - Management
Input Risk to IS
Risk List
(See instructions) 4
Update
| Risk List Update Risk
Parameters and
Risk Owner in
Risk List
Emergency
Imminent? >
) 4
Yes
b Communicate
» Details to Risk -t}
Owner
3

Phase: PLAN
<
<
<
<
e
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Threats

e Threat — definition
e Some sources of threats
* More threat examples




Threats

e What is a “threat”?

— Something that can potentially cause damage or
theft to the organization, IT Systems or network.




Some Sources of Threats

 Misguided Employees

* Mistakes by careless Employees

* External Parties

 Low awareness of security issues

* Lack of or lapse in security policy compliance
 Growth in networking and distributed computing

* Growth in complexity and effectiveness of hacking

tools and viruses

 Natural disasters e.g. fire, flood, earthquake




More Threat Examples
| wemcoy | bampe

Human Errors or failures Accidents, Employee mistakes

Compromise to Intellectual Property Piracy, Copyright infringements
Deliberate Acts or espionage or trespass Unauthorized Access and/or data collection
Deliberate Acts of Information extortion Blackmail of information exposure / disclosure

Deliberate Acts of sabotage / vandalism Destruction of systems / information

Deliberate Acts of theft lllegal confiscation of equipment or information
Deliberate software attacks Viruses, worms, macros Denial of service
Deviations in quality of service from Power and WAN issues

service provider

Forces of nature Fire, flood, earthquake, lightening
Technical hardware failures or errors Equipment failures [/ errors

Technical software failures or errors Bugs, code problems, unknown loopholes
Technological Obsolescence Antiquated or outdated technologies
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Vulnerabilities

* Vulnerability — definition
* Vulnerability examples




Vulnerabilities

 What is a “vulnerability”?

— A situation or condition that represents an
opportunity for a threat to damage or for
information to be stolen from the organization, IT
Systems or network.




Some Sources of Vulnerabilities

 Complicated user interface

e Default passwords not changed

* Disposal of storage media without deleting data
* Equipment sensitivity to changes in voltage

* Equipment sensitivity to moisture and contaminants
* Equipment sensitivity to temperature

* Inadequate cabling security

* Inadequate capacity management

* Inadequate change management

* Inadequate classification of information

* Inadequate control of physical access

* Inadequate maintenance

* Inadequate network management

* Inadequate or irregular backup

* Inadequate password management

* Inadequate physical protection




Some Sources of Vulnerabilities

* Inadequate protection of cryptographic keys

* |nadequate replacement of older equipment

* Inadequate security awareness

* Inadequate segregation of duties

* Inadequate segregation of operational and testing facilities
* Inadequate supervision of employees

* Inadequate supervision of vendors

* Inadequate training of employees

* Incomplete specification for software development
* Insufficient software testing

e Lack of access control policy

e Lack of clean desk and clear screen policy

e Lack of control over the input and output data

* Lack of internal documentation

* Lack of or poor implementation of internal audit

e Lack of policy for the use of cryptography




Some Sources of Vulnerabilities

* Lack of procedure for removing access rights upon termination of employment
e Lack of protection for mobile equipment

e Lack of redundancy

* Lack of systems for identification and authentication
e Lack of validation of the processed data

e Location vulnerable to flooding

* Poor selection of test data

e Single copy

* Too much power in one person

* Uncontrolled copying of data

* Uncontrolled download from the Internet

* Uncontrolled use of information systems
 Undocumented software

* Unmotivated employees

* Unprotected public network connections

e User rights are not reviewed regularly




Controls

* Control — definition
* |Information system controls

* More on Information systems, controls and
security

* More examples of controls




Controls

e Whatis a “control”?

— A control is something that provides some level of
protection for an asset in order to prevent
negative consequences of a threat.




More on Information Systems and Security

* Passwords — safeguard them
* Use Virtual Private Network (VPN) for secure remote access

e Use Secure software for secure
data transfers

* Use encrypted systems to avoid
data compromise

* Encrypt portable storage media when
possible

* Don’t store protected or restricted data on
your local computer disk storage

NEVER STORE PERSONAL OR PROTECTED

DATA ON LOCAL MACHINES
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Examples of

Information Security Controls

Table 2. Countermeasures for Information Security Vulnerabilities

People

+  Formal Written Policy

+ Background Checks

+ Incident Response Team

+  User Safety & Response Training
Processes

+ Updating
+  Secure Software Configuration
+ Backups

* Log File Analysis

*  Physical & Environmental Security
Authentication & Access

* Biometrics

* Passwords and Tokens

+ Database Access Control

*  Server/Segment Access Control
Computer Level

*  Antivirus Protection

+ Web Browser Controls

*  Operating System Controls

+ Redundant Hardware or Software
Network Technology

+ Firewalls / Router Security

+ Intrusion Detection Systems

* Disconnect

+ Integrity Checking

* Honevpots

Encryption

*  Digital Certificates

+  Virtual Private Networks

* Database Encryption

+  Wireless Equivalency Protocol

+  Pretty Good Privacy (PGP) E-mail
Management

* Adequate Budget

» Effective Personnel Function

* Contingency Planning

*  System Audit & Vulnerability Analysis

Source: http://www.johnsaunders.com/papers/riskcip/RiskConference.htm




Information Security is a Continuous
Process

Categorize
Information
System

Monitor ] Select

Security Security
Controls } Controls

Authorize Supplement

Information Security
System Controls

Assess Document
Security Security
Controls dos Controls

Implement
Security
Controls
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Vulnerability Management Life Cycle

Create
/’ Baselines N

Monitor ] Scan & Ticket
/"// LR B \ \
/ Vulnerability |
Management
. Life Cycle
| Temporary
Conftio) Controls
for
Critical Risks

K. Risk 4_/
Assessment




Balancing Risk
Capacity vs. Threats and

Vulnerabilities
Risk m Risk

518

Explanation: A scale provides another way to understand this concept of risk. this is something we might call a...
"risk-meter." If we put two boxes with our threats and vulnerabilities on one of the plates of the scales, and
another box with our capacities on the other plate, we will see how our risk gets increased or reduced.

Source: http://www.frontlinedefenders.org/book/export/html/542




Balancing Risk
Capacity vs. Threats and

Vulnerabilities
Risk m Risk

Explanation: The more capacities we have, the less risk we face. And for reducing the risk, we can reduce our threats
and our vulnerabilities, as well as increase our capacities.

Source: http://www.frontlinedefenders.org/book/export/html/542




Balancing Risk
Capacity vs. Threats and

Vulnerabilities
Risk m Risk

Explanation: But ... Look at what happens if we have some big threats: Never mind we try to increase our capacities
at that very moment: The scales will show a high level of risk anyway!

Source: http://www.frontlinedefenders.org/book/export/html/542




WHAT IS ISO 270017




ISO 27001

ISO/IEC 27001, part of the growing ISO/IEC 27000 series of standards, is
an information security management system (ISMS) standard published

in October 2005 by the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC). Its full
name is ISO/IEC 27001:2005 - Information technology -- Security
techniques -- Information security management systems --
Requirements but it is commonly known as "ISO 27001".

ISO 27001 covers all types of organizations (e.g. commercial enterprises,
government agencies, non-profit organizations). This International
Standard specifies the requirements for establishing; implementing,
operating, monitoring, reviewing, maintaining and improving a
documented ISMS within the context of the organization’s overall
business risks. It specifies requirements for the implementation of
security controls customized to the needs of individual organizations or
parts thereof.

Source: www.wikipedia.org




Why Should Use the
ISO 27001 Standard, Now?

« The ISO 27001 standard was selected
for to adopt for its ISMS
program because:

 This is the Information Security standard
that many of our customers most
frequently ask about

- It is internationally recognized




ISO 27001 Features

. Information Security Management System (ISMS) Guidelines and
Procedures

. Focused on Risk Management and Information Security Management
. Plan, Do, Check, Act (PDCA) Process Model

. Process-based Approach

. Emphasis on Continual Process Improvement

. Scope covers Information Security not only IT Security

. Covers People, Process and Technology

. As of 2012, over 7,000 organizations worldwide have been certified in ISO
27001. Around 400 U.S. companies have the ISO 27001 certification

. 11 Domains, 39 Control objectives, 133 controls




ISO 27001 Features

 Recognize and Manage Risk

 Apply an internationally recognized Security Compliance
Framework standard

« Manage Assets

« Apply Information Security controls that are categorized by
the ISO 27001 Framework terminology / notation

« Using PDCA under ISO 27001, continually improve
's, ISMS, risk management, and information
security management efforts




’s Goals with
ISO 27001

« Apply and attain the ISO 27001 ISMS framework

« Do the minimum necessary to achieve ISO 27001
certification

« Use the ISO 27001 effort to be a business enabler, keeping
existing customers and growing new customer relationships

« Using PDCA under ISO 27001, continually improve our
iInformation security management efforts




ISO 27001
Implementing the
PDCA Process
Cycle

PLAN
Establish
ISMS
DO
ACT Implement &
Maintain & Operate the
Improve ISMS
CHECK
Monitor &
Review ISMS
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ISO 27001 REQUIREMENTS




ISO 27001 Requirements

* |nformation must be
— Organized
— Inventoried as an asset
— Assessed for associated risks
— Classified
— Labeled
— Used properly
— Protected
— Disposed of properly




ISO 27001
Control Clauses

Information

Security Policy

Organisation of
Information
Security

Compliance

Business Continuity
Planning

Asset Management

INFORMATION

Availability

Human Resource
Security

Incident
Management

System
Development &
Maintenance

Physical Security

Communication &
Operations
Management

Access Control
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ISO 27001 Domains and
Control Objectives

A5 Information Security A.11 Access Control
*  Information secunty pokey *  Busmess requrements for access control
L] USEI access mznagernent
A.6 Organization of Information Security *  Userresponsibilities

¢ Network access control

. - " _
s Intemal organization Operatng system access control

External parties *  Appkcation and mformation access and control

*  Mobile computing and tele-working

A.7 Asset M t
set Mahagemen A.12 Information Systems Acquisition, Development, and Maintenance

*  Responsibility for assets

. - . s Secunty requirements of mformation systems
* Information classification ; :

* Correct processing m appheations
. s  Cryptographic controls

A.8 Human Resources Security . Se&fﬁn‘ii‘_stm Fles
. Secm:it:r m d;?i'elopment and support processes
* Pror to emplovment s Techmical vulnerability managemen

*  Durng emplovment

¢  Termination or change of employment A.13 Information Security Incident Management

A.9 Physical and Environmental Security .

Reporing mformation secusity events and weaknesses
*  Management of mformation secunty madents and mprovement
*  Secure areas

*  Equipment secunty A.14 Business Continuity Management
A.10 Communications and Operations Management e Information security aspects of business continuity mgmt.
¢ Operational procedures and responsibiies A5 Compliance

*  Thurd party service debvery management
s  System plannmg and acceptance

. ) . . &  Complance with legal requirements
¢ Protection agamst mabcrous and mobile code

¢+  Complance with secunty policies and standards, and techmical comphance
* Backwp * Information systems audit considerations
s Network securty management

¢ Med handing

s  Exchange of mformation
*  Electronic commerce services

*  Momtormg
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To Understand ISO 27001 Information Security,
What Does an ISO 27001 Control Look Like?

A.7 Asset management

A.7.1 Responsibility for assets

Objective: To achieve and maintain appropriate protection of organizational assets.

Control
AT
Inventory of assets All assets shall be clearly identified and an inventory of all important
assets drawn up and maintained.
Control
AT71.2 :
Ownership of assets All information and assets associated with information processing
facilities shall be ‘owned’ 3) by a designated part of the organization.
Control
A7.1.3 Acceptable use of assets Rules for the acceptable use of information and assets associated
with information processing facilities shall be identified, documented,
and implemented.
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ISMS in the ORGANIZATION

Vision
has built and implemented a robust Information Security Management

System (ISMS) with continual improvements, which will provide Information
Assurance, and pervade its culture and the sphere of its business activities.

Mission
Empowerment of the Information Security Management System through
implementing best practices for People, Processes and Technology.

Policy

Procedures, Guidelines &
Practices

Information Security Management System
(ISMS) and
Policy Compliance

Actual Business Environment
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1ISO 27001 Implementation:
The Benefits Are Many and Multi-faceted

e Organization — Demonstrated
Commitment

e Legal — Compliance
e Operations - Risk management
e Commercial - Credibility and confidence

e Financial - Reduced costs, and Defined
Cost Benefit Analysis

e Reputation - Customer retention and
enhanced potential business
opportunities

e Human - Improved employee awareness




A Typical ISMS Security ORGANIZATION

e Top-Level Committee:

- CEO

- CFO

- Managing Director
e ISMS Forum:

- Service Head

- Technology Head (CTO)

- Head HR
e ISMS Task Force:

- Project Managers

- Administrators

- IS Team Member

- Facility Management Team
e Audit Committee:

- Appointed by Top Level Committee
e Incident Management Team:

- Appointed by Top Level Committee /ISMS Forum
e BCP Team:

- Appointed by Top Level Committee /ISMS Forum
e DRP Team:

- Appointed by Top Level Committee /ISMS Forum
e Compliance Management Team:

- Appointed by Top Level Committee /ISMS Forum




What is the ISMS?

* Itisimportant to be able to demonstrate the relationship from the selected
controls back to the results of the risk assessment and risk treatment process,
and subsequently back to the ISMS policy and objectives.

* The ISMS documentation should include:

— Documented statements of the ISMS policy and objectives
— The scope of the ISMS

— Procedures and controls in support of the ISMS

— A description of the risk assessment methodology

— The risk assessment report

— The risk treatment plan (RTP)

— Documented procedures needed by the organization to ensure the effective
planning, operation and control of its information security processes and describe
how to measure the effectiveness of controls

— Records required by the Standard

— The Statement of Applicability (SoA)




ISMS in the ORGANIZATION

Scope of the ISMS

e The main company headquarters in Chicago
e All Information, IT, Service and People Assets
e Data Centers

e DR site




What Will It Take to Keep
in the ISO 27001 Mindset?

* Management Commitment and Support

* Appointment of a Management of Security
Function

e Communication, Cooperation, Coordination
 Education

e Continuous Process Improvement (via Plan, Do,
Check, Act cycles)

* Vigilance
e Culture change




Everyone’s Responsibilities

e Understand and Practice
— Security
— Risk Management

* Document Your Job (will provide templates and
guidelines)

* Everyone will be briefed on the specific ISO 27001 areas
that apply to them and their jobs (see following slides)

 Work together as a Team to
— Help make Security

— Practice Risk Management




Winning Requires a Team Approach

L
%e&é %)
f

For an Organization to attain an ISO 27001 \-l 4

Certification, it requires a Team Approach

What an ISO 27001 Certification Auditor will look
for during his or her 3-day audit:

1. The ISMS, Policies, Controls, Risk
Management, Documentation, Processes,
etc. must all be in order

2. Each member of the organization needs to
exhibit a strong awareness of Information
Security and Risk Management
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INFORMATION SECURITY
AWARENESS




Information Security
It’s Everyone’s Responsibility

* Remember:
— Protect your password
— Lock your console session when away
— Do not leave sensitive data in open

WA

view
— Store data on the LAN in a secure N
directory o

v

— Do not discuss sensitive information
on phones and cell phones, or in
public

— Practice safe computing

— Protect the client’s data and
information like it was your own

— Your Job and your organization’s
reputation depend on your
dependability and your
trustworthiness
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DEPLOYMENT STORIES

Annex A Discussion by David Brewer and Michael Nash




ISO 27001 Deployment Stories

The story 1s related below in mine Acts and is presented in a series of tables wath intervemng text. The research
was onginally presented as a lecture.

The mne Acts are:

Act 1 — Deployment: reducing the likelihood of staff/contractors from causing a secunty breach;
Act 2 — A secure work environment: restricting physical access to information in the workplace;
Act3 — Outside work: taking care when sending or using (non-IT) information outside the workplace;

Act 4 — Open (computer) access: controlling access to computers that an attacker can physically access in
the workplace;

Act 3 — Action at a distance: protecting our computers from cyber attack;

Act 6 — Applications: making sure that our applications are secure;

Act 7 — Operating conditions: making sure our computer hardware works;

Act 8 — Does it work? checking that our security controls are working before we are attacked;

Act 9 — When things go wrong: taking action when there 1s an mecident.

Annex A Discussion by David Brewer and Michael Nash




ISO 27001 Deployment Stories

Act 1 — Deployment

FPurpose: reducing the likelihood of staff/contractors from causing a security breach.

Intemal control is about marshalling our resources to achieve our objectives. We wish to deploy people to do
that and we want themn to follow our rules. Taking the story up from here as the starting point, we allocate

“controls® as shown in the following table.

Story fragment

Annex A control

So what are our rules?

A.5. 1.1 Information security policy document

They are, of course, legal and above board.

A.151.1 Identification of applicable legislation

A.151.2 Intellectual property rights

5.1.3 Protection of organisations records

5.1.4 Data protection and privacy of personal informmation
5.1.5 Prevention of rnisuse of processing fadlities
A

A
Al
Al
A 151 aFegulation of ayptographic contrals

Now we have some rules, do we have the means to
enforce them? Yes, contracts of employment or
sitnilar. Let’s make sure our rules are in them first.
Note that this control covers contractors, etc as well.

£.8.1.1 Foles and responsibilities

Staying with the employees, let’s try to make sure we
don’t hire the bad apples ...

A 8.1 2 Boreening

And when they join, let’s sign the contraect to say they
and we agree ...

A 813 Terms and conditions of employment

Of course, there are penalties if our staff do not follow
our rules (otherwise what do we do 1f they don’t
follow them?)

£ 8.2 3 Disciplinary process

Annex A Discussion by David Brewer and Michael Nash




ISO 27001 Deployment Stories

Story fragment Annex A conirol

And we can do something similar with our suppliers A.6.2.2 Addressing security when dealing with customers
and customers ... A.0.2 3 Addrezsing secunty in third party agreements
Assuming, of course that we know what the nisks are. | 4.6.2.1 Identification of risks related to external parties

Table C1: Map of story fragments to Anmex A conirols

S0 where does that get us?

We have some rules;

They are legal,;

They are in all the contracts;
The contracts are signed;

Our employees and contactors have been screened.

The likelihood of one of them deliberately breaking our rules is now much lower. If someone does, however,
they say “sorry, Ididnt krow that it meant that” and people also make mstakes.

Continuing ...

Annex A Discussion by David Brewer and Michael Nash




ISO 27001 Deployment Stories

Story fragment

Annex A control

We tackle the first of these by traiming them and
making them aware.

& 8.1.2 Information secutity awareness, education and training

And by ensuring that everyone knows what their
responsibilities are, and cooperates

&.6.1.3 Allocation of inforrration security responsibilities
&.6.1.2 Information secutity co-ordination

And we can always write down more detailed

instructions where appropriate (note that there are
other controls like this)

A.10.1.1 Documented operating procedures

We tackle the second (at least in the first instance)
through leadership ...

&.6.1.1 Management commitment to information security

Through supervision ...

& 8.2 1 Managerment responsibilities
&.152.1 Compliance with security policies and standards

And by making it difficult for people to cheat ...

£.10.1.3 Segregation of duties

If we need to do something with the people, the
mechanisms are in A.8.2.2/3, but if we need to change
the rules ...

&5 1. 2R eview of the information security policy

And we should learn from others as well as ourselves.

&.6.1.7 Contact with special interest groups
&.132 2 Learning frominformmation security inc dents

Table C2: Map of story fragments to Annex A controls (continued)

So what does this achieve? We have now done our best, using the Annex A “controls” to counter the
inappropnate deployment of people. The residual risks are now:

m  People might still knowingly and deliberately break the rules — but they know the consequences 1f they get

caught;

m  People will still make rmstakes, perhaps through ignorance.

Annex A Discussion by David Brewer and Michael Nash




1ISO 27001 Deployment Stories

Act 2 — A secure work environment
Purpose: restricting physical access to information in the workplace.

Let us now look at the work environment. We will not worry about fire, flood ete as we will deal wath that later.
We wall, however, worry about the people who are not included in the set of good people who, 1n Act 1, have
been selected and obligated, and who are now trained, aware and competent. Expressed as a Venn diagram
{(Figure B1), in this and subsequent acts we concentrate on the red area.

All people Some attackers will have escaped detection and will be part
of our set of appropriately deployed people = some might

even be good to start with and then become disaffected

Appropriately : _ o
deployed Attackers

people who
deliberately
want to

People who break our
make mistakes security

Figure B1: Partitioning of the threat space

people

Conftinuing our story ...

Annex A Discussion by David Brewer and Michael Nash
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ISO 27001 Deployment Stories

Story fragment Ammex A comntrol
Let’s start by securing the work area, so that all £.9.1.1 Physical security perirneter
people (espeaally outsiders) can’t go just where they £.9.1.2 Physcal eniry controls

A 5913 Securing offices, rooms and facilities
A 5 14 Publicaccess, delivery and loading areas
£.9.2.1 Equipment siting and protection’®

want to...

OK, but what about cleaners and visitors? They may
have need to access the work area, but not the £.0.1.5 Working in secure areas
information that 1s stored within it, so let’s lock it A.11.3.3 Clear desk and dear screen policy
away, or ensure that it is otherwise safe when we are | £11.3.2 Unattended user equipment

not there:

Table C3: Map of story fragments to Annex A conirols (continued)

The residual risks are now:

m  People mght overcome the physical controls (if there 1s a danger of that, strengthen them — better locks,
CCTV, guards);

m  Information may have to leave the workplace for all sorts of good business reasons;

m  Computers.
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ISO 27001 Deployment Stories

Act 3 — Qutside work
Furpose: taking care when sending or using (non-IT) information outside the workplace.

Let us now look at what can happen outside the workplace. In thns Act, however, we will ignore IT.

We start by asking “can our information leave the workplace?” The answer 1s, of course, “yes” for several
reasons:

®  We may post it to an organisation that we are doing business with;
®  We may take it to a meeting;

®  We may talk about it to a business colleague on the telephone

®  We¢ may talk about it in a public place;

m We dispose of items containing information.

Continuing our story ...
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ISO 27001 Deployment Stories

Story fragment Annex A conirol
Let us start by making sure that we know about the

. . A 027 FRemoval of 1t
removal of anything physical I 0T IR

Let’s next deal with confidentality. We take
precautions depending upon the sensitivity of the
information ...

A7.2.1 Classification guidelines
A 7.2 2 Information labelling and handling

If we do this, we nmmght want to maintain an inventory
of what we have got...

A.7.1.1 Inventory of assets

And make people responsible for looking after them ...

A T.1.2 Crawnership of assets

These are rules, and therefore become part of our

secunty policy. We also want people to sign up to
them (then they can’t complain if they break the rules
and we find out and penalise them for it).

A6 1.5 Confldentiality agreetnents

There are all sorts of things these rules should cover as

well ...

A.9.2 4 Secure disposal or re-use of equipment

£.0.2.5 Becunty of equipment off-pretrises

A.107.1 Managerment of rernovable media
£.107.2Disposal of media

A.105. 1 Inforrmation exchanges policies and procedures
£.10.5.2 Exchange agreements

£A.10.5.3 Physical media in transit

A.107.3 Informeation handling procedures

Table C4: Map of story fragments to Annex A controls {continued)

It would be appropriate next to deal with integnty and avalability. Integrity 1s broken if someone can intercept
the information and change it. However, there are no “controls® in Annex A that deal with this (apart from
dealing with electronic messaging, which is IT). Regarding availability, if you are expecting something by post
or are in the middle of a telephone conversation and 1t does dead, you know, but again there no ‘controls” in
Annex A (apart from IT “controls’) that deal wath the case when the loss of availability is not quite so obvious.

Nevertheless, we may continue by taking a shightly different tack...
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ISO 27001 Deployment Stories

Story fragment Annex A conirol

What happens when someone leaves? We need

something to tngger our knowledge of this (other 4.8.3.1 Termination responsibilities
things may have to be done later as well)

And then get back any assets we have loaned them 4 3.3 2Fetum ofassets

Table C5: Map of story fragmenis to Annex A controls (continued)
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Act 5 — Action at a distance
Purpose: protecting our computers from cyber attack.

ISO 27001 Deployment Stories

Story fragment

Annex A conirol

The first step could be to partition the networles, just
like we did with different areas of the working
environment... (Note that this control includes
firewalls)

A 11.4.5 Segregation in networls

We then need to ensure that users only have access to
those parts of the network that we want them to have
access to...

A.11.4.6 Network connection control

And the routers do what we want...

A.11.4 7 Network routing control

And they can only connect to the services that we
want them to have access to...

A 114.1Policy onuse of network services

And use them for only certain purposes...

AT 1.3 Acceptable use of assets

Now if we can connect to computers at the far ends of
our networks, other people might be able to connect to
us. 'Who are they?

A 114 2 User authentication for extemal connections

What is being connected?

A.11.4.3 Equipment identification in networls

Is it possible for an attacker to hijack a session?

A 1155 Bession time-out
A.11.5. 6 Limdtation of cofmection time

Or gain access through a cable?

A 923 Cabling security

Or by any other means?

A 12,54 Information leakage
A 1231 Policy on the use of cryptographic controls
A 12.3. 2K ey management

And if vendors (who know about security) connect to
us, let’s be particularly careful...

£A.11.4 4 Femote diagnostic and configuration port protection

Despite these controls, an attacker might to able to
circumvent them for mount a denial of service attack

by exploiting some technical vulnerability...

A.12.6.1 Control of techrical wulnerabilities

Or plant a virus...

A.10.4.1 Controls against malicious code
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ISO 27001 Deployment Stories

Story fragment Armnex A control
And, of course, we need to be able to manage all of A.10.6.1 Netwotk controls
this. .. A 1062 Secunty of networl: services

And if we use mobile code to help us we need to make

£.104 2 Controls against mobile code
sure no one else can...

Finally 1f we allow computing on the move, or
!:cleworhng we need all Ofthl?, with g.reatﬂr sec.unty A.117.1 Wobile cormputing and corrrmund cations
in the IT, (a) because the physical environment 1s 4.117.2 Telewnrking

outside our scope of control (b} it1s still likely to be
connected to us...

Table C7: Map of story fragments to Annex A controls (continued)

We next turn our attention to our software applications.
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Act 6 — Applications

Purpose: making sure that our applications are secure.

ISO 27001 Deployment Stories

Story fragment

Annex A control

TWhat should they do?

A.10.8.5 Business information systems

Which could mean. .

£.109.1 Electronic cominerce
51092 0n-line transactions

£.109.3 Publicly available infonmation
& 10.8 4 Electronic messaging

Whoever builds our applications, we ought to specify
what we want in terms of secunty. ..

A.12.1.1 Secmrity veguire rne nis analysis and specification

And that we have sufficient capacity ..

£.103.1 Capacity manageme nt

Typical requirements that we need to ensure that the
user specifies for application secunty. .

£.122.1 Input data walidation
A.122.2 Control of intemal processing
81223 Message integrity

£ 122 4 Outport dats walidation

If we outsource development. ..

£ 1255 Outsourced software developenent

If we dao it ourselves, we must ensure that we don’t
confuse the development environment with the live
environment. ..

£.101.4 Separation of devel oprrent, test and ope rational facilities

In dl cases, only the developers should have access to
the source code and the test data. ..

A.1243 beress contol to program source code
£ 1242 Protection of systern teat data
A.10.7.4 Security of systern documentation

The systems must formally be accepted before heing
put into use. .

41032 System acceptance

Thereafter, changes must be approved and properly
carried out...

£.10.1.2 Chang e matiag e nt
£ 1253 Bestrictions on changes to software packages
£.125]1 Change control procedures

But other things might change, like operating systems.
We tnust ensure that these do not have abad affect on
our applications. .

81253 Techrizal review of applications afler operating syetemn changes

But application software 15 easy to get hold of these
days, could anyone just install something against our
wishes etc...

£ 1241 Control of operational software
£ 1154 Use of systemn utilities

Or use their own facilities. ..

& A.1.4 Authorisation process for information processing facilities

Rather than run the spplications ourselves, we could
outsource that as well, perhaps in the form of
‘softwate as a service” of part of some larger and more
stgnificant outsourcing contract Either way it needs to
be controlled in a similar fashion. .

51021 Service delivery
A.102.2 Monitoring and resiew of third party services
£.102.3 Managing changes to third party services

Table C8: Map of story fragments to Annex A controls (continued)
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Act 7 — Operating conditions

Purpose: making sure our computer hardware worlcs.

Story fragment

Annex A control

Cur IT needs power and appropriate operating
conditions

& 91 4 Protecting against external and erpironmental threats
4921 Equipment siting and protection™
& 923 Supporing uhlities

Andneeds to bein a good state of repatr.

& 924 Equiprment maintenance

Table C9: Map of story fragments to Annex A controls {continued)

We have now dealt with 112 out of the 133 controls. These are all to do with prevention. Inthe final two
chapters we deal with the remaning 21 controls which are detective and reactive controls.
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Act 8 — Does it work?

Purpose: checlking that our security controls are working before we are attacked.

Story fragment

Annex A control

Father than wating for something to happen, how do
we knowifthey will work? Let’s audit, malking sure
that that does not interfere with the business

L& 1531 Indormation systern audit controls

Let’ s do some technical checls .

£ 1522 Techracal compliance checking

And even invite someone else to do that forus. ..

L 615 Independent review of inforrmabon secunty

Table C10: Map of story fragmentsto Annex A controls {continued)
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ISO 27001 Deployment Stories

Act 9 —When things go wrong

Purpose: taking action when there1s an incident.

sStory fragment

Annex A conirol

gquickly can we find out? We could simply watch..

What happens when things go wrong?  But first, how

£.10.10.2 Montoring system use

People can report things.

£.13.1.1 Reporting inforrmation security events
& 131 2 Beporting security weaknesses

We can log things (all of this 13 also useful in
investigating what happened afterwards as well). ..

£.10.10.1 Audit logzing
£.10.10.4 Adrnistrator and operator logs
£.10.10.5 Fault logging

e have the audit data and tools. ..

£.15.3 2 Protection of systern andit tools

going to he used in evidence (and remember to
preserve that chain of ewvidence).

We need to protect this information, particularly if it 13

£.10.10.3 Protection of log inforrmation
£4.13.23 Collection of evidence
£.10.106 Clock synchronisation

And liase wiath the anthorties. .

& 716 Contact with authorities

When there 15 an incident, we need to lknow who 13
doing to do what.

£.1321 Responsthilities and procedures

Recovery might be as simple as restonng a back-up .

L1051 Information back-up

plan, already well thought out and tested .

Or 1t raght require us to deploy our disaster recovery

41411 Including inforrmation secunty in the business contnmty
Inahag emme nt process

£&.141 2 Business continuity and nisk assessment

L4141 3 Deseloping and 1rplernenting contirouty plans e luding
mmformation securty

L1415 Testing, raaintaining and re-asgessing business contiruty plans

Table C11: Map of story fragments to Annex A controls (continued)
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WHAT YOU NEED TO KNOW AND
DO




EMPLOYEE RESPONSIBILITIES




Employee Responsibilities
e Safeguarding Data & Information

* Proper Data & Information Classification

* Proper Data & Information Storage

* Proper Data & Information Management

* Proper Data & Information Usage

* Proper Data & Information Destruction (or Retention) when
required

* Contacting Your Supervisor or Information Security Manager if you
suspect an Information Security Issue

* DO NOT FAIL TO REPORT AN INCIDENT AS SOON AS POSSIBLE

* DO NOT ATTEMPT TO INVESTIGATE AN INFORMATION SECURITY
INCIDENT
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WHEN YOU THINK YOU MIGHT
NEED HELP




To Obtain Assistance

* Ifa employee or associate suspects a
security compromise or situation that could lead to
one, they should immediately call
or send an e-mail to securitydude@ .com.
They should also contact their supervisor and inform

them of the situation.

* DO NOT ATTEMPT TO INVESTIGATE AN
INFORMATION SECURITY INCIDENT
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CONCLUSION




Conclusion

Data and Information are very important organizational assets at
— and they must be protected

Techniques in Information Security and Data Security provide
protection

The CIA of Information Security stands for Confidentiality, Integrity,
and Security

Threats represent a danger to data and information
Controls reduce or stop threats

Employees and other associates at must responsibly use
and protect data and Information

If a employee or associate suspects a compromise, they
should immediately call or send an e-mail
securitydude@ .com. They should also contact their
supervisor and inform them of the situation.




Questions?
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