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Presentation Location

http://billslater.com/writing
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For a Cynical & Humorous View of Blockchain
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ISIS Loves Bitcoin (or They Did Love It)

Their Public Key

Comment: 
This actually 
didn’t end well 
for ISIS and 
their Donors.

Enough said.
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New Free Blockchain Daily Newspaper: 

More information: https://paper.li/billslater/1530793250#/
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Introduction and 

Where Are We Right Now?
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Abstract
Since Blockchain became well-known as the foundational set of  

technologies that enabled the creation and operation of Bitcoin, it 

has captured the attention and imagination of developers, industry 

leaders, and investors.  This is because as a set of technologies that 

use consensus and peer-to-peer, decentralized systems, it creates 

immutable data records and enables trust and disintermediation at 

scale.  So what is preventing Blockchain from changing the world? 

This presentation will present some of the challenges that are 

preventing mass adoption of Blockchain, and some practical 

solutions to those challenges.
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Agenda

What’s Holding Back Blockchain from Mass Adoption?

Topic 1: Why Blockchain?
Topic 2: Blockchain Law
Topic 3: Distributed Systems and Blockchain Security Concepts
Topic 4: Blockchain Limits and Challenges
Topic 5: How to Secure Blockchain Infrastructure and Applications
Topic 6: How to perform Secure Software Development for Blockchain applications by 
design, coding practices, testing and verification
Topic 7: Blockchain and Auditing
Topic 8: How to Design and Implement a Blockchain Solution Project – an Organized 
High-Level Step-by-Step Approach 
Topic 9:  How to Help your Organization Rapidly Ramp Up Skills and Readiness for 
Blockchain Application Development
Conclusion
Special Thanks
References
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TOPIC 1: WHY BLOCKCHAIN?
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Source: To Blockchain or not to Blockchain? https://medium.com/causys/to-blockchain-or-not-to-blockchain-
aed05bf08150 Hats off to the author,  Thomas Ferry of Causys
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Blockchain Use Evolution
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Why Is Blockchain Important?

• Accessible

• Open source

• Easily provides three challenging elements of the Parkerian Hexad model for 

security:

• Authenticity

• Control

• Utility

• It WORKS!

• Business enabler

• Reduces risk of computer fraud

• It is being widely adopted for trusted computing

• Blockchain developers and architects are in great demand: 

for every Blockchain professional there are 14 open positions
Donn B. Parker
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Parkerian Hexad

Donn B. Parker
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TOPIC 2: BLOCKCHAIN LAW
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Blockchain & The Law

• Blockchain establishes ownership, confirmed transactions, control, 

and transfer of ownership.

• Blockchain will force lawyers to understand technology better

• Blockchain could also make room for “smart contracts,” where assets 

would be transferred automatically once certain conditions are met. 

• Blockchain could resolve disputes very directly and efficiently, 

saving lawyers and their clients a great deal of work. This also could 

mean the end of escrow accounts where the law firm holds onto 

money and distributes funds once conditions have been met.

• Contracts and transactions could be a logical first-step in the 

blockchain adoption journey. 

• Blockchain could very well improve the effectiveness of the criminal 

justice system; 

• If corporations and websites agree to give law firms access to records 

automatically collected through blockchain, those records could 

cause new, reliable evidence to surface more quickly.

• Expect that those with evidence on their side will embrace this 

concept, and others will prefer to drag their adversary through a 

drawn-out process.

• As more companies adopt Blockchain technologies and require their 

third-party suppliers to adopt Blockchain technologies, expect this 

requirement to be written into legally binding business contracts.

Source: https://www.forbes.com/sites/ianaltman/2018/06/29/blockchain-changes-business-law/#698d3605cb9f

For more information
Get 
Blockchain & the Law
By Primavera De Filippi
And Aaron Wright, 2018

What's Holding Blockchain Back?  - Blockchain Security & Auditing - William Favre Slater, IIIFebruary 27, 2019 17



When Blockchains Crash, 

Who Can We Sue?

Source: https://www.forbes.com/sites/andreatinianow/2019/02/07/when-blockchains-crash-whom-can-you-sue/#760e20707775

What's Holding Blockchain Back?  - Blockchain Security & Auditing - William Favre Slater, III
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Blockchain & The Law

Nelson Rosario
Chicago
https://www.linkedin.com/in/nelsonrosario/

Ms. Puneet Bhasin
Mumbai, India
https://www.linkedin.com/in/advpuneetbhasincyberlawyer/
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TOPIC 3: DISTRIBUTED SYSTEMS AND BLOCKCHAIN 
SECURITY CONCEPTS

What's Holding Blockchain Back?  - Blockchain Security & Auditing - William Favre Slater, IIIFebruary 27, 2019 20



CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: Edureka.in
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem
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CAP Theorem

Source: https://en.wikipedia.org/wiki/CAP_theorem
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Blockchain Security Threats and Vulnerabilities

& Remediations (A Short List – Part 1)
Threat or 
Vulnerability

Description Remediation Comment(s)

Threat 51% Attack Securely design, implement, monitor, 
maintain, test & upgrade.

Happened to Bitcoin in June 
2014.
http://tinyurl.com/y5malrxc

Threat Sybil Attack Securely design, implement, monitor, 
maintain, test & upgrade.

Need better education and 
experience.

Vulnerability Bad Private Key Management Understand & Securely manage private 
keys.

Need better education and 
tools.

Vulnerability Centralization Understand the CAP Theorem and 
Decentralization. Design and implement 
accordingly.

Need better education.

Vulnerability Scalability Securely design, implement, monitor, 
maintain, test & upgrade.

Need better education and 
experience.

Vulnerability Network Security Securely design, implement, monitor, 
maintain, test & upgrade.

Need better education.

Vulnerability Smart Contracts – Coding errors Securely design, implement, monitor, 
maintain, test & upgrade.

Need better education and 
experience.

Vulnerability Smart Contracts – Configuration 
Errors

Securely design, implement, monitor, 
maintain, test & upgrade.

Need better education and 
experience.

Vulnerability Blockchain & Smart Contracts -
Inexperience

Use Secure Development practices, and 
experienced developers and testers.

Need better education and 
experience.
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Blockchain Security Threats and Vulnerabilities

& Remediations (A Short List – Part 2)
Threat or 
Vulnerability

Description Remediation Comment(s)

Vulnerability Reentrancy Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Unexpected Ether Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability DELEGATECALL Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Default Visibilities Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits. 

See Mastering Ethereum, 
Chapter 9.

Vulnerability Entropy Illusion Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability External Contract Referencing Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits. 

See Mastering Ethereum, 
Chapter 9.

Vulnerability Short Address / Parameter Attack Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits. 

See Mastering Ethereum, 
Chapter 9.

Vulnerability Unchecked CALL Return Value Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits. 

See Mastering Ethereum, 
Chapter 9.

Vulnerability Race Conditions / Front Running Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.
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Blockchain Security Threats and Vulnerabilities

& Remediations (A Short List - Part 3)
Threat or 
Vulnerability

Description Remediation Comment(s)

Vulnerability Denial of Service Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Block Timestamp Manipulation Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Constructions with Care Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Uninitialized Storage Pointers Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Floating Point and Precision Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Transaction Origin Authentication Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Vulnerability Contract Libraries Securely design, implement, monitor, maintain, 
test & upgrade. Code reviews & Audits.

See Mastering Ethereum, 
Chapter 9.

Threat Shor’s Algorithm (Using 
Quantum Computing) 

Stronger, better encryption, perhaps 
Quantum Cryptography.

Closer than you think
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51% Attack 

on Ethereum 

Classic –

January 2019
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Source: MIT Review, Mike Orcutt, February 19, 2019 
https://www.technologyreview.com/s/612974/once-
hailed-as-unhackable-blockchains-are-now-getting-
hacked/
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Top Web Application & Software Vulnerabilities

The Story in 2019

Source: https://www.veracode.com/sites/default/files/pdf/resources/ipapers/state-of-software-security-volume-9/index.html
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TOPIC 4: BLOCKCHAIN LIMITS AND CHALLENGES
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Technical Limitations

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Technical Limitations

Source: Drescher, D. (2017). Blockchain Basics. Frankfort am Main, Germany: Apress.
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Limits and Challenges

• Scalability

• Performance (Bitcoin – 600 seconds / block; Ethereum, 14 to 17 seconds / block)

• Security, especially with user wallets

• Weaknesses in the technologies, i.e. deployment of bad contracts, can cause very 

expensive blunders and loss of confidence and reputation

• Finding the right people to develop DApps and manage the technologies

• Resistance to change

• Anti-trust issues (Norton Rose Fulbright):

– Does blockchain allow for improper information sharing and facilitate collusion among 

competitors?

– Do blockchain standards and rules create or enhance market power by favoring one or 

several industry participant(s) over others?

– Does a permissioned blockchain amount to a concerted refusal to deal?
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TOPIC 5: HOW TO SECURE BLOCKCHAIN 
INFRASTRUCTURE AND APPLICATIONS
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Topic 5: How to Secure Blockchain 

Infrastructure and Applications

• Build and lead Teams of experienced, dedicated workers

• Design securely

• Implement securely

• Document everything

• Test security

– Routinely test vulnerabilities (at least quarterly)

• https://tinyurl.com/y292y3yf

– Penetration test semi-annually

• https://tinyurl.com/yya4vtac

– Test and document performance

• https://tinyurl.com/yxpwszj7

• Do Threat Management

• Continuously review for upgrading
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TOPIC 6: HOW TO PERFORM SECURE SOFTWARE 
DEVELOPMENT FOR BLOCKCHAIN APPLICATIONS 
BY DESIGN, CODING PRACTICES, TESTING AND 
VERIFICATION
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Topic 6: How to Perform Secure Software 

Development for Blockchain applications by 

Design, Coding practices, Testing and 

Verification

• Experienced DApp developers

• Test-driven Development

• Code reviews, by multiple experienced developers

• Understand and remediate the weakest security points, 

especially protection of private keys and sensitive data.

• Implement the tests on test net and understand exactly how the 

code will behave prior to moving to main net

• Automate Smart Contract testing when possible
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CASE STUDIES
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Case Study 1

• Timeframe: November 2017

• Location: User devops199 somewhere on the 

Ethereum Blockchain

• Topic: Placement in Production of flawed Smart 

Contract

• Results: Loss of over $150 million
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$150,000,000 bug
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TOPIC 7: BLOCKCHAIN AND AUDITING
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Topic 7: Blockchain and Auditing

• Blockchain Integrity and Security

• DApps

• Infrastructure

• Physical Security
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Concepts of Auditing the Data and 

Transactions in Blockchain Data Structures

• Data should be validated and verified prior to 

committing as a Blockchain transaction because once 

written to the Blockchain it is immutable.

• Sample transactions should be verified from the 

DApp, to as successfully written to the Blockchain.
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Automating the Auditing of Blockchains 

and Blockchain Applications
• In February 2018, Maian, an open source tool to monitor Smart Contracts 

for being Greedy, Prodigal, or Suicidal was announced.

• As of April 2018, EY has Blockchain Auditing tools and technology.

– https://www.ey.com/en_gl/news/2018/04/ey-announces-blockchain-audit-

technology

• As of October 2018, How Big Four Auditors Delve Into Blockchain: PwC, 

Deloitte, EY and KPMG Approaches Compared

– https://cointelegraph.com/news/how-big-four-auditors-delve-into-blockchain-

pwc-deloitte-ey-and-kpmg-approaches-compared
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Auditing Smart Contracts at Scale

Source: https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/

February 2018 Technical paper 
about flaws in 
How Ethereum and EVM handle
Smart Contracts.  Worth your time.
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Prodigal - Leak them carelessly 
to arbitrary users

Suicidal - Can be killed by 
anyone

Greedy - Lock funds Indefinitely

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/


Auditing Smart Contracts at Scale

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
and https://bitsonline.com/singapore-research-ethereum/
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carelessly to arbitrary users

Suicidal - Can be killed by 
anyone

Greedy - Lock funds 
Indefinitely

Bottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, according to the 
researchers’ new analysis methodology.

https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
https://bitsonline.com/singapore-research-ethereum/


Auditing Smart Contracts at Scale

Sources: https://www.reddit.com/r/Bitcoin/comments/7ys5nq/pdf_finding_the_greedy_prodigal_and_suicidal/
and https://bitsonline.com/singapore-research-ethereum/
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Bottom Line: three to four percent of the smart contracts on Ethereum’s blockchain still contain trace vulnerabilities, according to the 
researchers’ new analysis methodology.

Opacity Is Hampering Ethereum Security
Another interesting point raised in the paper is the unavailability of smart 
contract source code for Ethereum smart contracts, estimating the number at 
only one percent of the 970 thousand contracts they analyzed.

Fixing serious security vulnerabilities at scale requires peer review, and the 
culture of propriety on the Ethereum network forced the research team to 
directly analyze EVM bytecode instead of the sources to complete their research. 
Were the source code for these contracts more available and reviewed, Trace 
Vulnerabilities on Ethereum may not have proliferated in the first place.

-- O'Ham, T. (2018). Singapore Research Team Codifies 3 new Ethereum VM 
Vulnerabilities.  An article published at Bitsonline.com on February 21, 2018.  
Retrieved from https://bitsonline.com/singapore-research-ethereum/ on 
February 27, 2019.
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN
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MAIAN

Source https://github.com/MAIAN-tool/MAIAN
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TOPIC 8: HOW TO DESIGN AND IMPLEMENT A 
BLOCKCHAIN SOLUTION PROJECT – AN ORGANIZED 
HIGH-LEVEL STEP-BY-STEP APPROACH
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Overview of Ethereum

Source: https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data
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Ethereum DApp Architecture

Source: https://www.researchgate.net/publication/315619465_A_more_pragmatic_Web_30_Linked_Blockchain_Data
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High-Level 

DApp 

Architecture

Source: Ethereum Smart Contract Development by Mayukh Mukhopadhyay
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Web3.js Tech Stack
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Web Apps and DApps - Compared
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DApp Development Steps

1. Analysis

2. Design

3. Implementation

Identify the entities involved, their roles and types of interactions 

between them (e.g. contract owner, users, devices)

Analysis

Design

Implementation

Model the entity attributes as state variables and interactions 

between them as functions.  Also capture the dependencies and 

constraints

Implement the contracts (including state variables, functions, 

modifier and events) in a higher-level languages such as Solidity 

For Dapp, also implement the front-end (HTML and CSS) and 

backend (Javascript).

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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DApp Development Steps 
– Analysis - Example

· Creates campaign

· Checks Campaign status

Campaign Owner

Campaign backers

Crowdfunding

Campaign

· Fund campaign

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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DApp Development Steps –
Design - Example

· Creates campaign

· Checks Campaign status

Campaign Owner

Campaign backers

Crowdfunding

Campaign

· Fund campaign

· address public owner;

· struct Backer {address addr; uint amount;}

· mapping (uint => Backer) backers;

· uint public backers;

· uint public deadline;

· string public campaignStatus;

· bool ended;

· uint public goal;

· uint public amountRaised;

· Crowdfunding(uint_deadline, uint_goal)

· checkGoalReached ()

· fund()

}

}
}

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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DApp Development Steps –
Implementation  - Example

(Example Business Case: 

Crowdfunding Application)

Transaction: Create 

Contract

· uint deadline

· uint goal

Externally Owned 

Account

Transaction: 

checkGoalReached ()

Transaction: fund ()

· value

EOAs

Create

contract

Check if 

crowd- 

funding 

goal is 

reached

Creates 

and

 owns

Fund 

campaign

EOAs

send

transactions

Contract Crowdfunding

State Variables

Functions

Modifiers

Events

· Crowdfunding(uint_deadline, uint_goal)

· checkGoalReached ()

· fund()

· destroy()

· struct Backer {address addr; uint amount;}

· address public owner;

· uint public backers;

· uint public deadline;

· string public campaignStatus;

· bool ended;

· uint public goal;

· uint public amountRaised;

· mapping (uint => Backer) backers;

· Deposit (address_from,uint_amount)

· Refund (address_to,uint_amount)

· onlyOwner()

Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 
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BLOCKCHAIN APPLICATION TEMPLATES
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Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Blockchain Application Templates

Contract owner

Users

EOAs

Calls and 

Transactions
Creates 

and

 owns

Contract

State Variables

Functions

Modifiers

Events

Many-to-One

Calls and 

Transactions

Externally Owned 

Account (EOA)

Account Address

Account Keys

Ether Balance

Some Current Examples

· Crowdfunding

· Event Registration

· Voting

· Name Registration
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Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Contract owner

Users

EOAs

Calls and 

Transactions

Contract

State Variables

Functions

Modifiers

Events

Externally Owned 

Account (EOA)

Some Current Examples

· Solar charging stations

· Smart switch

Blockchain Application Templates

Many-to-One for IoT Applications 

Calls and 

Transactions

IoT Device

Calls and 

Transactions
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Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Users

Some Current Examples

· Product sales

· Stock photos

· Document verification

Blockchain Application Templates

Many-to-One for Financial Applications 

Calls and 

Transactions

EOAs

Contract

State Variables

Functions

Modifiers

Events

Calls and 

Transactions

EOAs

Roles

· Buyer

· Consumer

· Verifier

Contract owner

EOA

Calls and 

Transactions

Roles

· Seller

· Producer

· Creator

Users
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Source: Blockchain Applications: A Hands-on Approach by Arsheep Bahga and Vijay Madisetti 

Party A

Some Current Examples

· Call option

· Interest rate swap

Blockchain Application Templates

Many-to-Many  or  Peer-to-Peer 

A’s Trading

 Account

Contract

State Variables

Functions

Modifiers

Events

5. Validate

contract

Party B

B’s Trading

 Account

6. Authorize 

account

7. Settlement

4.
 F

un
d

ac
co

un
t

8. Settlement

2. Initiate

contract

1. Fund

account

3. Authorize 

account
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Source: Blockchain Enabled Applications: Understand the Blockchain Ecosystem and How to 
Make it Work for You  by Vikram Dhillon, David Metcalf, Max Hooper 

Simple Blockchain 
Application Model
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Source: Blockchain Enabled Applications: 
Understand the Blockchain Ecosystem and 
How to Make it Work for You  by Vikram 
Dhillon, David Metcalf, Max Hooper 

Example of a 
Blockchain-based 
Application
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TOPIC 9:  HOW TO HELP YOUR ORGANIZATION 
RAPIDLY RAMP UP SKILLS AND READINESS FOR 
BLOCKCHAIN APPLICATION DEVELOPMENT
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The Required Skills for a 
Blockchain Development Staff
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Additional Required Skills for a 
Blockchain Development Staff
• Web3.js

• DApp development

• UI and UX Design and Testing Skills

• Deep understanding of compiled code, Gas, and the Ethereum Virtual Machine (EVM)

• Secure coding

• Defensive coding

• Egoless Programming

• Stringent Code Reviews

• Networking

• Understanding of Protocols

• Planning

• Requirements

• Technical Specifications and Writing

• Design

• Architecture – Infrastructure, Data, and Security

• Testing – Testing – Testing

• Simulation

• Troubleshooting

And don’t forget 
PROJECT MANAGEMENT &
PROGRAM MANAGEMENT!
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The 
Roadmap

Roadmap to "Blockchain" Your IT Organization: How to Help Your IT Staff Go from 

Square One to Competence & Dominance in Blockchain Technologies
P

re
p

a
ra

ti
o

n
C

ra
w

l
W

a
lk

R
u

n
O

ri
e

n
ta

ti
o

n

Start

Continue

Continuosly

Learn the 

Terminology and 

Concepts.

Perform a 

Baseline Skills 

Inventory and 

Assessment

Blockchain 

Introduction and 

Orientation

Review Real-

World Use Cases 

and Applications

Read Papers & Join 

Blockchain Meetup 

Groups, and other 

Blockchain-related 

Organizations like 

www.isoc-bsig.org

Remediate Skills 

Gap with 

Consultants, 

Training, and/or 

Mentoring

Perform Detailed 

Requirements 

Analysis

Baseline your 

Capabilities

Create a 

Blockchain 

Solution Design 

Based on the 

Detailed Analysis

Perform Gap 

Analysis of Needs 

versus Capabilities 

Analyze your initial 

Blockchain Needs 

and Requirements

Create a Blockchain 

Solution Design 

Based on the 

Detailed Analysis and 

the Appropriate DApp 

Template

Identify the 

Appropriate 

Blockchain 

Solutions 

Template

Perform Detailed 

Requirements 

Analysis

Create an 

Implementation 

Diagram for the 

Blockchain Dapp 

Solution based on the 

Design

Implement the 

Blockchain DApp 

Solution based on the 

Implementation 

Diagram

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements

Select the Type of 

Blockchain

Validate the

DApp Prototype

Add Additional 

Features to the 

DApp Prototype 

Prepare and 

Validate the 

Blockchain DApp 

Development 

Environment

Test, Validate, and 

Publish Results

Implement a 

Prototype a Proof 

of Concept DApp 

solution

Perform Analysis, Design 

Testing and 

Implementation based on 

Previous Experience and 

Lessons Learned

Review Lessons 

Learned from 

Previous Tracks or 

DApps

Incorporate the use of 

Agile/Scrum and DevOps 

in the Blockchain 

Solution Development 

Lifecycle

Test and Optimize 

the DApp for Optimal 

Performance, and 

Validate against 

Requirements &

Publish Results

Focus on Implementing 

Techniques to Optimize 

the Analysis, Design, 

Testing and 

Implementation
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CONCLUSION
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Conclusion
So we covered:

• Why Blockchain?

• Blockchain Law

• Distributed Systems and Blockchain Security Concepts

• Blockchain Limits and Challenges

• How to Secure Blockchain Infrastructure and Applications

• How to perform Secure Software Development for Blockchain 

applications by design, coding practices, testing and verification

• Blockchain and Auditing

• How to Design and Implement a Blockchain Solution Project –

an Organized High-Level Step-by-Step Approach 

• How to Help your Organization Rapidly Ramp Up Skills and 

Readiness for Blockchain Application Development
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Conclusion
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Source: Blockchain still vulnerable to hacks despite security hype, but here are some solutions by James Nguyen. Retrieved from 
https://e27.co/blockchain-still-vulnerable-to-hacks-despite-security-hype-but-here-are-some-solutions-20190212/ -

From James Nguyen
February 12, 2019
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QUESTIONS
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Questions?
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General George S. PattonCrypto Rebels 

Revealed

Wired Magazine, 

February 1993

Book of Satoshi

Collected Writings 

Of Satoshi Nakamoto
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Dedication

• This work is dedicated with love, 

admiration, gratitude, and great 

respect to James P. Jarnagin 

(January 25, 1935 – December 2, 

2018), the man who was my 

Mentor and Father-figure since 

March 1985.  He is one the 

biggest reasons for my career 

success and personal success.  

What I owe him can never be 

repaid.
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Chicago Blockchain Project 
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#Twitter
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